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Document Disclaimer

Theinformation contained in this document has been carefully checked and
is believed to be reliable. However, no responsibility can be assumed for
inaccuracies that may not have been detected.

CATC reserves the right to revise the information presented in this
document without notice or penalty.

Trademarks and Servicemarks

CATC, Merlin Il, BTTracer, BTTrainer, Merlin, Merlin's Wand, Merlin
Mobile, and BusEngine are trademarks of Computer Access Technology
Corporation.

Microsoft, Windows NT, Windows 2000, Windows 98SE, Windows ME, and
Windows XP are registered trademarks of Microsoft Inc.

All other trademarks are property of their respective companies.

Copyright

Copyright © 2004, Computer Access Technology Corporation (CATC); All
Rights Reserved.

Portions of this product are supplied courtesy of Richard Herveille.
Copyright (c) 2002, 2003 Richard Herveille, rherveille@opencores.org. All
rights reserved.

This document may be printed and reproduced without additional
permission, but all copies should contain this copyright notice.

FCC Conference Statement

This equipment has been tested and found to comply with the limitsfor a
Class A digital device and an intentional radiator, pursuant to Part 15 of the
FCC Rules. These limits are designed to provide reasonable protection
against harmful interference when the equipment is operated in a
commercia environment. This equipment generates, uses, and can radiate
radio frequency energy and, if not installed and used in accordance with the
instruction manual, may cause harmful interference to radio
communications. Operation of thisequipment in aresidential areaislikely
to cause harmful interference in which case the user will be required to
correct the interference at their own expense. The end user of this product
should be aware that any changes or modifications made to this equipment
without the approval of CATC could result in the product not meeting the
Class A limits, in which case the FCC could void the user's authority to
operate the equipment.
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Important Notice: To comply with FCC RF exposure requirements
(sections 1.1307 and 1.310 of the Rules) only the antenna supplied by
CATC must be used for thisdevice. The antennamust be located at |east 20
cm away from all persons.

FCC Testing appliesto FCC ID: KH7BTOO6UAA-X.

EU Conference Statement

Thisequipment complieswith the R& TT Directive 1999/5/EC. It has been
tested and found to comply with EN55022:1994/A 1:1995/A2:1997 Class A,
EN61000-4-2:1995, EN61000-4-3:1995, EN61000-4-4:1995,
EN61000-4-5:1995, EN61000-4-6:1995, EN61000-4-11:1994,
EN61010-1:1993, and ESTI EN 300 328-1 V1.2.2 (2000-07).

Manual Version 2.50 Part number: 730-0055-00
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1. Overview

The CATC Merlin11™ Protocol Analyzer isthe newest member of CATC's
industry-leading line of high performance, Bluetooth protocol analyzers.
Preceded by CATC' sBTTracer™, Merlin™ and Merlin Mobile™
Analyzers, Merlin 1l has been designed using the same modular architecture
that made its predecessors highly successful in the serial bus protocol
analyzer market worldwide.

1.1 Bluetooth™ Overview

The Bluetooth wireless technology is set to revolutionize the personal
connectivity market by providing freedom from wired connections. Itisa
specification for asmall-formfactor, low-cost radio solution providing links
between mobile computers, mobile phones and other portable handheld
devices, and connectivity to the internet.

The Bluetooth Special Interest Group (SIG), comprised of leadersin the
telecommunications, computing, and network industries, isdriving
development of the technology and bringing it to market. The Bluetooth
SIG includes promoter companies 3Com, Ericsson, IBM, Intel, Lucent,
Microsoft, Motorola, Nokia and Toshiba, and more than 2500 SIG
members.

Bluetooth is aradio technology specification designed to transmit both
voice and datawirelessly, providing an easier way for a variety of mobile
computing, communications and other devices to communicate with one
another without the need for cables. Bluetooth could make possible what is
being called the personal-area network by allowing usersto transmit small
amounts of dataat 1M bit/sec with arange of 10 to 100 meters, depending
the power of theradio, over the 2.4-GHz radio frequency. The key benefits
of the Bluetooth technology are robustness, low complexity, low power and
low cost. Bluetooth employs a rapid frequency hopping mechanism to
minimize the effects of ‘collisons” with other protocols and devices
operating in the same frequency band. Mechanisms exist for a Bluetooth
device to determine all devicesin range as well asto request connection to
apiconet as either a master or aslave.

Please refer to the Bluetooth Specification, version 1.2 for details on the
protocol. The Bluetooth specification isavailable from the Bluetooth SIG at
itsweb site http://www.bluetooth.or g/
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1.2 General Description

The Merlin |1 Protocol Analyzer is designed as a stand-alone unit that can
be easily configured and controlled by a portable or desktop PC connected
viaits USB port. Merlin 1l provides users with the familiar ‘CATC Trace
user interface that isthe de facto industry standard for documenting the
performance of high-speed serial protocols.

Merlin Il supportsthe functionality required to analyze all levels, including
the baseband, of the Bluetooth wireless protocol. The featured Radio
Interface allows users to probe and analyze transactions at the lowest |level
within the Bluetooth architecture. By creating this " Point of Observation” or
probing point within the radio level packet view, the user can analyze all
levels of the protocol stack.

Merlin 1l is a non-intrusive testing tool for Bluetooth piconets providing
network traffic capture and analysis. Hardware triggering allows real-time
eventsto be captured from apiconet. Hardwarefiltering allowsthefiltering
out of fields, packets, and errors from the recording. Filtering alows users
to focus recordings on events of interest and to preserve recording memory
so that the recording time can be extended.

Recorded datais presented in colored graphicsin atrace viewer application.
Thisapplication has advanced search and viewing capabilitiesthat allow the
user to quickly locate specific data, errors and other conditions, thereby
focussing the user’ s attention on events of interest.

Merlin 11 functions with any personal computer using the Windows 98SE,
Windows 2000, Windows ME, or Windows XP operating systems and
equipped with afunctional USB interface. For an updated set of system
requirements for the host machine, please refer to the readmefile.

The Analyzer is configured and controlled through a personal computer
USB port. It can be used with portable computers for field service and
maintenance as well as with desktop unitsin a development environment.
The Analyzer is easily installed by connecting a cable between the
computer’ s USB port and the Analyzer’s USB port.

Merlin Il provides on-the-fly detection of and triggering on such events as
Packet Headers and Errors. Whether recording manually or with a specified
trigger condition, Merlin 1l continuously records the bus datain a
wrap-around fashion until manually stopped or until the Trigger Event is
detected and a specified post-Trigger amount of bus datais recorded.

Upon detection of atriggering event, the analyzer continues to record data
up to a point specified by the user. Real-time detection of events can be
individually enabled or disabled to allow triggering on events as they
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happen. This includes predefined exception or error conditions and a
user-defined set of trigger events. The unit can also be triggered by an
externally supplied signal. The breakout board providesapath for externally
supplied trigger or timing data to be recorded along with bus traffic.

The breakout board also provides a path for Merlin 11 to transmit atrigger
signal.

The Merlin |1 software provides powerful search functions that enable
investigation of particular events and allow the software to identify and
highlight specific events. In addition to immediate analysis, you can print
any part of the data. Usethe Save Asfeatureto savethedataon disk for later
viewing. The program also provides a variety of timing information and
data analysis reports.

1.3 Automation

TheMerlin 1l softwareincludesan Application Program Interface (API) for
developing testing programs and scriptsin C++ and Visual Basic. The AP
reproduces most of the commands embodied in the Merlin [1 trace viewer
software. ThisAPI allowsusersto automate proceduresthat otherwise have
to be run manually viathe trace viewer software. The Automation API can
be run locally on the PC attached to Merlin 11 or remotely over a network
connection.

For further details, refer to the Automation API for CATC Bluetooth
Analyzers reference manual included in the installation CD-ROM. Y ou can
also download the document from the CATC website.

1.4 Features

General

Small form factor for mobility and easy placement.
Flexible design - reconfigurable hardware for future enhancements.

User friendly - the Graphical User Interface software of Merlin ||
Analyzer is designed to be consistent with the* CATC Trace' using color
and graphics to display Bluetooth traffic.

Radio Level Point of Observation and Capture - traffic capture at the
Radio Level for comprehensive analysis.

Complies with Bluetooth v1.2 specification.
Supports point-to-point and point-to-multipoint Bluetooth piconets.
Spool datato hard drive allowing for long recording sessions.
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Automatic tracking of ESCO and Anonymity Modes.

Supports 79 frequency hop standards, reduced frequency, fixed
frequency, and AFH.

Automatic tracking of changes in the hopping scheme.

Automatic tracking of whitened and non-whitened packets and traffic.
Real time viewing of events and statistics.

Free non-recording, view-only software available.

Power-on self-diagnostics.

Compliant with FCC class A requirements/ meets all CE mark
requirements.

Three year warranty and hot-line customer support.

Physical Components

Note For an updated description of requirements for the host machine, please refer to
the readmefile.

External small "power brick." Can also be powered by PS/2 power cable.

Trace viewer software support for Microsoft Windows versions 98SE
and later.

Display Options

Analyzes and displays a transaction-level view of piconet traffic with
accurate time-stamps and frequency hop information.

Software analysis and data presentation at several protocol levels:
Baseband, LMP, HCI, L2CAP, SDP, RFCOMM, TCS, OBEX, HDLC,
BNEP, PPP, AT, HCRP, IP, TCP, UDP, HID, AVCTP, and AVDTP.

Supports the following profiles. GAP, CIP, CTP, HCRP, HID, Intercom
Profile, LPP, PAN, SDAP, SPP, UDI, DUN, FAX, GEOP, HF, HP,
LAN, PAP, SAP, VCP, BPP, BIP, FTP, OPP, Synchronization Profile,
GAVDP, A2DP, AVRCP, VDP

Recording Options

Flexible advanced triggering capabilities including - multiple triggering
modes, selective views, timing analysis, search functions, protocol
packet errors, transaction errors, packet type and destination device, data
patterns, or any of these trigger types in combination.

User defined trigger position.

Support for various piconet characteristics by enabling the user to
configure the synchronization method and recording parameters.
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* Rea-time hardware filtering of captured traffic for optimizing analyzer
memory usage.

Bluetooth BusEngine
CATC' s BusEngine™ Technology is at the heart of the new Merlin |l
Analyzer. The revolutionary BusEngine core uses state-of-the-art FPGA
technology and incorporates both the real-time recording engine and the
configurable building blocks that implement data/state/error detection,
triggering, capture filtering, external signal monitoring and event counting
& sequencing. And like the flash-memory-based firmware that controls its
operation, all BusEngine logic isfully field upgradeable, using
configuration files that can be downloaded from the CATC Website.
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1.5 Specifications

Package

Width: 6.05 inches (15.5 cm)
Depth: 3.0inches (7.6 cm)
Height: 1.07 inches (2.7 cm)
Weight: 8.8 0z (246 grams)

Power Requirements
5V, 800mA

The provided external power supply operates on 100V-240V AC 50Hz - 60A

Connectors: DC power connection (for connecting the external power
supply or the PS/2 power cable)
Mini DIN
Host connection (USB, type’'B’)
Antenna (reverse polarity SMA)
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Radio

Bluetooth v1.1 qualified
Class 2
FCC and CE compliant

Environmental Conditions
Operating Range: 0to55°C (3210 131 °F)

Storage Range: -20t0 80 °C (-4 t0 176 °F)

Humidity: 10 to 90%, non-condensing

LEDs

Status (STATUYS) [Iluminates blue when the analyzer is functioning properly

Synchronized (SYNC): Flashes yellow during acquisition of the traffic hop
sequence, illuminates when analyzer is locked to the hop
sequence.

Recording (REC):  Illuminates green when analyzer is actively recording data.
Recording Sze

Internal 32 MB and Disk spooling capabilities provide large virtual memory for
long for recording sessions

Host Compatibility
Requires a PC with aUSB port

Supports Windows 98/ME/NT/2000
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2. Installation

The Merlin |1 Protocol Analyzer components and software are easily
installed and quickly ready to run on most Windows-based personal
computer systems. Y ou can begin making Bluetooth recordings after
following theseinitial steps.

2.1 System Components/Packing List

e One stand-alone Merlin Il Analyzer

¢ OneAntenna

e One Externa Interface Breakout Board with aMini DIN cable
* One Externa Power Supply

¢ OnePS/2 Power Cable

e OneUSB cable

* Merlin Il software program installation CD

e User'sManua

2.2 Anayzer LED Descriptions

The Merlin Il analyzer hasthree LEDs. From left to right, these LEDs are:

A Blue Statusindicator LED Blinks fast during initialization/power up.
Stead on if unit is functioning properly. Blinksslowly if a self-test fails..

B Yelow Sync (Synchronize) LED (Flashing indicates that the analyzer is
tracking the defined slave or master device. Illuminated indicates that
the analyzer is tracking an active piconet.)

C Green Rec (recording) LED (lights when the unit is recording).

2.3 Rear Panel Description

USB type "B" host computer connector
This connector links the analyzer to the PC that will be administering it.

Mini DIN Connector
This connector allows the analzyer to transmit and receive external signals
viaamini DIN cableto aBreak Out Board for the purpose of triggering on
external input signals and for clock calibration.
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Power connector for external power supply
This connectorsis used to attach the external power supply or for
connecting the analyzer with the provided PS/2 cable from a mouse or
keyboard serial port on the PC or laptop. The PS/2 cableis a pass-through
type that allows you to connect the cable to the PC and then plug the mouse
or keyboard into the back of the PS/2 cable.

2.4 Setting Up the Analyzer

To set up aMerlin 1l system,

Step 1

Step 2

Note

Step 3

Attach the Antennato the ANT connection point on the analyzer.
The antenna should point up.

Connect the provided external power supply to theanalyzer and then
to a 100-volt to 240-volt, 50 Hz to 60 Hz, 100 W power outlet.
Alternatively, you can connect the PS/2 cable into the analyzer and
one of your PS/2 ports(i.e. keyboard or mouse ports). Thekeyboard
or mouse would then plug into the back of the PS/2 cable.

At power-on, the analyzer initializes itself in approximately ten seconds and
performs an exhaustive self-diagnostic that lasts about five seconds. The status
LED flashes during the power-on testing and turns on steadily if the unit is
functioning properly when testing is finished. If the diagnostics fail, the status
LED blinks slowly, indicating a hardware failure. If this occurs, call CATC
Customer Support for assistance.

Connect the USB cable between the USB port on the back of the
analyzer and a USB port on the analyzing PC.

The host operating system detects the analyzer and beginsto install the USB
driver.

2.5 Installing the Analyzer Software on the PC

Once Merlin 11 has been recognized as a USB device, install the Merlin 11
software on the PC administering the analyzer.

Step 1

Step 2

Insert the Merlin |1 Suite CD into the CD ROM drive of the
PC that will be administering the Analyzer.

Follow Windows on-screen Plug-and-Play instructions for the
automatic installation of the Merlin Il Analyzer asaUSB deviceon
your analyzing PC (the required USB files are included on the
Merlin 1l CD.

10
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step3  Select Install Softwar e from the installation CD and follow the
on-screen installation instructions.

The Merlin 1l application will install on the PC hard disk.

sep4  To start the application, launch the CATC Merlin |1 program from
the Start Menu: Start>Programs>CATC>Merlin 11.

The Merlin |1 program opens.
=l x]

Eile Setup Record View Help |

T L N EEEE T E T T T s

(o | e B8 | S22 SR8 v | 98 OBX ar [T e TS O AR BN o e wenee |5 7 0 @ L

Ready [ [ Mo Sync |Searchi Fv 4

The window shows a menu bar and toolbar at the top, a grey trace viewing
area covering most of the window, and a status bar at the bottom.

Opening a sample trace will cause most of the buttons on the toolbar to
become active.

11
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To open atrace,

sep1  Select File> Open from the menu. A dialog box opens.

open 21 x|
Look im: I\a SampleFiles j . IC:F Eg-

& ChatSession. bl E(TCSSample.blt

% data.tfb E(TestMu:udeTrace.hlt
% Generalinguiry. bk E‘luuice.ﬁ.ndData.blt
% OBExSample.blt

% PPPSample.bik

% ReducedHopSequence. bik

File: narme: || Open I
Filzs of type: IEIueh:u:uth Trace Files [* b= bl j Cancel |

[ Open as read-only

A

sep2  Select afile from the dialog box and click Open. A trace opensin
the main viewing area. When traffic has been recorded, it will

display here.
5 CATC MerlinlI{TM) - Bluetooth Protocol Analyzer - [C:\Program Files\CATC\MerlinIl'dataZ.blE] =i 5||
EX Ble Setup Record Report Search Wew Window Help N
B HRE % R oot - @@ 1 g0 NP I 860 -5 5 B | %ﬂ
,_HC[‘W%ZAP‘SD];SDPTCS ‘OB @ 4r |B]]‘)Cm HC BN, AV AY. wm 1p mm“lé @ <D W g LY
[=]

TGRIEE ] ik [ rsm R J

AP GO M T Y R

Ready [ [ Mo Sync [Searchi Fv

Note The software may be used with or without the analyzer box. When used without
an analyzer box attached to the computer, the program functions as a Trace
Viewer to view, analyze, and print captured protocol traffic.

12
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2.6 Your First Bluetooth Recording

After installing and launching the software, you can test Merlin 11 by

creating an inquiry recording. In thistest, Merlin Il will issue a General
Inquiry that askslocal devicesto identify themselves. Merlin|l thenrecords

the responses.

Inquiry Recording
To create an inquiry recording, perform the following steps:

Step 1

Step 2

Step 3

x
Generall Picaret  Induin |HC\ I Eventsl Act\onsl

Hop Sequence:
I?S Hops Standard 'I

r~ Inguiny Type

Click the down-arrow on the right side of the
Record:Piconet button on thetoolbar REL Record:Picanet =

A sub-menu appears with options for Piconet Recording M ode, and Inquiry

Recording Mode.
Select Inquiry Recording Mode.

The button changes appearance and shows the label Record: Inquiry
REL Recaord:Ingquiry -

From the menu, select Setup > Recor ding Options.

The Recording Options dialog opens with the Inquiry page displaying.

& General [Unlmited) " Dedicated [Limited)

—Additional S etting:

Correlation ' alue [33-64); &7
Inguiry Timeout (0-80 sec). "

BT Neighborhood

i Use default settings - The following default settings would be used
when a 'BT Meighborhood' is initiated
Ihquiry type: ‘General Inguiry'

" Match 1nquiry Recording' settings Timeout: 11 seconds

Save.. | Save As Default | Load... |
Cancel |

Step 4

Step 5

If desired, make any changes to the options, then click OK .
Click the BREL Record:Inquiry =

button (i.e. not the down-arrow.)

13
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Merlin Il startsto record the Bluetooth traffic immediately using the settings from
the Piconet page in the Recording Options dialog. The Bluetooth Inquiry process
will proceed for whatever amount of timeis set for creating an Inquiry action (the
default is 11 seconds). After theinquiry time has elapsed, the analyzer will upload
the data and display the packets. In addition, the Device List window will open
and display the updated statuses of the devices.

The screen should ook like the sample recording bel ow which shows the FHS
packets generated during the Inquiry process.

When therecording session isfinished, the bustraffic is saved to the hard drive as
afile named data.tfb or whatever name you assign asthe default filename. While
thefileis being saved, you should see a brown progress bar at the bottom of the

screen. When the bar turns white, it indicates that the data has been saved to disk.

EEEATE MerlinII {TM)- Bluetooth Protocol Analyzer - [C:\Program Files\,CATCMerlinIlidataZ.biE]: =10 |
@( File Setup Record Repork Search Wiew Window Help =8|
BERSE I E | R reorcne - @ 4% || R B2 R R IR BOR R B Y Y
5 ED @ €D wh g 1.7 | ct | o 22, | 528 5P v BF, | 9P B x| R, vov G, AY, A% B mo 1e 1cw w |

Fﬂm 2
2956 19.000 pz Q0000. 747 1390
1} 2F:5qﬁ |E| Inxﬂ } 0xz % 035406 CBES DxﬂQC : I D1
Fﬂ_m
2424 19.000 ps 00001.058 1265
m | Paity | LAF SR SF UAP | NAP
1 a 1 020 || 0x35A06CBES [0:0CDFAC [RY [ PO [0xEC | 0x0001
0000000 | 0x7 (5027083 | Mandatony | O<EEFF [[ 141 477 ms 00001.058 14565

KT oy

Ready | [ No Sync |search: Fr 2
step6  To save acurrent recording for future use, select File > Save Asor

click | (=] | on the tool bar.
Y ou see the standard Save As screen.
sep7  Givethe recording a name and save it to the appropriate directory.

14



Merlin I Protocol Analyzer User’s Manual SW Version 2.50

2.7 Externa Interface Breakout Board

] L
= =
TP >3
% A
MADE IN U.S.A ‘-‘!EEI@‘
CATC 2003
MICRO NERLIN BREAKOUT ool o

rca 20-o0ss- ] o e
»m |ﬁ
\

v [
o PORT 1 PORT 2 PORT 3 o

-
SYNC PORTS V| SYNC PORTS
1221 (7"

The External Interface Breakout Board isan accessory that allows standard,
LV TTL signalsto be connected to the analyzer for triggering. The breakout
board consists of two BNC connectors for "EXT IN" and "EXT OUT"
signals. The EXT IN connector can be used to import trigger signals from
other devices. the EXT OUT connector can be used to export trigger signals
to trigger other devices such as oscilloscopes or logic analyzers or to export
the external clock for clock calibration using a frequency counter (see
Appendix A).

Drive strength for al outputsis about 30mA high (@2V) and 60 mA low
(@0.5V). Inputscan handle0to 5.5V. Inputs above 2V are detected aslogic
high; inputs below 0.8V are detected aslogic low.

The analyzer connects to thefirst of three mini DIN ports ("Port 1") on the
Breakout Board. Each signaling pinisisolated by a100Q seriesresistor and
abuffer inside the Analyzer unit.

Please make sure that the jumpers JP1 and JP2 on the breakout board are set
to Position 1.

Port 1 Port 2 Port 3

OO

Mini DIN connector s on the back of the Break-out board.
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Connecting the Breakout Board

Merlin Il with power supply (left) and Breakout board (right).

The photograph above shows a fully connected Merlin 1.

The following connections can be seen: Left: Power supply connected to
the power port on the analyzer. Center: Mini DIN cable leading to Port 1
of the breakout board. USB cable leading to an offscreen PC. Right: BNC
cable leading from the Breakout board to an offscreen device on the left.

Configuring the Analyzer for the Breakout Board
To configurethe analyzer for the breakout board, see section " Save External

Interface Signals' on page 68, and section "External Input Signals' on page
88.
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3. Updates

BusEngine and Firmware updates often need to be performed when you
update the Merlin 11 software. These updates can be performed
automatically or manually. Both processes are described.

3.1 Update Files

Updatefilesareinstalled with the Merlin Il software during the installation
procedure and reside in the local directory of the analyzer application.
During the update process, the files are taken from this location.

The following update files are provided with each release:
BusEngine - For updating the hardware logic (has an *.bin extension).

Firmwar e- For updating the platform firmware (has an *.hex extension).

3.2 Automatic Updates

When you update the analyzer software, the software may become
incompatible with the BusEngine and Firmware. After the analyzer is
powered on, the analyzer will display an error message telling you that it
needs to update the Firmware and/or BusEngine. When you click OK, the
update process takes place automatically.

To update the BusEngine and/or Firmware, follow these steps.

sep1  If needed, update the analyzer software, following the steps outlined
in " Software Updates.”

Step2  Turnon the analyzer.

Because the BusEngine and/or the Firmware are incompatible with
the current analyzer software version, an error message appears
showing your current versions and indicating what versions you

need to install.
rTracer e |

& Cannot record.

The Firmware and/or Buz Engine on the analyzer is
incompatible with thiz zoftware release.
Firrmiware: Required = 1.02 Actual= 1.02
BuzEngine: Required = 1.22 Actual = 0.91

Hit *ES to update therm.
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Step 3

Step 4

Click Yes.

The update process begins.

When the update has finished, a message such as the following
appears and tells you that the update is complete. The example
below follows a BusEngine update.

Merinil x|
@ BusEngine and Firmware For MerlinIl Sh:2 updated successfully
Click OK.

Manual Updates
If you prefer, you can manually update the Firmware, and/or BusEngine
through the 'Analyzer Setup' dialog. To do this follow these steps:

Step 1

Step 2

Step 3

Step 4

Step 5

Select from the menu: Setup > Update BE/FW ...

The Update Analyzer dialog box opens.
x|

~ ¥ Update BusEngine

IE: “WProgram Files\CAT ChMerlinl NETM2_MLGRO_ Browse. .. |

— ¥ Update Firmware

IE:\F‘ngram FileshCAT ChMedinl SB TR 2_tPw k0 Browse. .. |
Update I Cancel |

Select the one of the entity that you want to update from the list.

If needed, browse to the application directory to locate the Update
files.

Click the Update button.

At thistime, the application would start the update process. A
progress bar in the dialog would show the progress of the update
process.

Please note that in some cases this process can take severa minutes
to complete.

When athe application notifies that the update process is done, you
may need to cycle the analyzer's power to cause the program to take
effect, or you may need to unplug and then reconnect the USB cable

18
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between the analyzer and the computer to cause the new firmware
upgrade to take effect.

3.3 Software, Firmware, and BusEngine Versions

The Readme.html file on the installation CD and on the installed directory
on your hard drive. Thisfile gives last-minute updates about the current
release. Included with each release are the most recent downloadable
images of the Firmware and the BusEngine.

Once the Merlin 11 has completed the self diagnostics and is connected to
the PC, you can check the latest version of the software and BusEngine.

To check information about the current software, select
About Merlin 1l ... from the Help menu.

The About Merlin Il window appears.
Y

CATC MerlinII™
Bluetooth™ Protocol Analyzer

Software Wersion 2.50, Build 47
Product: MerlinII

Firmuware Yersion 0,96 (ROM 1.01)
BusEngine Yersion 0.37G1

MB ID:0x9 Rew:0x0 Unit SN 00006

2000-2004 Cormputer Access Technology Corporation OK l

About Merlin 11 detailsrevisions of the following software and hardware:

» Software Version and Build Number
* Product Name

*  FirmwareVersion

* BusEngine Version

e Unit Serial Number

Note  When contacting CATC for technical support, please have available
al the revisions reported in the About Merlin Il window.

3.4 Software Updates

When a new software releaseis available, it is posted on the Support page
of the CATC website at

www.catc.com/suppor t.html.
The software is also available on CD from CATC.
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Updating from CD-ROM
To update the software from CD-ROM, follow these steps:

Step 1
Step 2

Step 3

Load the CD-ROM into the CD-ROM drive
Aninstall screen opens.

Click Install Software and follow the onscreen instructions.

Updating from the CATC Website

Step 1

Step 2

Step 3

Step 4

Step 5
Step 6
Step 7
Step 8

Step 9

Open aweb browser and navigate to www.catc.com.

Find thelatest rel eased software version on the CATC website under
Support at the link shown at the top of the page.

If you are running the latest version of the software, no further
action is needed.

If you are not running the latest version.
Download the software from the CATC website.

If downloading from the web, unzip the filesinto your choice of
directory.

Click Start, then Run, and browse to where you unzipped the files.
Select the program named Setup and click Open.

Click OK to run the Setup and begin the installation.

Follow the on-screen instructions to compl ete the installation.

Read the Readme file for important information on changesin the
release.

3.5 License Information

Licensing information for Merlin 11 can be viewed by selecting Display
I nformation from the Help menu. The License window provides
maintenance expiration and features datafor Merlin 1.

Updating the Softwar e License
A License key is necessary to enable software maintenance.

A licenseis granted with the purchase of an analyzer. Thereafter, you must
renew your licenseif you wish to continue receiving support. You obtaina
new License Key from CATC. Once the License Key is obtained, follow
these stepsto install it:
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sep1  From the Help menu, select Update License. The Update License
dialog displays.
x|

To update the licenze [maintenance and/or optional features) for this CATC product, please select licenze
key file and click the Update Device' button.

Licenze Key File :

Browsze. .. |

Status :

Update Device |

sep2 Enter the path and filename for the License key or use the Browse
button to navigate to the directory that contains the License Key.

sep3  Select the * .lic file, and then click Update Device.
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4. Software Overview

4.1 The Main Display Windows

While some of the analyzer’s Main Display window options are familiar,
many contain options specific to the analyzer program.

Table 1: Main Display Pull-Down Windows

Menu | Function
Eile
Open... Opens afile
Close Closes the current file
Save As... Saves all or a specified range of packets from the current filewith a
specified name
Re-apply Encryption If atrace has been recorded with the wrong encryption settings, you
Settings ... can enter the correct ones via the Device List, then run File>
Re-apply Encryption Settings... Thiscommand will open aSave As
dialog box for creating a new trace file using the new settings.
Print... Prints part or all of the current traffic datafile
Print Preview Produces an on-screen preview before printing
Print Setup. .. Sets up your current or new printer

Edit Comment...

Creates or edits the Trace file comment field

Import » Device List...

Imports Device List file of previously identified devices & addresses.

Export » Packets to Saves dl or part of atraceto atext file
Text (Packet View
Format)
Export » Packets to Saves dl or part of atrace to aComma Separated Values (CSV) file
CSV Text suitable for viewing in a spreadsheet application
Export>>Audio Saves audio datainto afile. Presents options for setting the Audio
Streams Source format, Output File format, Stream Direction, and Output
Sampling
Last File Liststhe last files that were opened
Exit Exitsthe Merlin Il program
Setup
Display Options Providesthe control of various display options such as color, formats,

and filters.

Recording Options

Opens adialog box with checkboxes and drop-down menus for
setting up arecording.

Recording Wizard

Starts a sequence of interactive dialog boxes that configures Merlin 11
for arecording. This utility provides an alternative to the Recording
Options dialog box.

Update BE/FW

Allows the operator to update the BusEngine and Firmware.
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Menu

Function

Connectors ...

Opens adialog box for the output connector on the back of the
analyzer. There aretwo options:

Default Configuration - Causes the analyzer to output alow voltage
output signal for use by another device such as an oscilloscope. See
“External Input Signals” on page 88 for further explanation.

Output Radio Data - Causes the analyzer to output radio signals
through External Output connectors. If you place your mouse pointer
over the Output Radio Data option, atool tip will provide a detailed
explanation of this option’s function.

Record

Start

Causes the Analyzer to begin recording Bluetooth activity.

Stop

Causes the Analyzer to stop recording.

Recording Mode

Presents a drop-down menu with options for setting the analyzer's
recording mode:

Piconet Recording Mode -- Causes Merlin 11 to monitor and record
piconet traffic. Merlin |1 records the traffic data as specified in the
Recording Options, then uploads the data as a Trace file when the
recording is complete.

I nquiry Recording Mode -- Causes Merlin |1 to perform an inquiry to
detect and record Bluetooth devices within range. After completing
the recording, Merlin |1 uploads the trace to the PC and savesit asa
Tracefile.

BT Neighborhood Displays Bluetooth Address & clock frequency for devicesin range.
Inquiry The expected Bluetooth clock frequency is 3200 Hz +/- 250 ppm.
Report

File Information

Details such information about the recording as number of packets
and triggering setup.

Error Summary

Displays an error summary of the current tracefile & allowsyouto go
to a specific packet, and save the error file to a uniquely named file.

Timing Calculation

Starts the calculator dialog for calculating various timing and
bandwidth parameters in the recording file.

Traffic Summary

Details the number and type of packets were transferred during the
recording, aswell as message-level statistics.

Search
Go to trigger Positions the display to show the first packet that follows the trigger
event.
Goto Positions the display to the indicated packet, LM P/L2CAP message,
Packet/M essage/ or Protocol Message (RFCOMM, TCS, or SDP protocoals).
Protocal ...

Go to Marker »

Positions the display to a previously marked packet.

Goto» Enables quick searching for specific events using a cascade of pop-up
windows.

Find Allows complex searches.

Find Next Repeats the previous Find operation. Can also use F3 to find next.

Search Direction Allows you to specify aforward or backward search of atracefile.
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Menu | Function
View

Toolbars Presents a sub-menu with options for displaying/hiding the toolbars
and an option called Customize which allows the menus and toolbars
to be customized or reset to factory default.

Status Bar Switches display of the Status Bar on or off.

Unhide Cells > Presents a menu of currently hidden cells. Allowsyou to unhides any
cells that were hidden through the Display Options dialog box (View
> Display Options > Color/Format/Hiding)

Zoom In Increases the size of the displayed elements.

Zoom Qut Decreases the size of the displayed elements.

Wrap Allows the display to wrap.

Device List Displays alist of discovered Bluetooth devices and allows you to add

and delete devices and security settings by selecting the device,
pressing the security button, and modifying the settings.

Readl-time Statistics

Opens adialog box with agraphical summary of the traffic currently
being recorded by the Analyzer. Real-time monitoring allows
continuous monitoring and displaying of traffic and related statistical
dadain apiconet. This processed datais displayed in a set of
configurable graphs.

Decoding
Assignments

Lists current L2CAP decoding assignments.

L2CAP Connections

Lists current L2CAP connections.

RFCOMM Channel

Lists current RFCOMM assignments.

Assignments

Levels Presents amenu of display levels. This menu replicates the
Decode/Display buttons in the toolbar such as Packets, L2CAP, TCS
etc.)

Profiles Presents amenu of profiles. Selecting a profile will cause the
analyzer to decode the protocols appropriate for the selected profile.

Window

New Window Switches display of the Tool Bar on or off.

Cascade Displays all open windowsin an overlapping arrangement.

Tile Arranges multiple trace windows as a series of strips across the main

display areaor as a series of side-by-sidetiles.

Arrange |cons

Arranges minimized windows at the bottom of the display.

Windows

Displays alist of open windows.
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Help
Online Help Displays Help topic associated with current Merlin I window.
Help Topics... Displays online help.
Update License... Opens adialog box for entering license key information for the
analyzer.
Display License Displays current license information for the anayzer.
Information...
About Merlin l... Displays version information about Merlin I1.
4.2 Toolbar

There are five toolbarsin the Merlin Il user interface toolbar. The Toolbar
buttons provide access to frequently-used program functions. Tool tips
describe icon functionality as the mouse arrow is moved over an item.

You display or hidetoolbarsby selecting View > T oolbar sfrom the menu.
The sub-menu lists four toolbar names: Standard, Frequently Used,
Analysis, View Level, and Profiles.

Standard Toolbar
H == = ‘ s B % REL RecordFiconet - @) 157 qfF v g7 "

E. Openfile
E Save As
Print Preview
% Print...

—
=
o

Setup Record Options - presents options for setting up a recording.

Setup Display Options - presents options for formatting the display.

gt

REY Setup Display Options - presents options for formatting the display.

B b

Start Recording - starts arecording. The down arrow
REL Record:Piconet = | gives you options for starting different types of
recordings: recording piconet, inquiry recording,
BTTrainer recording, or IUT:HCI recording.

26



CATC

Merlin Il Protocol Analyzer User’s Manual

SW Version 2.50

-

h [ #|©

=

Stop Recording

Manually trigger the analyzer. Causes the analyzer to stop recording
after the post-trigger buffer isfilled.

Snapshot. Causes the analyzer to extract and display a portion of the
current recording into a new temporary window.

Insert marker. Inserts amarker into the trace.

Bluetooth Neighborhood. Performs an inquiry and then lists the local
devicesthat it discovered.
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" Frequently Used" Toolbar
EEEELERT LR A

Z O bR o || |

b€ [

&

v v E R

Zoom In

Zoom Out

Wrap

Show/Hide Channel 1 Traffic

Show/Hide Channel 2 Traffic

Show/Hide Duplicated Traffic

Show/Hide Frequency Hops

Show/Hide Nulls & Polls

Show/Hide ID Packets

Show/Hide Voice (SCO) Packets

Show/Hide devices. Click the down arrow to open a menu with device
addresses. Selecting a device address hides the devicein thetrace. This
button duplicates the functionality of the Hide Device options in the
Display Options diaog box.

Show/Hide Unassociated Traffic

Show/Hide HCI Traffic

Complex Find

Find Next
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Analysis Toolbar

[ETEI=Ior Y, Yk

= R

Display Real timelog

By

Display devicelist

File Information Report

Error Summary

Timing Calculations

Traffic Summary

Display Bus Utilization graph

R

EE ® B 8 =

Display Real-Time Statistics

View Level Toolbar

12 | 5DP SDF qcq RF | OB OBX HD HC |AV AV BN
“P]rtHCI|IJ.'dPCﬁP‘mg bt T g || B i AT| . prp HC AV BV BN mip 1P TCP WP

El View Packet Level (Baseband)
B View Hel Tratfic

View/Hide LMP Message Level
L2

CAFP View/Hide L2CAP Message Level

Mg View/Hide SDP Message Protocol Level

View/Hide SDP Transaction Protocol Level

View/Hide TCS Protocol Level
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8 |8

HEE:

58

= |

£

Re

& |8 | (B |2

View/Hide RFCOMM Protocol Level

View/Hide OBEX Protocol Level

View/Hide OBEX Protocol Transaction Communications Level

View AT Commands Protocol Level

View/Hide HDL C Protocol

View/Hide PPP

View/Hide HCRP

View/Hide AVCTP

View/Hide AVDTP

View/Hide BNEP Protocol

View HID Protocol Layer

View IP Protocol Layer

View TCP Protocol Layer

View UDP Protocol Layer

View Profiles Toolbar
Profile buttons decode the protocols associated with a particular profile.
When you press a profile button, the Merlin Il software will automatically
select for you the protocol buttons associated with that profile such as

RFCOMM and OBEX.
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Note: Thistoolbar ishidden oninitial activation of the application. To
display thistoolbar, select View > Toolbar s > Profiles from the menu.

(| ae |[5y/ cre 5% || cre|mvrsee B DU Fax Lav|sma OF; oep FIP 5%, BeP | BIP 45, we &%

Decodes protocols for the GAP profile.

Decodes protocols for the SDAP profile.

Decodes protocols for the CIP profile.

Decodes protocols for the GAVDP profile.

Decodes protocols for the CTP profile.

Decodes protocols for the INT profile.

Decodes protocols for the SPP profile.

Decodes protocols for the HP profile.

Decodes protocols for the DUP profile.

Decodes protocols for the FAX profile.

Decodes protocols for the LAN profile.

2 [B (B [ |2 |8 B2 8 & |5 & |8

Decodes protocols for the SIM profile.

Decodes protocols for the OBEX profile.

Decodes protocols for the OPP profile.

Decodes protocols for the FTP profile.

# (3 (8 #

Decodes protocols for the SYNC profile.

EX

Decodes protocols for the BIP profile.
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%
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ﬁl

Decodes protocols for the A2DP profile.

Decodes protocols for the BIP profile.

Decodes protocols for the BIP profile.

4.3 Status Bar

The Status Bar is located at the bottom of the main display window.
Depending on the current activity, the bar can be divided into as many as
four segments. The figure below demonstrates the various displays in the
status bar.

Recording Progress

1

2

10 1

11

Status

When you begin recording, the left-most segment of the Status Bar displays
a Recording Progress Indicator. The following figure displays the various
indications of the status bar:

|

Connecting to MerlinIl Devics. .. [ [ [ 1 1Is analyzer connectediconfigured?  [Search: Fwd 7
|

MerlinIl SM:2 disconnected [ [ [ 1 1Is analyzer connectediconfigured?  [Search: Fwd 7
|

MerlinlI SN:2 connected [ [ Mo Sync [Search: Fud
|

Ready [ [ Mo Sync [Search: Fud
|

Ready [ [ [00B037322FD9] -44dBm [Gearch: Fwd
|

Merinll SN-2 Fecording & Spoaling | 322 KBytes gaps: 0 Activity: e Hardware Buffer: [

Ready — ] [ [f¥  Inquiring... -44dBm [Searchi Fwd 2
|

Merinll SN-2 Recording & Spooling 0 KEptes gaps: 0 Activity: | Hardware Buifer. | [

Ready [ [ |[Eme] 5:[008037322FD&]. .. -41dBm [Searchi Fwd 2
|

Merinll SN-2 Recording & Spooling 0 KEptes gaps: 0 Activity: | Hardware Buifer. | [

Ready [ [ |[Ege] M:[008037163767]. . -41dBm [Searchi Fwd 2
|

Merlinl] SH:2 Recording & Spodiing | 835 KEptes gaps: 0 Actiity: | Hardware Buffer [

Ready [ =8 [008057322F D3] -43dBm Search: Fud 7
Merinll SN-2 | Triggered & Spooling [ 1MBytes | [ gaps0 Activity [ smess Hardware Buffer [

Ready [ (=3 [008037322FD9] -32dBm Search: Fud 7
Merinll SN-2 | Finishing Uploading [ 8 MBytes | [ gaps0 Activity mesmeessen  Hardware Buffer [

Ready [ B2 [008037322FDS] -40dBm Search: Fud 7

Thefollowing numbered definitions correspond to the number labels on the
above status bars.

1 Analyzer is connecting to the host machine.
2 Analyzer was disconnected from the host machine.

3 Analyzer is connected to the host machine.
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Analyzer is connected to the host machine and is an idle mode.

Analyzer issynchronized to a piconet with master devicethat hasBD_Address
008037322FD9.

Analyzer is performing an inquiry (BT Neighborhood).

Analyzer isin the process of synchronizing to apiconet with slave device that
has BD_Address 008037322FD8. The analyzer is set to use the 'Page Sync &
Record' synchronization method, with master address set to "any.

Analyzer isin the process of synchronizing to a piconet with master device
that has BD_Address 008037322FD9. No trigger connection received yet.

Analyzer isin the process of synchronizing to apiconet with master devicethat
has BD_Address 0080371637B7. The analyzer is set to use either of the
synchronization methods (if the 'Page Sync & Record' synchronization method
is used the master address is set to 0080371637B7).

10 Analyzer isrecording the traffic of the piconet with master device that has

BD_Address 008037322FD9. The trigger condition was received.

11 Analyzer has finished uploading the recorded traffic.

As recording progresses, the Progress Indicator changes to reflect the
recording progress graphically:

In the Progress Indicator, ablack vertical lineillustrates the location of the
Trigger Position you selected in Recording Options.

— Pre-Trigger progressis displayed in the field to the left of the Trigger
Position in the before-Trigger color specified in the Display Options.

— When the Trigger Position isreached, the progressindicator wiggles asit
waits for the trigger.

— After the trigger occurs, the field to the right of the Trigger Position fills
in the post-Trigger color specified in the Display Options.

— When recording is complete, the upper half of the progressindicator fills
in white, indicating the progress of the data upload to the host computer.

Y ou should be aware of two exceptional conditions:

If aTrigger Event occurs during the before-Trigger recording, the
before-Trigger color changes to the after-Trigger color to indicate that not all
the expected data was recorded pre-Trigger.

When you click Stop before or after a Trigger Event, the Progress Bar adjusts
accordingly to begin uploading the most recently recorded data.

The Progress Bar fills with color in proportion to the specified size and
actual rate at which the hardware is writing and reading the recording
memory. However, the Progress Indicator is normalized to fill the space
within the Status Bar.
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Recording Status

During recording activity, the current Recording Status is temporarily
displayed in the next segment. When you activate the Recor d function, this
segment flashes one of the following messages (depending on the selected
Recording Options):

— Trigger?

— Triggered!

— Recording & Spooling

— Uploading
After recording stops,

— The flashing message changes to Uploading data—x% done (x%
indicates the percentage compl etion of the data uploading process).

— Thetraffic datais copied to disk (overwriting any previous version of this
file) using the default file name data.tfb or a new name specified in the
Recording options.

To abort the upload process,

* Press Esc on your keyboard
OR

Again click @l in the Tool Bar.

Y ou are prompted to choose whether to keep the partially uploaded data or to
throw it away.

When the datais saved, the Recorded Datafile appearsin the main display
window and the Recording Status window is cleared.

¢ |f therecording resulted from a Trigger Event, the first packet following the
Trigger (or the packet that caused the Trigger) isinitialy positioned second
from the top of the display.

¢ [ftherecording did not result from aTrigger Event, the display beginswith the
first packet in the traffic file.

Analyzer Status
Thethird segment in the status bar displays analyzer status. The status will
display one of the following:

No Sync - the system is not synced to any piconet
Inquiring... - The system is performing an Bluetooth Inquiry
Inquiring (infinite) ...- Thetimeout is set to O.

Sync[XXX]... - The system is attempting to synchronize to a piconet where
the device with BD_Address XXX isthe master.
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Sync [XXX] - The system is synchronized to a piconet where the device
with BD_Address XXX isthe master.

Rec [ XXX] - System isrecording the Bluetooth traffic of the piconet where
the device with BD _Address XXX isthe master.

Received Signal Strength Indication (RSSI) - After the analyzer has
synchronized to the Bluetooth piconet under observation, an RSSI
measurement of the master’ stransmission will appear inthe statusbar along
side of the Master’ s address and the Sync/Rec status. The signal strength
readingswill display asavaueintherange of -85 dBmto-17 dBm. When
performing an inquiry, the status bar displaysthe RSSI measurement of the
responding devices.

The average RSSI measurement per device can be viewed in the Real Time
Statistics window. The RSSI measurement per packet can be seen in the
trace itself by expanding the Freq cells.

Search Status
Therightmost segment displaysthe current search direction: Fwd (forward)
or Bwd (backward).

4.4 Zooming In and Out

The Zoom In and Zoom Out buttons alow the trace to be displayed in a
larger or smaller format.

Zoom In
Zoom In increases the size of the displayed elements, alowing fewer (but
larger) packet fields per screen.

e Click EflontheTooI Bar.

Zoom Out
Zoom Out decreasesthe size of the displayed elements, allowing more (but
smaller) packet fields per screen.

* (Click ﬁ on the Tool Bar.

4.5 Tool Tips

Throughout the application, tool tips provide useful information.

To display atoal tip, position the mouse pointer over anitem. Thetool tip
displaysin ashort moment if present. Tool tips can also be found over the
Tool Bar and in areas of the packet view screen.
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4.6 Merlin 1l Analyzer Keyboard Shortcuts

Several frequently-used operations are bound to keyboard shortcuts.
Table 2: Keyboard Shortcuts

Key Combination |Operation Key Combination | Operation

Ctrl+O Openfile Ctrl+P Print...

Ctrl+Home Jump to First packet Ctrl+End Jump to Last packet
Ctrl+F Search Forward Ctrl+B Search Backward

F3 Find Next Ctrl+L Search for Loss of Sync
Shift+l Goto ID packet Shift+R Goto Freq Hop packet
Shift+P Goto Poll packet Shift+N Goto Null packet
Shift+M Goto DM 1 packet Shift+F Goto FHS packet
Shift+1 Goto HV 1 packet Shift+H Goto DH1 packet
Shift+3 Goto HV 3 packet Shift+2 Goto HV 2 packet
Shift+A Goto AUX1 packet Shift+Vv Goto DV packet
Shift+5 Goto DH3 packet Shift+4 Goto DM3 packet
Shift+7 Goto DH3 packet Shift+6 Goto DM5 packet
Shift+S Search for Soft Error Shift+E Search Error
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5. Recording Wizard

Recording Wizard is an interactive utility that presents a series of
user-friendly dialog boxes for setting up arecording session. Recording
Wizard serves as an alternative method of configuring the Recording
Options dialog box. When you are finished using the Wizard, you can view
your settings in the Recording Options window. By providing data to the
prompts in the Wizard' s dialog boxes, you configure Merlin 1l for a
recording session.

Starting Recording Wizard

To start the Recording Wizard,

¢ Click m?& on the Tool Bar or select Recording Wizard under Setup on the
Menu Bar.

Y ou see the Recor ding Options window:

Recording Wizard x|

Welcome to the Merlin 1T Recording Wizard!

Thiz wizard will help you configure Merlin I to detect nearby Blustooth
dewvices and record Bluetooth piconet traffic,

< Back I Mest » I Cancel I Help |

The Recor ding Optionswindow hasthree buttons marked Next, Back, and
Cancd that allow you to move forward or backward through the wizard or
to cancel the wizard.

To begin advancing through the wizard,

¢ Click Next to see the options for the three types of recordings that the
Recording Wizard can make.
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The Wizard advances to the next screen which presents three options:

Recording Wizard x|

Recording Type
Select the desired wizard recording type

Fleaze select the tppe of recording pou wish to malke,

The wizard's recarding twpe, combined with other parameters pou will be azked
to zet in the following pages, will be uzed to determine the synchronization
method for this session.

o | want to establish & new piconet and have Merlin 1T record traffic on that
piconet.

r | want Merlin IT to recaord traffic on a piconet that has alieady been
established.

| am uzing Bluetooth Test Mode and want kerlin 1T to record baffic on my
test piconet.

< Back I Mext » I Cancel Help

¢ | want to establish anew piconet and have Merlin |1 record traffic on that
piconet.

This option causes Merlin |1 to perform an Inquiry so it can discover
local devices and then establish a new piconet and record the piconet

traffic.
e | want Merlin Il torecord traffic on a piconet that has already been
established.
Thisoption lets Merlin 11 record traffic from an already established
piconet.

¢ | am using Bluetooth Test Mode and want Merlin Il torecord traffic on
my test piconet.

ThisoptionletsMerlin |l create either asinglefrequency range recording
of arange that you specify or create arecording of alimited hop
frequency range consisting of 5 frequency hops.

5.1 Recording a Traffic on aNew Piconet

The New Piconet option shown in the previous screen presents users with
the means of recording the traffic from anew piconet. This option will
cause a sequence of screens to prompt you for information such as the
piconet Master address.
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The following steps shows you how to configure Merlin Il to record a new
piconet.

step1  From the screen shown in the previous screenshot, select the
first option: | want to establish a new piconet and have
Merlin Il record traffic on that piconet, then press Next.

o | want to establizh a new piconet and have kerlin 1T record taffic on that
piconet,

The following screen displays.
Recording Wizard: New piconet {Step 2 of 8) ﬂ

Inquiry Skip/Perform
Select to perform or to skip a general device inguiy

ou can choose to skip a general device inquirg if such was already dane.
Otherwize, please select to perform the inguiry.

The inguiry iz needed so the piconet devices can be selected for
zpnchronization and recording.

" Perfarm Inguin Mo % Skip Inquin

< Back I Mest » I Cancel I Help

sep2  Select Perform Inquiry Now, then press Next.

Selecting Perform Inquiry Now will cause Merlin Il to perform a
General Inquiry and collect addresses and other details about local
Bluetooth devices. If you aready have address information for your
Bluetooth devices you can choose Skip Inquiry. Choosing Skip
Inquiry will cause the Recording Wizard to advance to Step 6. If you
are not sure what option to select, choose Perform Inquiry Now.
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The following screen will display.

Recording Wizard: New piconet (Step 3 of 8) ﬂ

Device Search Type
Select group/general device zearch

terlin I can either zearch for all Bluetooth devices in range. ar it can search
only for devices within a specific group. Search groups are defined by a 24-bit

Dedicated Inguiny Access Code [DIAC).

' | want ta search for all Blustooth devices within range.

| want to search only for devices in the search group cormesponding to the
follmwing [hexadecimal] DAL

IEIEE!BEID

< Back I MHest » I Cancel Help

Y ou will see two options:

¢ | want to search for all Bluetooth devices within range
This option will cause Merlin Il to search for al Bluetooth devices that
areinrange and ready to transmit and receive data (i.e., in Inquiry Scan
Mode)

¢ | want to search only for devices corresponding to the following

(hexadecimal) DIAC:

Thisoptionwill cause Merlin |1 to searchfor the class of devicesthat you

specify in the DIAC text box. DIAC stands for Device Inquiry Access
Code. Values are entered in hexadecimal format. You can get DIAC

values from the Bluetooth Specification.
Select thefirst option: | want to search for all Bluetooth devices

Step 3
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within range, then press Next. The following screen will display.

Recording Wizard: New piconet (Step 4 of 8) x|

Device Search Duration
Specify duration of Search/R ecord

Haow long should kMerlin 1T zearch for nearby Bluetooth devices?
Any search duration between one and eighty seconds may be specified.

However. a duration of between ten and bwenty seconds should be enough time
for Merlin IT to detect all nearby devices.

Search for I zeconds for nearby devices.

¢ Back I Mext » I Cancel | Help |

Y ou will see two options:

sep4  Inthetext box, enter the length of time you want Merlin |1 to search
for nearby devices.

The default valueis 11. If you do not sure what time value to enter, use
the default value.

Step5 Press Next.

Before the Inquiry, Merlin 11 tests the hardware connection. In the case
of failure, the following screen will display.

Merini x|

our Merlin IT analvzer was not detected; it may not be connected propetly to this
computer of may not be powered on.

Please werify that wour Merlin IT analvzer is connecked with a USE cable to this
computer, that the Merlin [T power LED is on, and that the trigger LED is not: Flashing.
If the trigger LED is flashing, this indicates a hardware problem; please contact vour
distributor For service,

If wou have Found the source of the problem, press 'O’ to close this message-box, and
then press 'Retry' in the Wizard ko retry the operation or press 'Cancel’ to exik the

Recording YWizard.

Clicking OK will close the message box.
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If Merlin Il passes the hardware test, it will search for devices. The
Recording Wizard will display a progress bar and a message telling you
that a search is under way:

Recording Wizard: New piconet (Step 5 of 8) ﬂ

General Device Search

Merlin I iz now searching for devices uzing 'General [Unlimited] [nguirg
Recording' mode,

T

Select 'Tancel' to terminate the search and to close
the wizard.

< Back | [dent | Cancel I Help |

If no device is found, the Recording Wizard will display the following
screen:

Recording Wizard: New piconet {(Step 5 of 8) il

General Device Search

Merlin II has completed the device search operation, but has not found any
Bluetooth devices in range.
Are neartby devices operative?

Cannot proceed ko nest step in wizard zession until kerlin IT has found some
devices in the neighborhood.
Fress Rety to have Merlin IT search for devices once again.

Retry |

< Back I Hext = Cancel Help
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If devices found, the Recording Wizard will display the following
screen:

Recording Wizard: MNew piconet {(Step 5 of 8) il

General Device Search

Merlin IT has completed the device search operation and has found a total af 3
Bluetooth devices in range.

Tou can view the devices that were found in the updated ‘Device List' report.
Fressz 'Repeat' to have Merlin IT search for devices once again.

Repeat |

< Back I Meut = I Cancel Help

Step6 Press Next.

The following window will display:

Recording Wizard: New piconet - Specify Master Device (Step b ﬂ

Device Addiess

Flease select the Bluetooth device address of the master device for the
piconet to be recorded.

The list below includes devices that Merlin IT has recently encountered. [f
your mazter device iz not already in thiz lizt pou may twpe in itz device address
[a =ix-digit biew wvalue] yourzelf,

Ficonet kaster Address:

< Back I Mext » I Cancel | Help |

sep7  Select from the drop-down menu the hexadecimal address for your
Master device. If you do not see your device' s address, you may
type it into the text box yourself.
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The following window will display:

Recording Wizard: New piconet - Specify Slave Device {Step 7 ﬂ

Device Addiess

Flease select the Bluetooth device address aof the slave device for the piconet
to be recorded.

The list below includes devices that Merlin IT has recently encountered. |f
your slave device is not already in this list wou may type in its device address [a
zix-digit hexr value] yourself.

Ficonet Slave Address:

< Back I MHest » I Cancel | Help |

sep8  Select from the drop-down menu the hexadecimal address for your
davedeviceinto the box labeled Piconet Slave Address. If you do
not see your slave' s address, you can type it into the box.

Step9  Press Next.

The following screen will display.

Recording Wizard: New piconet (Step 8 of 8) ﬂ

System i1z Heady
Initiate 5 earch/Record

Merlin I iz now ready to sunchronize to the piconet magter wher it attempts to
page the pre-gelected Slave device [using Merlin I1's 'Page Sunc & Record'
mode]. You will be prompted to eztablish the piconet only AFTER berlin IT will
enter the 'Synchronizing' state.

The following options will be used:

Syrnchronization Method: Page Sync & Record il
Frequency Band: Standard [79-hop] mode
taster address: 000102000003

Slave address: 000406000006 |
lmitial Matalhitaninn states Fa Diaasbiban LI Advanced...

Prezs 'Mest' to initiake the recording or 'Back' to return to the previous page.

< Back I Mext » I Cancel Help

This screen displays the settings you selected.
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The Advanced button on the right will open the Recording Options
dialog box shown below. Thisscreenwill show the settings you selected
through the Recording Wizard have been applied to the Recording
Options dialog.

£

General Piconet |Inquw| HEl | Events | Actions |
[ Channel X

Frequency Hopping

" Stay with Basic Hopping
£ Follaw AFH:

LT_Addr: Al
Initial Mask: Mone el

Sequence:

|73 Hops Standard. ]

Synchronization
Methad: aster. ™ Page Target/Slave: *
[Page Sunc & Record | = ey | 2 fooo4nsaonong T~ |

** [MSB->LSB)
Loss-of-spne Timeout (1-30 sec) 5

I™ Force Re-Synchiorization

Additional Settings

I~ Show Paging Traffic
¥ Fallow Anohymity

Save... | Save Az Default | Load... I

oK Cancel |

step 10 Press Next to advance the Recording Wizard to the next screen.

The following screen displays:

Recording Wizard: Mew piconet {(Step 8 of 8) il

Merlin IT is attempting to synchronize to the piconet master device on its paging
to the 'Page Target' device [Fage Sync & Record' mode]

[

Inguinng. ..

Press 'Cancel' to terminate the synchromzation and
recard atteprmtz and to cloze the wizard,

< Back izt I Cancel I Help

Merlin Il pages the Master and if specified in Step 8, the Slave devices.
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If Merlin Il is unable to complete its pages, the following screen will
display:

Recording Wizard: New piconet (Step 8 of 8) 5[

Merlin II was unable to enter the 'Sunchronizing' state from which you can
establizh the new piconet; perhaps the master of the piconet iz not configured to
page a zlave,

Press 'Retry' to have Merin IT start the operation one mare time.

Fietry |

Prezs Finish' to exit the \Wizard or 'Back' to return to
the previous page.

< Back I Finizh I Cancel | Help |

If Merlinll isableto completeits pages, it will enter into asynchronizing
state and then wait for you to create the piconet. During this waiting
period, Merlin I will display the following screen:

Recording Wizard: Mew piconet {(Step 8 of 8) il

Merlin IT haz entered "Synchronizing' state. NOW is the time to establizh the
piconet and to continue with the recaording of the traffic,

| Synchronizing -<-

AFTER you have establizhed the piconet, Medin [T should spnchronze and
gtart recarding the traffic.

Press 'Cancel' to terminate the synchromzation and
recard attemptz and to cloze the wizard,

< Back I Finizh I Cancel Help
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Once you have created the piconet, Merlin Il will synchronize to the
piconet and beginrecording. During therecording, Merlin |l will display
the following screen:

Recording Wizard: New piconet (Step & of 8) ﬂ

Merlin IT had synchronized to the piconet and started recording.

| Recording...|
Prezs 'Stop Recording' to ztop the recording. Prezsing the 'Cloze’ button clozes

the wizard, but Merlin IT continues to record traffic. To stop the recording in the
application, you can uze the "Stop’ icon in the toolbar,

Stop Recording |

Fress Cloze' to close the wizard,

¢ Bach I Cloze I Cancel Help

At the completion of the recording, Merlin Il will display the following
screen:

Recording Wizard: New piconet (Step & of 8) ﬂ

Merlin II hasz compleled the recording of the traffic in the piconet uging 'Page Sync &
& Record' mode

Fresz 'Repeat’ to have Merin I re-inthiate the recording process.

Bepeat

Prezs 'Cancel to terminate the zpnchronization and
record attemnptz and to cloze the wizard,

¢ Bach I Firuzh I Cancel Help

Y ou can repeat the recording by pressing the Repeat button.
step 11 To close the wizard, press the Close button.
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The wizard will close and your trace will display.

% CATC MerlinII{TM) - Bluetooth Protocol Analyzer - [C:\Program Files',CATCMerlinII\data2.bit] i [l 3] |

I?& File Setup Record Report  Search  Wiew ‘Window Help =151l
S H RS | XK E | R recordpconet - B 15 || EH[Z | PR T REBOR % B Y v

[t | o B, 2R o B [ R B (R KR A T wr w570 GwEl?

=]

Flow Argn Segn  HEC :
0x%5E | | 0x055296514 | 0102000 | R1 | PO |0x6E

CoD

T ox [ Fov N

Flow Argn Segn HEC

R1 | PO |Ox6E

G000 I BT -

OnOOn OCE 0 4cn

r 44 hd Lok i
K1 | |

Ready | Mo Sync |Search: Fv 2

5.2 Recording an Existing Piconet

Using Recording Wizard to record an existing piconet issimilar to recording
anew piconet. The main differenceisthat you will be asked if your Master
device can support multiple slave devices and whether it can respond to
pages once it has created a piconet with another device.

sep1  To start the Recording Wizard, pr&sﬁl or select Setup >
Recording Wizard from the menu.

48



CATC Merlin Il Protocol Analyzer User’s Manual SW Version 2.50

The Recording Wizard introductory page will open:
x|

Wielcome to the Merlin I1 Recording ‘wizard!

Thig wizard will help pou configure Merlin 11 to detect nearby Bluetoath
devices and recaord Bluetoaoth piconet traffic.

< Back I et » I Cancel Help

step2  Press Next to advance to the next screen.

Y ou will see three choices:

Recording Wizard x|

Recording Type
Select the desired wizard recording type

Fleaze select the type of recording vou wish to make.

The wizard's recording type, combined with other parameters you will be asked
to zet in the following pages, will be uzed to determine the synchionization
method for this sezsion.

- | want to establish a news piconet and have Merlin IT record traffic on that
piconet.

+ | want Merlin IT torecord braffic on a picanet that has already been
established.

. | am using Bluetooth Test Mode and want Merlin II to record traffic on my
test piconet.

< Back I Mt I Cancel | Help I

sep3  Select thesecond option: | want Merlin 11 torecord traffic
on a piconet that has already been established.

Step 4 Press Next.
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Y ou will see two choices:

Recording Wizard: Existing piconet (Step 1 of 9) x|

Inquiry Skip/Perform
Select to perform or to skip a general device inguiry

'ou can chooze to ghip a general device inguing if such wag already done.
Othenaize, please select to perform the inguing.

The inguiry iz needed o the piconet devices can be selected for
synchronization and recarding,

& Perform Inguing How " Skip Inguiry

< Back I Mext » I Cancel Help

sep5  Select Perform Inquiry Now.

Y ou will see two choices:

Recording Wizard: Existing piconet {Step 2 of 9) ﬂ

Device Search Type
Select group/general device zearch

terlin I can either zearch for all Bluetooth devices in range. ar it can search
only for devices within a specific group. Search groups are defined by a 24-bit
Dedicated Inguiny Access Code [DIAC).

' | want ta search for all Blustooth devices within range.

| want to search only for devices in the search group cormesponding to the
follmwing [hexadecimal] DAL

IEIEE!BEID

< Back I MHest » I Cancel | Help |

sep6  Select thefirst option: | want Merlin Il to search for all
Bluetooth devices within range.

If you want to limit the inquiry to a class of devices, select the second
option and enter the hexadecimal value for the device classin the text
box.
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Step 7 Press Next.

The following screen will appear:
Recording Wizard: Existing piconet {Step 3 of 9) ﬂ

Device Search Duration
Specify duration of Search/R ecord

How lang should Merlin II search for nearby Bluetoath devices?
Any search duration between one and eighty seconds may be specified.

However, a duration of between ten and twenty seconds should be enough time
for Merlin IT to detect all nearby dewvices.

Search far Im zeconds for nearby devices.

< Back I Mexst » I Cancel | Help |

sep8 I you want to change the search duration, typein anew
valueinto thetext box. Otherwise, use the default value (20
seconds), then press Next.

If Merlin Il cannot detect other devices, the following message will
display:

Recording Wizard: Existing piconet {Step 4 of 9) ﬂ

General Device Search

Merlin II has completed the device search operation, but has not found any
Bluetooth devices in range.

In caze a nearby piconet iz already established, are the devices configured to
respond to inguines while connected?

Cannot proceed to next step in wizard zezsion until Merlin IT has found some
dewvices in the neighborhood.
Fress 'Rety' to have Merlin IT search for devices once again.

Retry |

< Back I Hewt = Cancel Help
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If Merlin Il passesthe hardware test, it will then goes onto conduct a

General Inquiry to locate local Bluetooth devices.

Recording Wizard: Existing piconet {Step 4 of 9) x|

General Device Search

Merlin 1T iz fiow searching for devices uzing 'General (Unlimited] Inguiry
Recording' mode.

e

Select 'Tancel to terminate the zearch and to close the wizard.

< Back | [ | Cancel I Help |

If Merlin Il finds Bluetooth devices, it will display the following
message:

Recording Wizard: Existing piconet {Step 4 of 9) il

General Device Search

Merlin II has completed the device search operation and has found a tatal af 2
Bluetooth devices in range.

Tou can view the devices that were found in the updated ‘Device List' report.
Fressz 'Repeat' to have Merlin IT search for devices once again.

Repeat |

< Back I Meut = I Cancel Help

Check the Device List to seeif Merlin |1 found all of the devicesin your
piconet. If you feel that thelist isincomplete, you can close this window
and press the button marked Repeat. Thiswill cause Merlin 1 to repeat
the General Inquiry and recollect information on local Bluetooth devices.
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step9  Press Next to advance to the next screen.

The following screen will prompt you for the Master device's address.
The address can be selected from the menu or typed into the box:

Recording Wizard: Existing piconet - Specify Master Device (Sk ﬂ

Device Address

Pleasze select the Blustooth device address of the master device for the
piconet to be recarded.

The lizgt below includes devices that Merlin [T haz recently encountered. [F
your mazter device iz niot already in this list pou may tepe in itz device address
[a zin-digit hew walue] yourself.

Ficonet b azter Address:

< Back I Mext > I Cancel | Help |

step 10 Select or type in the Master device' s address into the box
next to the label Piconet Master Address.

Step 11 Press Next.

The following screen will display. This screen asks you which of the
following two options apply to your Master device. For some devices,
both options will apply.

Recording Wizard: Existing piconet (Step & of 9) x|

Record Existing Piconet
Enter master charactenstics

It order for Merlin [T to capture traffic on an already egtablished piconet, the
piconet mazter device must suppart one of the bwo operating conditions lizted
below.

Fleaze check the boxes that apply to wour master device. |f neither condition
applies, prezs 'Back to select & different recarding rode.

v iy piconet mazter device will respond to inguinies from other devices while it
iz In a connected state. ['Sync & record' mode]

r hy piconet master device can establizh a piconet congisting of mare than
one zlave device, [Pazsive Sync & Record' miode]

< Back I Mext » I Cancel | Help |

Y ou can select either or both options. They are not mutually exclusive:
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If the Master supportsinquirieswhilein aconnected state, select thefirst
option. Thiswill set Merlin 1l to use the 'Sync & Record' modein its
attemptsto synchronizeto the Master. Thiswill also causethewizard to
skip to step 8.

If the Master can support piconetswith multipleslaves, select the second
option. If you select this box alone (i.e., you leave the first box
unchecked), Merlin Il will use the 'Passive Sync & Record' mode to
synchronize to the Master. The wizard will then advance to Screen 8*.

If the first checkbox was selected, Merlin Il will use 'Sync & Record' no
matter what was set in the second box.

step 12 If you want to skip the Master verification, put acheck inthe
box. If you arein doubt, leave the box unchecked.

If you selected only the second option in Step 12 (=" Passive Sync &
Record'), the following screen will display.
Recording Wizard: Existing piconet - Specify Page Target De ﬂ

Device Addiess

Flease select the Bluetooth device address of the page target device for the
piconet to be recorded.

The list below includes devices that Merlin IT has recently encountered. |f
your page target device is not already in this list you may bwpe in itz device
address [a zix-digit hex walue) yourself.

Fage Target Address:

‘when the recording iz eventually initiated, the master device should atterpt ba
connect to the device that has the "Page Target'! address [Merlin 11) . Once
Merlin I receives a page from the specified master device, it will extract the
appropriate information and synchronize to the piconet.

< Back I MHest » I Cancel Help

This screen asks you for the address of the Page Target device -- which
inthiscaseisMerlin1l. Sincethe devicesin your piconet are not ableto
respond to inquiries, Merlin 11 will not be able to page the devices and
join the piconet. Instead, you will assign Merlin Il an address herein
this screen, then direct your piconet Master device to connect to Merlin
[1. The Master will attempt to connect to Merlin |1 and therein give
Merlin Il theinformation it needsto record the Master and slave devices.

Step 13 Typein an address of your choosing for Merlin 11 (= Page Target).

Y ou are making up an addressfor Merlin 11 that the Master will usetotry
to connect to Merlin 1.
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Step 14 Press Next

Merlin Il will then display your current settings.

Recording Wizard: Existing piconet (Step & of 9) x|

System i1z Heady
Initiate 5 earch/Record

Merlin I iz synchronizedto the piconet master and ztarted recording.

The following options will be used:

Syrchronization Method: Pagzive Sunc & Recaord il
Frequency Band: Standard [79-hop] mode
taster addrezs: 0002816400 B4

Page Target address: 000406000006 |
|nilig.=| ﬁﬁ-ﬁ.."hil‘ﬁninn <tate Fla Dla-mhiban LI Advanced...

Prezs 'Mest' to initiake the recording or 'Back' to return to the previous page.

< Back I Mext » I Cancel | Help |

The Advanced button will open the Recording Options dialog box
shown on page 45 and described in detail in Chapter 7.

step 15 Press Next to begin the recording.

If the Merlin Il hardwareis not ready or connected or isin the process of
booting up, the following information message box will display:

x

our Merlin IT analyzer was not detected; it may not be connected properly ko this
computer or may not be powered on,

Flease verify that vour Merlin IT analvzer is connected with a USE cable to this
computer, that the Merlin I1 power LED is on, and that the trigger LED is nok Flashing.
If the trigger LED is Flashing, this indicates a hardware problem; please contack your
distributor for service.

If wou have found the source of the problem, press 'O to close this message-box, and
then press ‘Retry' in the \Wizard to retry the operation or press 'Cancel’ ko exit the

Recording Wizard.

sep 16 If the above information box opened, press OK to close it.
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The following dialog box will display:

Recording Wizard: Existing piconet {Step 9 of 9}

The atternpt to record traffic on a piconet that has already been established was
canceled az the Merin IT hardware was not detected or was in the process of
booting up.

Prezs 'Retny’ to have Merin [T start the operation one more time.

Retry |

Fress Finish' to exit the Wizard or 'Back! to retur to
the previouz page.

¢ Back I Firish I Cancel

Help

step 17 Press Retry or Back to re-attempt the process.

If the hardware failure described above do not occur, Merlin I1 will
conduct an inquiry. The screen will show that Merlin I isgoing to
attempt arecording in either ' Passive Sync & Record’ mode as shown

Recording Wizard: Existing piconet (Step 9 of 9) x|

below or in’Sync & Record’ mode depending on the options you
selected in Step 15.

Merlin II iz attempting to zpnchronize to the magter device of the established
piconet and record the traffic.

|

Inquiring...
Stop Fecerding |

Press 'Cancel to terminate the synchronization and
record attempts and to close the wizard,

< Back | Firizh | Cancel I Help |

step 18 If you arerecording in ' Passive Sync & Record’ mode, you will
need to direct your Master device to attempt a connection to Merlin

[1. Thiswill provide Merlin Il with the information it needsto
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record the piconet.

Once Merlin Il hastheinformation it needs, it will begin recording. The
following screen will display:

Recording Wizard: Existing piconet {Step 9 of 9) il

Merlin 1T had spnchronized to the piconet and started recording.

| Recording...|
Pregsz 'Stop Recording' to stop the recording. Prezsing the Cloze’ button cloges

the wizard, but Merin IT continues to record traffic. T o stop the recarding in the
application, you can use the 'Stop’ icon in the toolbar,

Stop Recording |

Press 'Cloze’ to close the wizard.

< Back I Cloge I Cancel Help

The recording will end following atrigger event or when you press Stop
Recor ding button on the screen shown above or when you press the
button on the toolbar.

step 19 When finished, press Close to close the Recording Wizard.

5.3 Recording in Test Mode

A Test Moderecording allowsyou to limit the frequency hopping range that
Merlin 11 will record. Two Test Modes are available: Reduced Hopping
Mode and Single Frequency Mode. Reduced Hopping Mode limits Merlin
I’ srecording to thefivefrequency hopsthat are described in the Bluetooth
Specification. Single Frequency Mode limits Merlin I1’srecording to a
single frequency range that you specify in the Recording Wizard.

Recording in Reduced Hopping M ode
To record in Reduced Hopping Mode, perform the following steps:

sep1  Start the Recording Wizard by either pressing the button ]
or selecting Setup > Recording Wizard from the menu.

The Recording Wizard greeting screen will open.
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sep2  Press Next to advance to the Recording Type screen.

The following screen will display:

Recording Wizard x|

Recording Type
Select the desired wizard recording type

Fleaze select the twpe of recording pou wish o malke,

The wizard's recarding twpe, combined with other parameters pou will be azked
to zet in the following pages, will be uzed to determine the synchronization
method for thiz zession.

- | want to establish a new piconet and have Merlin 1T record traffic on that
piconet.

| want kerlin IT to record traffic on a picaonet that has already been
established.

o | am uzing Bluetooth Test Mode and want Merlin I1 o record traffic on myg
test piconet.

< Back I et » I Cancel | Help |

sep3  Select the third option: | am using Bluetooth Test Mode
and want Merlin 11 torecord traffic on my test piconet.

Step 4 Press Next.

The following screen will display:

Recording Wizard: Test mode (Step 1 of 4) il

Frequency Hopping Mode
Select hopping mode

Mozt Bluetooth devices use the standard 79-frequency hopping mode;
howewver, some ‘legacy’ devices may uze one of the 23-frequency hopping
modes specific to certain countries.

Fleasze select the frequency hopping maode uzed by vour Bluetooth devices.
Maotice that you can choose the 'Reduced' or Fized' hopping mode for
tezt-mode.

% Standard [F9-hop] mode

" Reduced-hopping mode

" Fired-frequency mode:

< Back I Meut = I Cancel Help
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sep5  Select the option Reduced-hopping mode, then press Next.

The following screen will display:

Recording Wizard: Test mode - Specify Master Device (Step 2 i i'

Device Address

Please select the Blustooth device addrezs of the master device for the
piconet to be recorded.

The lizt below includes devices that Merlin II has recently encountered. [f
wour master device iz not already in this izt vou may tepe in its device address
[& zix-digit hex value] pourself.

Piconet Master Address:

< Back I Meut = I Cancel | Help I

sep6  Select the addressfor your piconet’ s Master device from the
drop-down menu. If you prefer, you can typein the address
into the box.

Step7 Press Next.

The following screen will display. This screen will show the current
settings for the recording:

Recording Wizard: Test mode (Step 3 of 4) il

System is Ready
|mitiate Search/Aecord

terlin [T is now ready to synchronize ta the test piconet uzing Bluetoath
Test-mode and start recording.

If wour piconet is not currently established, pleaze establizh it now.

Or, you can establish it right after proceeding to the next page, while Merlin 11
trigz bo synchronize to the piconet.

The fallowing ophions will be used:

Synchronization Method; Test-mode S
Frequency Band: Reduced-hopping mode
taster address: 0080371684B4

Inihial Dewhitening state: Do De-whiten |
Frlloiw baster dSlaee Switch es ;I Advanced...

Press 'Mest' to begin recording or 'Back! to return to the previous page.

< Back I Mt I Cancel Help
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The Advanced button will open the Recording Options dialog box. See
Chapter 7 for details on the Recording Options dialog box.

sep8 Press Next to begin the recording.

The following screen will display:

Recording Wizard: Test mode (Step 4 of 4) ) ﬂ

Merlin IT is now attempting to synchronize and to record traffic on the kest
piconet using Blustooth Test Mode.

e

Inquinng...

Select 'Cancel' to terminate the recording and o
clogze the wizard,

¢ Bach | Firmzhy | Cancel I Help |

sep9  Whentherecording finishes, thefollowing screen will display.
Y ou can repeat the recording by pressing the Repeat button.

Recording Wizard: Test mode (Step 4 of 4) § x|

Merlin IT hagz completed the recarding of traffic in the piconet in Blustooth Test Mode,

Pres: 'Retry' to have Merlin IT retry recording the traffic in the piconet.

Fietry |

Press Finish' to exit the Wizard or 'Back' to return to
the previous page.

< Back I Firizh I Cancel Help

Step 10 To close the wizard, press Finish.
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5.4 Recording in Single Frequency Mode

sep1 Inthe Recording Type window, select the third radio button
x

Recording Type
Select the desired wizard recording type

Pleaze select the type of recording pou wish bo make.

The wizard'z recording tepe, combined with other parameters pou will be azked
ta zet in the following pages, will be uzed to determing the synchranization
method for thiz sesgion.

‘e | want to establish a new piconet and hawe Merlin II record traffic on that
piconet,

| want kerlin 1T to record braffic on a piconet that has already been
established.

o | am uzing Bluetooth Test Mode and want Merlin 11 to record traffic on myg
test picanet.

< Back I Mext » I Cancel Help

and click Next.

sep2 Inthe Frequency Hopping Mode, window select the
Fixed-Frequency M ode radio button, enter the appropriate
valuesin the text boxes, and click Next.

Recording Wizard: Test mode (Step 1 of 4) x|

Frequency Hopping Mode
Select hopping mode

Mozt Bluetooth devices use the standard ¥9-frequency hopping mode;
howewer, zome 'legacy’ devices may use ohe af the 23-frequency hopping
modes specific to certain countries.

Fleaze select the freguency hopping mode used by your Blustooth devices.
Matice that you can choosze the '‘Reduced’ or Fiked' hopping mode for
test-mode.

" Standard [79-hop) mode
{” Reduced-hopping mode
{* Fived-frequency mode:
DTz #mit frequency: 2402 MHz

DUT's Recy frequency: 2404 MHz

< Back I Mext » I Cancel | Help |

step3  Inthe Master Device address box, enter the BD Address for
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your Master Device.

Recording Wizard: Test mode - Specify Master Device (Step 2 of 4 il

Device Addiess

Pleaze zelect the Bluetooth device address of the master device for the
piconet to be recorded.

The list below includes devices that Merlin IT has recently encountered. |f
your master device iz not already in this list you may tpe in its device address
[a zix-digit hex value] yourself.

Picanet b aster Address:

< Back I MHest » I Cancel | Help |

Step 4 Press Next.

Recording Wizard: Test mode (Step 3 of 4) x|

System i1z Heady
Initiate 5 earch/Record

terlin [T iz now ready to spnchronize to the test piconet uzing Blustooth
Test-mode and start recording,

If wour piconet iz not currently established, please establizh it now.

Or, pou can establish it right after proceeding to the next page, while Merlin II
triez to synchranize to the piconet.

The following options will be used:

Syrnchronization Method: Test-mode 3
Frequency Band: Fixed-frequency made
DUT'z Tranemit frequency: 2402 MHz

DUT's Receive frequency: 2404 MHz
Mt addace NOAMAT: £R4A x| Advanced.. |

Prezs 'Mest' to begin recording or 'Back! ba return to the presious page.

< Back I Mext » I Cancel | Help |

sep5 PressNext. Merlin Il then synchronizes with the Master
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device and begins recording.

Recording Wizard: Test mode (Step 4 of 4) ﬂ

Merlin II iz now attempting to synchronize and to record traffic on the kest
piconet using Blustooth Test Mode.

|

Inquinng...

Select 'Cancel' to terminate the recording and o
clogze the wizard,

¢ Bach Firmzhy | Cancel I Help
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6. Recording Options

While the Recording Wizard provides a"walk through" process for setting
the recording options, you can get a more detailed view and set more
parameters through the "Recording Options' dialog box. The Recording
Options dialog box presents all of the settings needed to make arecording.
Once you have selected your recording options, you then select the
recording mode by clicking the down-arrow on the Record button and
selecting from the two mode options. Piconet and Inquiry. Merlin 11 will
then use the relevant Recording Options for the selected mode. For
example, if you select Piconet recording mode, Merlin Il will use the
options from the Piconet page in the Recording Options dialog box.

6.1 Recording Modes

Pressing the down-arrow on the Record button displays a menu with two
Recording Modes:

T Picanet Recording Made

@E Inquiry Recording Mode
ﬂ IUT:HCI Recording Made

Selecting one of these modes tells the analyzer what sets of Recording
Optionsit should use when you begin arecording.

Note: Selecting a Recording Mode from the menu does not cause the
analyzer to begin recording. To begin recording, you must press the
Recording button itself.

Piconet recording
Selecting Piconet, configures Merlin Il to record piconet traffic using the
parameters set in the Piconet page in the Recording Options dialog box.
When you begin recording in thismode, Merlin 11 will to try to synchronize
to a piconet that matches the Piconet parameters set in the Recording
Options. The recorded traffic is captured off-the-air.

Inquiry recording
This mode configures Merlin 11 to record Inquiry traffic. When setting the
Merlin 11 to Inquiry recording, the system is ready to perform a Bluetooth
‘General’ or 'Dedicated’ inquiry, according to the parameters specified in the
'inquiry’ page of the Recording Options. The recorded traffic would consist
the transmitted packets as well as the responses received from Bluetooth
devicesin the area.
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UT:HCI mode
Configures the system to exclusively record HCI traffic from IUTs. This
recording mode bypassesthe analyzer: HCI traffic fromthe lUT isrecorded
directly by the analyzer software without going through the analyzer. This
means that you can record HCI traffic even if the analyzer is not turned on.

To record HCI traffic, first enable the recording of HCI traffic from IUTSs.
Y ou do thisin the HCI page of the Recording Optionsdialog. Then set the
recording mode to something other than IUT:HCI. If you want to prevent
the recording of HCI traffic from IUTSs, disable it in the HCI page of the
Recording Options dial og.

6.2 Opening the Recording Options Dialog Box

To open the Recor ding Options menu, click EI on the Tool Bar or select
Recording Options under Setup on the Menu Bar.

Y ou see the Recor ding Options window. By default, the Piconet options
page displays:
x|

General  Ficonet | Inquir_l,ll HCI I Eventsl Actionsl

—  Channel®

Frequency Hopping
" Stay with Basic Hopping

& Follow &FH:
LT _Addr: Al
Initial Mask: Mone zebs
Sequence;
I?S Hops Standard 'l
Synchronization
Method: M aster™ Page Target/Slave: =
IF'age Sync & Record j -y Iany - l k| IDDD4DBDDDDDB VI

** [M5SB->L5E]

Logz-of-gpnc Timeout [1-30 sec]: |5

™ Force Re-Synchronization

Additional Settings

™ Show Paging Traffic
V' Follow Ananymity

Save... | Save Az Default | Load... |
()8 | Cancel |
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Y ou will need to set options for each of the Recording Options pages.
Generally, itisbest to begin with the Gener al and Piconet pageswhereyou
can set the type of recording, and then move on to the Events and Actions
pages where you can set triggering events.

6.3 Recording Options - General

The General page controls the length of a recording and how it begins and
ends. Itisshowninthe previousillustration. The General page display four
boxes marked Recording Type, Buffer Sze, Trigger Position, and Options.

Recordi ng type — Recording type—|
The Recording Type box presents options that control how | ' snapshet
Merlin 11 begins and ends arecording. The options are: & il Triage:
Snapshot, Manual Trigger, and Event Trigger. ™ Event Trigger
Shapshot

A Snapshot is afixed-length recording whose size is determined by the
"Buffer Size" box in the Recording Options dialog or by amanual click of
the Stop button. Recording begins by clicking REC Record:F‘ichet|v| on the
Tool Bar and ends when either the selected buffer sizeisfilled or you press
the Stop button.

Manual Trigger

A Manual Trigger recording is aone that is manually begun and ended.
Recording is begun by pressing REL Remrd:pimnet|v| on the Tool Bar.
Recording continuesin acircular manner within the limits set by the buffer
size. Recording ends when @ isclicked on the Tool Bar or the Trigger
button is pressed on the analyzer's front panel. If you pressthe Trigger
button, recording will continue until the post-trigger memory has been
filled.

Event Trigger

An Event Trigger recording is one that uses an event trigger to end the
recording. Before recording begins, you define the event trigger in the
Trigger Options dialog box. Y ou begin the recording by clicking

REL Record:piconet ~| on the Tool Bar. Recording continuesin acircular
manner within the limits set by the buffer size. Once the trigger event
occurs, some post-trigger recording occurs, then the recording ends.

Note In this mode, the recording can be stopped manually in the same way as for
"manual trigger" mode.

Options

The Options box contains two options:
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Beep When Trigger Occurs - Options
Will cause the PC to beep when atrigger event
has occurred. [T Beep'when Trigger Ocours
[T Save Extemal Interface Signals

Save External Interface Sgnals
Will enable Merlin Il to record input signals from abreakout board asfields

inatrace.

Buffer Size . _ o Buffer Size
The Buffer Size box has adlide bar for adjusting the 1.000 ME
recording buffer size from 0.4 megabytes to 512 D
megabytes. —

The Recording Type option determines how this buffer is used. Although
there are 512 megabytes of physical memory in the analyzer, the efficiency
of the recording ranges from 2:1 to 4:1 ratios of physical memory to actual
Bluetooth traffic. Shorter Bluetooth packetsyield aless efficient recording.
The non-traffic portion of physical memory isutilized for control and timing
information.

Note Thescaleisnot linear and affords more granularity in the smaller buffer sizes.

Trigger Position

The Trigger Position dlide bar sets the amount of R ——
post-trigger recording that Merlin I1 will perform. It B0 % posttriggering
also allows adjustment of the location of the trigger o
within the defined buffer. Y ou can adjust the )
Triggering Position between 1 and 99% post-Trigger.
Trigger Position isavailable only when Manual Trigger or Event
Trigger is selected as Recording type.

As an example, if the buffer size is set to 16MB, then for the following
Trigger Position settings, the amount of pre- and post-Trigger datais

» 95% post-triggering: 0.8MB pre-trigger, 15.2MB post-trigger
* 75% post-triggering: 4MB pre-trigger, 12MB post-trigger

» 50% post-triggering: 8MB pre-trigger, 8M B post-trigger

» 25% post-triggering: 12MB pre-trigger, 4MB post-trigger

* 5% post-triggering: 15.2MB pre-trigger, 0.8MB post-trigger

Note When a Trigger occurs, recording continues until the post-Trigger amount of the
buffer isfilled.
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Debug

Enable CATC debug file
Checking this box enables the creation of afile that can be used by CATC
Support to aid in debugging. This option should always be disabled unless
you are requested to enable it by CATC personnel.

6.4 Recording Options - Piconet

The Recording Options dialog box has two pages for configuring how
Bluetooth traffic is recorded: Piconet, which configures piconet recording
sessions, and I nquiry which configures inquiry recording sessions.

For recording in Piconet mode, the Piconet page letsyou specify the type of
piconet you will be recording and how Merlin Il should synchronize and
record the piconet.

Recording Options N x|
General  Ficonet Ilnquiryl HCI I Eventsl Act\onsl
—  Chaninel
Frequency Hopping
" Stay with Basic Hopping
@ Follaw AFH:
LT _&ddr: all ek
Initial Mask: Mone e
Sequence:
I?S Hops Standard 'l
Synchronization
Method: Master= Page Target/Slave: =
[Page Sync & Recard = = [ =] zf[ooo406000008 +

= [MSE->L5E)

Loss-of-sync Timeout [1-30 sec) |5

™ Foree Re-Synchionization

Additional Settings

™ Show Paging Traffic
¥ Follow Anonymity

Save.. | Save As Default | Load... |
0K | Cancel |

Frequency Hopping
Say with Basic Hopping - Configures the probe to use the Basic Hopping
sequence as defined by the Bluetooth 1.1 specification.

Follow AFH - Configuresthe probeto use the Adaptive Frequency Hopping
sequence as defined by the Bluetooth 1.2 specification.
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Set... - Opensadialog box for selecting the channels you would like Merlin

Il to use.

Set AFH Recording Options - Channel 2

LT_Addr to follow:

ALL

-

™ Start with Predefined Channel Map:

Cancel

MR's BT Device
Joe's BT Headset

00000FFFFFFFFFFFEOD
00000FFFFFFFFFFFFFFF

Add

Edi..

kA

Delete

LT _ADDr to Follow: Select devicesto be followed.

Start with Predefined Channel Map: TellsMerlin Il whether
to use the selected channel map from the table. Select an AFH

sequence from the list, check Start with Predefined Channel

Map, then click OK.

Add ...: Opensadialog box for selecting multiple channels. You
can shift-click or control-click to select or deselect multiple
channels. Add a name to the box marked Name and then click OK
to close the dialog box and keep your selection.

Add AFH Mask - Channel 2

Narne:

IS ergy's BT Headse|

x|

Iask: *

I?FFFFFFFFFFFFFFFFFFF * [Hes. Most significant bit must be zero]
0 - 2402Mhz 10- 241 2Mhz 20 - 24220hz 30 - 2432Mhz 40 - 24420hz 50 - 2452Mhz El - 2462Mhz 70 - 2472Mhz
1 - 2403Mhz 11 - 241 3Mhz 21 - 2423uhz 31 - 2433Mhz 41 - 2443hz 51 - 2453Mhz E1 - 2463khz 71 - 2473Mhz
2 - 2404k hz 12 - 281 ddhz 22 - 2424Mhz 32 - 2434Mhz 42 - 2444dhz 52 - 2454Mhz E2 - 24B4hz 72 - 2474Mhz
3 - 2405Mhz 13- 2415Mhz 23 - 2425Mhz 33 - 2435Mhz 43 - 2448khz 53 - 2458Mhz E3 - 2466khz 73 - 2475Mhz
4 - 2406 hz 14 - 241EMhz 24 - 2426Mhz 34 - 2436Mhz 44 - 244EMhz 54 - 245EMhz E4 - 24EEMhz 74 - 247EMhz
5 - 2407Mhz 15 - 241 7ihz 25 - 2427Mhz 35 - 2437Mhz 45 - 2447hz 55 - 2457Mhz E5 - 2467hhz 75 - 2477Mhz
& - 2408Mhz 16 - 2418Mhz 26 - 2428Mhz 36 - 243BMhz 4E - 2448Mhz 56 - 2458Mhz BE - 2468Mhz 76 - 247BMhz
7 - 24096 hz 17 - 2419Mhz 27 - 2429Mhz 37 - 24390hz 47 - 2449hz 57 - 2459 hz E7 - 2469hz 77 - 2479hz
8- 2410Mhz 16 - 2420Mhz 28 - 2430Mhz 38 - 2440Mhz 48 - 2450Mhz 58 - 2460Mhz B8 - 2470Mhz 78 - 2480Mhz
9-2411Mhz 13- 2421Mhz 29- 2431Mhz 39- 2441Mhz 43 - 2451Mhz 53 - 2461Mhz B3 - 2471Mhz

Note: Marked channels are enabled for hopping.

FRING ’TI Cancel |

4

Edit .... Opensthe dialog box shown above and lets you changethe
current settings.

Delete: Deletes the selected AFH sequence.
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Sequence

The Sequence field presents a drop-down menu with choices for the
Hopping Sequence Standard:

* 79HopsStandard - Setstheanalyzer totrack  g.puence
regular piconet traffic with 79 channels [73Hops Standard =]
hopping scheme. 79 Hops Standard

duu:ed Hop
* Reduced Hop - Used for test-mode recording.

Fixed Freguency
Restricts Merlin 11 to five hop frequencies defined in the test
mode specification of the Bluetooth Specification. When
Reduced Hop or Single Frequency is selected, the Sync method
isset to Test Mode and cannot be modified by the user.

A typical test-mode setup consists of a device under test (DUT)
and atester. In this hop sequence the devices are set to hop on a
limited set of five frequencies. When recording in this mode, the
analyzer does not use any of the Synchronization methods and
the options under Synchronization become grayed out.

* Fixed Frequency - Allows the transmit and receive frequency
rangesto be specified. Thismodeisused for test mode recording
wherethetester and DUT are transmitting and receiving on fixed
frequencies.

Enter valuesinto the two text boxes to the set the transmit and
receive frequency ranges:

* DUT Xmit Freq, MHz (+2402) — Allows the setting of the
transmit signal for the Device Under Test

» DUT Recv Freq, MHz (+2404) — Allows the setting of the
receive signal for the Device Under Test

When Fixed Frequency is selected, the Sync method is set to
Test Mode and cannot be modified by the user.

Synchronization M ethod

Configures how the analyzer synchronizesto s
tdethod

the piconet under observation. Therearethree e st reca =l
methods of synchronization: e Sane & Record
d

Page Sync & Recorc

Sync and Record - Causes the analyzer to
perform ageneral inquiry, acquire the Master’ s address and clock
information, and then begin recording.
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In this method, only the master address has to be specified. The analyzer
performs a general Inquiry operation to learn the Master’ s hop frequency
and clock information through FHS packets. Once the FHS packet of the
specified piconet master is found, the analyzer begins recording using the
frequency hop sequence derived from the FHS information of the piconet
master.

Passive Sync & Record - In this method, both the master and paged target
addresses have to be specified. When the analyzer attempts to synchronize
to apiconet, it enters Inquiry Scan and awaits an inquiry from the device
specified inthe'Master Address field. When the master performsaninquiry
the analyzer responds. Once the analyzer receives an FHS packet from the
specified piconet master (through paging), the analyzer begins recording
using the frequency hop sequence derived from the FHS information of the
piconet master.

Passive Sync and Record is used with established piconets or private device
networks.

Used in situationswhere the Master device and slave devices do not support
Inquiry Scan mode.

Page Sync & Record - Thisisthe recommended method of recording. In
this synchronization method, the page target address has to be specified
while the master addressis optional. Page Sync and Record should be
implemented before a piconet is established.

When the analyzer attempts to synchronize to a piconet using this method,
it first performs a General Inquiry operation, searches for incoming FHS
packets for the access code for the specified 'Page Target/Slave'. After the
FHS packet of the specified aveisfound, the analyzer waitsfor the master
to begin paging the slave device. Once the paging process completes, the
analyzer begins recording using the frequency hop sequence derived from
the FHS information of the piconet master (captured during the paging
process). In this Method, the master device can be a specific one (in which
case its address should be explicitly selected in the 'Master Address' field)
or can be any device (in which case the 'any"' entry should be set in 'Master
Address field).

Test - Thismode is automatically selected when one of the 'Fixed' or
'Reduced’ hopping sequences has been selected. In this mode only
Test-mode Bluetooth traffic of a setup with the master device specified in
the 'Master Address can be recorded.
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Recording When Already Synchronized

If the analyzer were already synchronized to a piconet, it will not try to
re-synchronize to the piconet that is defined in the Recording Options.
Instead, it will immediately start the recording using the frequency hop
sequence from the last recording operation. This resultsin shorter response
time until the actual recording is started.

The analyzer will attempt to synchronize only in the following:

» The hopping sequence setting was modified from the last
recording.

» The 'Force Re-Synchronization' flag is checked.

Master and Page Target Menus

To the right of the Sync Method menu are two menus which let you select
or enter address for the devices in the piconet:

* Master Address- Presents adrop-down list of Master devices
found previoudly. It also displaysan option called Any whichis
used in Page Sync and Recor d totell theanalyzer to synchronize
with any Master responding to the specified Page Target/Slave
address.

» Page Target -- Presents adrop-down list of Page Target devices
found previoudy. Y ou can also enter address values in this box.

Between the two text boxes is the following button:
. gl - Swaps the Master and Page Target addresses.

When to Usethe Different Piconet Recording M odes

Page Sync & Record isthe preferred option and should be used whenever
possible. If Page Sync & Record can not be used, then Sync & Record
should be used. Passive Sync and Record should be used only if the first
two options can not be used.

Sync & Record

Sync and Record worksjust like "Page Sync and Record" except that Merlin
Il takesits sync data directly from the Master instead of the Slave devices.
With Sync and Record, Merlin Il conducts a General Inquiry to get hop
frequency and clock information from the Master. Merlin Il then waitsto
detect piconet traffic from the Master device’ spiconet. When the piconetis
established, Merlin 11 is able to synchronize to the Master and begin
recording. In contrast to "Page Sync and Record"”, "Sync and Record" can
be run with or without an established piconet.
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Note This mode can only be used to find master devices that support Inquiry Scan.

To perform a”Sync and Record”, follow the steps below:

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Turn on the Bluetooth devices under observation, and set up the
master device so it isready to respond to Inquiry scan. For atypical
recording, ensure that the Master and Slave device(s) are not yet
connected.

In the Modes tab under Recording Options, enter the Master
Device' s address.

Start Merlin Il recording by pressing the
Record button on the toolbar.

When the analyzer isable to Sync up to the Piconet Master Clock,
the Green Sync LED in the Merlin I1 front panel will start
blinking.

REL Record:Ficonet -

Establish connection between the Bluetooth devices under analysis.

When Merlin |l sensesPiconet traffic, the Green Sync light goesON
solid, recording startsand the status bar in the bottom of the analyzer
screen shows activity.

Recording may be stopped manually or when the recording buffer isfilled.

Note After the Sync light starts blinking, a connection between the Bluetooth

devices should be established within one (1) minute.

Passive Sync & Record
Passive Sync and Record is used in situations where the Master device and
slave devices do not support Inquiry Scan mode. When selected, Merlin 11
enters Inquiry Scan and Page Scan mode and waits for a page from the
Master device. When the piconet Master pages Merlin 11, Merlin |1 obtains
the information necessary for synchronization and then attempts to
synchronize to the piconet controlled by that Master.

"Passive Sync and Record" is designed to be used with established piconets
or private device networks.

Running "Passive Sync and Record" with Established Piconets
For most situations, "Passive Sync and Record" will be run after a piconet
has been established. The steps are asfollows:

Step 1

Establish a connection between two or more Bluetooth devices.
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Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Under General Recording Options, select "Passive Sync & Record.”

Under the Modestab in Recording Options, enter the addressfor the
piconet’s master device.

Make up an addressfor Merlin 11 and enter it into the Page Target
address in the Modes tab in Recording Options. Make sure you do
not select an address for any other local device.

Pressthe record button on the toolbar in Merlin

. . REL Record:Piconet =
Il to start arecording session.

If necessary, have Master "discover” Merlin Il through a General
Inquiry.

From the Master device, initiate a page to Merlin Il address. This
action will enable Merlin 11 to synchronize to the piconet. However,
the analyzer will not complete the page sequence from the Master.
Thiswill cause the Master to time out in this request.

At the end of this sequence, the green Sync light will go on solid,
recording will begin and activity will be displayed on the status bar
in the bottom of the analyzer screen.

Running "Passive Sync and Record" with Private Device Piconets
Because private device networks do not allow other devicesto join the
network, Merlin Il needsto temporarily assumetheidentity of aslaveinthe
network in order to join that network. To do thisrequires disabling the lave
and beginning the operation without an established piconet. The following
steps show the process.

Step 1

Step 2

Step 3

Step 4

Turn the Master device on and the slave device off. Y ou need the
slave device turned off so that Merlin |1 can take its place in the
piconet.

Enter the slave’ s addressinto Merlin [1's "Page Target"” field in the
Modes tab in the Recording Options dialog box.

Run "Passive Sync and Record." The Master will then page the
slave' s address and Merlin |1 will be able to sync.

When Merlin 11 synchronizes to the Master, turn the slave back on.
When the Master re-pages the address the slave is admitted into the
private network. Since Merlin 11 is passive in this mode, the slave
and Merlin Il do not conflict over the shared address. Merlinll is
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then able to record the traffic between the Master and dave.

Page Sync & Record
"Page Sync and Record" is the recommended method of recording. "Page
Sync and Record" should be implemented before a piconet is established.
This mode causes Merlin |1 to perform a General Inquiry and collect sync
information from the specified slave device when it responds. Merlin ||
then waits for the Master to begin paging the Slave devices. When paging
begins, Merlin 11 synchronizesto the Master and begins recording.

Note

In order for this mode to work, the intended Slave must support "inquiry scan".

The following steps describe the ssmplest way to use this mode:

Step 1

Step 2

Step 3

Step 4

Step 5

Note

Step 6

Place both the "intended master" aswell asitsfirst "intended save'
into inquiry scan mode.

Have Merlin |1 perform a General Inquiry. Y ou do this by pressing
the BT Neighborhood button ﬂ

After the General Inquiry completes, the addresseswill populate the
menus marked M aster Device and Page Tar get. Select or enter the
addresses for both your Master Device and Page Target.

Click OK at the bottom of the window to close the Recording
Options dialog box.

Pressthe REL record:Picanet v| button found on Merlin1l’s
toolbar. After approximately 11 seconds, the "SYNC" light
on the front of Merlin I will begin to flash, meaning that
Merlin 1 has acquired al the information it needsto fully
synchronize with the piconet about to be established. Atthis
point, you should establish the piconet using the devices
previously defined as master and dave.

Inquiry Timeout is configurable (0 to 80 seconds) in the Recording Options
General page.

When the piconet is established, the "Sync" light on the front of
Merlin 11 will change from flashing to solid, indicating that Merlin
Il isfully synchronized to the piconet and is currently recording all
traffic within that piconet.

76



CATC Merlin Il Protocol Analyzer User’s Manual SW Version 2.50

Note If the"sync" light on the front of Merlin Il does not change from
flashing to solid it means that Merlin 11 did not synchronize with the
piconet when it was established.

L oss of Sync Timeout (1-30 secs)
This value specifies the amount of time that Merlin Il will wait for piconet
traffic before determining that synchronization has been lost.

For ce Re-synchronization
"Force Re-Synchronization” forces Merlin 11 to re-synchronize at the
beginning of each "Sync & Record," "Passive Sync & Record," or "Sync &
Record" operation. By default, "Force Re-Synchronization” is disabled
(i.e., unchecked).

Unchecking the"Force Re-Synchronization" checkbox tellsMerlin 11 to use
its existing data on Bluetooth devices, thereby bypassing the
synchronization process and saving afew seconds from the beginning of the
trace. If you know that Merlin 11’ s data is correct, you can uncheck this
checkbox and cause Merlin Il to try to use the existing data. If the datais
incomplete or incorrect, however, Merlin Il will automatically perform a
refresh.

To examine Merlin 11’ s Bluetooth data, open the Device List (View >
DevicelList).

Show Paging Traffic
Show Paging Traffic causes Merlin 11 to capture paging traffic between the
Master and Page Target devices. This option is used only with Page Sync
and Record Mode.

Follow Anonymity
Allows Merlin 11 to follow devices that are using anonymity mode.
Anonymity mode is an addressing mode in which devices are assigned
Bluetooth addresses based on a pseudo-random value. Anonymity modeis
defined in the Bluetooth 1.2 specification.
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Advanced ...
The Advanced button opens adial og box with additional
piconet settings:

Recording Dptions: Piconet - Advance Settings 5 2 x|

¥ Follow b aster/Slave Switch

[ Match Clock Rate

Timeout (050 sec; |5
Caorrelation ¥ alue [33-64]: IE?

— Initial De-whitening State

« n 0K
— Sync Window
Marrow wide
1 I\ 1 ' 1
=
ar. | Cancel I

Follow Master/Save Switch
If enabled, this option allows Merlin |1 to follow arole switch between a
Master and Slave. Thiscapability allowsMerlin |l to keep track of changes
in adevice srole when it changes from one role to another.

Merlin Il isable to follow arole change by listening to the Slave device's
Bluetooth clock and hop frequency as soon as it becomes a Master.

Match Clock Rate
Match Clock Rateis auseful option if the Master device'sclock is
inaccurate. Match Clock Rate causes Merlin 11 to do a Genera Inquiry to
determine the Page Target's clock rate prior to synchronizing to the piconet.
If unchecked, Merlin 11 will begin piconet synchronization without first
doing a General Inquiry.

This option only works with Page Sync and Record mode.

Timeout (0-80 secs)
Default value for Inquiry Timeout is 20 seconds.

Correlation Value (33-64)
Thisvaluetells Merlin Il how many bitsin the sync word of each received
packet must be matched in order for Merlin Il to consider the packet valid
and start recording.
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Thisvalue specifieshow long Merlin Il should perform the Inquiry process
for the Genera (unlimited) and Dedicated (limited) recording modes. After
the specified time has elapsed, Merlin Il will illuminate the trigger light on
the front of the analyzer.

Initial De-whitening State

De-Whiten On -- Turns on De-Whitening
De-Whiten Off -- Turns off De-Whitening
This setting controls the initial de-whitening state.

If " De-Whitening Off" isselected, Merlin 11 will try to synchronize without
de-whitening the received packets, and assume that they were transmitted
un-whitened.

If " De-Whitening On" isselected, Merlin 11 will usereceived packetsto try
to synchronize whileit is performing a de-whitening process that complies
with Bluetooth specifications.

This setting controls the initial state for the synchronization. After Merlin
Il has synchronized to the piconet, it will try to follow changesin the
whitening scheme and dynamically track whitened and non-whitened
traffic.

In case arecording was stopped and you want to restart a recording session
of the same piconet, you should remember that Merlin 11 might still be
synchronized to the same piconet. AsMerlin Il dynamically follows
whitening scheme changes, it will not use the initial de-whitening state.
However, if youwant to forceaninitial de-whitening state, check the"Force
Re-Synchronization" flag.

Sync Window

The Sync Window dlide bar controls the amount of time that Merlin [l
should wait between receiving an Inquiry Response (which will cause the
Sync LED to blink) and detecting Master-Slave piconet traffic (which will
cause the Sync LED to turn solid.)

M arraw Wide

Sync Window j ot

A "Narrow" setting means that the wait time will be minimal, a"Wide"
setting means it will be "maximal.” The default is"Narrow" and thisis
suitable for most recordings. However, if significant drift occurs between
Merlin II's clock and that of the Master, Merlin || may not be able to sync
properly to the piconet. Under these conditions, you should move the slide
bar towards the "Wide" Setting. The slide bar has five discrete settings.
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After sync is established, Merlin Il will remain in sync aslong asthereis
piconet traffic.

6.5 Recording Options - HCI

TheHCI property page letsyou configurethe analyzer to record HCI traffic.
HCI traffic consists of commands, events and data exchanged between a
Bluetooth controller and a Bluetooth host.

HCI traffic is captured by a CATC-provided HCI probe that connects the
Merlin Il host PC and the IUT hardware. In this setup, the probe taps the
signa inthe IUT and transfersit to the Merlin 11 application.

In atypical setup, the HCI commands and data are passed from the
Bluetooth application to the Bluetooth baseband (Host to Controller), while
the received events and data are passed from the Bluetooth application
(Controller to Host). It isalso possible to forgo the probe and connect an
IUT to severa ports on the host PC.

See Appendix B for details about connecting alUT to the PC and for
information about configuring this page for an HCI recording.

zl
Generall P\conetl Inquiy  HECI IEventsI Actionsl
r— Implementation Under Test (IUT)
Configurations List:

Mame | Controller -» Host | Hast -» Controller I Rate |

UT =1 COM2 COM1 115200 bps

T Lab COM4 Hone 128000 bps

FIUT ) (rveslid) None COM3 57600 bps

Add. Edit.... Delete
Save.. | Save Az Default | Load... |

80



CATC Merlin Il Protocol Analyzer User’s Manual SW Version 2.50

6.6 Recording Options - Inquiry

The Inquiry page configures how Merlin Il records Inquiry traffic. Two
main options are presented in the Sync M ethod drop-down menu: General
(Unlimited) Inquiry and Dedicated (Limited) Inquiry. These options tell
Merlin 1l what kind of Inquiry traffic it should expect to record.

This page includes settings only for Inquiry recording and BT
Neighborhood.

General (Unlimited)
Analyzer performs an Inquiry operation using the General/Unlimited
Inquiry Access Code, or GIAC (0x9E8B33). During the Inquiry period that
analyzer isrecording all the FHS packets received in response until the
specified timeout is reached.

Dedicated (Limited)
Analyzer performs an Inquiry operation using the Limited Dedicated
Inquiry Access Code, or LIAC asset inthe DIAC LAPfield (the default is
O0x9E8B00). During the inquiry period the analyzer isrecording all the FHS
packets received in response until the specified timeout is reached.

Timeout (0-80 secs)
Default value for Inquiry Timeout is 11 seconds. A value of O setsthe
Inquiry Timeout to "infinite inquiry."

Correlation Value (33-64)
Thisvauetells Merlin 11 how many bitsin the sync word of each received
packet must be matched in order for Merlin I to consider the packet valid
and start recording.

Thisvalue specifieshow long Merlin Il should perform the Inquiry process
for the Genera (unlimited) and Dedicated (limited) recording modes. After
the specified time has elapsed, Merlin Il will illuminate the trigger light on
the front of the analyzer.

BT Neighborhood
These options configure how the BT Neighborhood command behaves. BT
Neighborhood is a utility that performs an Inquiry and then lists the local
devicesthat it discovered.

» Use Default settings -- Sets the analyzer to record a General
Inquiry with an Inquiry Timeout of 11 seconds.

* Match 'Inquiry' Recording Settings -- Sets the analyzer to use
the settings you chose above under Hop Sequence, Inquiry Type,
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and Additional Settings.

6.7 Recording Options - Events

If you have selected Event Trigger mode under the General tab in the
Recording Options screen, you may now select specific Bluetooth events
using the Eventstab on the Recor ding Option Screen. Y ou can also usethe
Actionstab to define specific event sequences that will trigger Merlin 11 to
record a Bluetooth session.

In addition, the Events and Actions screens alow you to specify which
packets you want to include or exclude from the recording.

» Click the Eventstab on the Recor ding Options screen.

Y ou see the Event Groups window:
x
Generall Piconetl Inquir_l,ll HCI Events |Acti0ns|

—Ewent

—Header # 1
DPaonad Headers Packet Type: IDon't Care 'l I= SEON
(1D ata Pattern I': ?FDQ\:T"
ClEnars LT_4DDR: [ s
: ¥ Dion't care
[ 1Extemal Input signals
—Header # 2
Packet Type: IDon't Care 'l I~/ SEGN
|
LT_ADDR: [ I7 | Rl
¥ Dion't care
—Header # 3
Packet Type: IDon't Care 'l I~ SEGN
El I erm
FLOW
LT_ADDR: ;
Uncheck &l | | W Don't care
Select packet header fields
Additional Timeslat Filtering
I Filter Empty Timeslats
[ Filter Timeslots or Packet Fileer
Save... | Save Az Default | Load... |
G|

The Event triggering and filtering options allow you to set event conditions
for errors and/or avariety of packet characteristics.

Clicking acheck box causesfurther optionsto display intheright side of the
window.
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Additional Timeslot Filtering
By default, Merlin |1 records frequency hop and timestamp information for
al time dotsin the Piconet under analysis, regardless of whether the time
slot contained a Bluetooth packet. Thismeansthat in instances where there
islittle piconet traffic, Merlin 11 will display row after row of empty packets
-- each representing an empty time slot. Through the use of timeslot
filtering, these empty packets can be filtered out. Filtering out this
information has the benefit of freeing memory so that more traffic can be
recorded.

Filter Empty Slots
If "Filter Empty Slots" is checked, Merlin Il will exclude al empty time
dlots from arecording except for those that lie immediately in front of
Bluetooth communi cations packets. These remaining empty packets are
preserved to give timestamp and frequency hop reference datato the packets
that follow.

Filter Slots on Packet Filter
If filters are used to exclude FHS, DM1 or other packets, Merlin 11 will
exclude these packets from atrace and mark their locations with empty
packets. The result can be rows and rows of empty packets. The option
"Filter Empty Slots" will not exclude these empty slots because they lie
immediately in front of Bluetooth communications packets - even though
those packets were not recorded. To eliminate these empty packets, select
"Filter Slots on Packet Filter."

Packet Headers
Clicking "Packet Headers' opens three sets of check boxes and menus on
the right that represent fields within packet headers: Packet Type, Active
Member Address, Flow Control, Acknowledgment, and Sequence Number.
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» Select Packet Header s under Event Groups.

Y ou see the Packet Header s window:
X

Generall P\cnnetl Inquiryl HCI Events IActinnsl

—Header #1

Packet Type:  |Don't Care Vl I~ SEON

(|
[ 1Data Patten F ?fﬂu\s'
[Ermors AR l_ ¥ Don't care

[C]External Input signals

~Header # 2

Packet Type: | Don't Care 'I I= SEON

= RN
LT_ADDR: l— = | FLLOw
¥ Don't care

—Header # 3

Packet Type:  |Don't Care Vl I~ SEON

& F AREN
FLOS
LT_ADDR: .\
Uncheck 21 | L ¥ Dantt care
Select packet header figlds
Additional Timeslot Filkering
I Filter Empty Timeslots
™ Filker Timeslats on Packet Filter
Save.. | Save As Default | Load... |

Packet Type
The Packet Type drop down menu lets you select the following packet types
for filtering or triggering: NULL, POLL, FHS, DM1, DH1, HV1, HV2,
HV3/EV3, DV, AUX1/PS, DM3, DH3, EV4, EV5, DM5, or DH5.

Select “Don’'t Care” if you want Merlin [l to ignore thisfield.

LT_ADDR
(Logical Transport Address) TheLT_ADDRisathreebit slaveaddress. To
select packetsfrom aparticular slave devicefor filtering or triggering, enter
an addressintothe LT_ADDR text box. Y ou can target up to three devices
using the three text boxes.

SEQN, ARQN, and Flow Control Bits
To set event conditions on SEQN, ARQN, and Flow control, uncheck
"Don't Care." Unchecking "Don't Care" sets the event condition to
SEQN=0AND ARQN=0 AND Flow=0. Thisaction also puts acheckmark
in the box marked "Packet Headers." A checkmark next to SEQN, ARQN,
or Flow changes the value of thisfield from zero to one. For example, if
SEQN is checked, the event condition becomes"SEQN=1 AND ARQN=0
AND Flow=0.
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To cause Merlin [l to ignore this set of check boxes, choose "don't care.”

Payload Headers
Clicking "Payload Headers" causesaseries of optionsto display on theright
for setting conditions on payload headers. Y ou will see two sets of options
- onefor single slot packets such as DM 1 packets and a second for multi-slot
packets such as DM 3 packets. Within each set isamenu for the Logical
Channel and sub-optionsfor Flow Control, and Payload length. Theselatter
two options allow you to modify searches based on the Logical Channel.
An example would be "Trigger on a start L2CAP message whose flow
control bitis 1 and whose datafield length is less than 20."

» Select Payload Header s under Event Groups.

Y ou see the Payload Header s window
X

Generall P\conell Inquiryl HCI Events |Act\ons|

— Ewent Group:

— #1 [for single-slat packs
[ ]Packet Headers - [oginaeklpachel)
W Payioad Headers LCH: IDD"T't Cale 'I

SEataPaltem FLOW: 0 € 1 (% Don'tcars
s
[CIExternal Input signals Length I:_Ll I

i # 2 [for multi-slat packets)

LCH: IDDn'l care 'I

FLOW: 0 1 { Don'tcare

Length: | = 'I I

E

Uncheck Al

—Additional Timeslot Filtering
I Filter Empty Timeslots
I Filker Timeslats on Packet Filker

Select payload header fields

Save.. | Save As Default | Load... |

Cancel |

L_CH (Logical Channel)
The"L_CH" drop down menu presents five options for
setting conditions on the Logical Channel:

Don't care j
00 undefined

M L2CAF cantinue
10 L2CAP stark

11 LMP message

e Don't care
e (00 Undefined
e 01 L2CAP continue
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- 10 L2CAP start
« 11 LMP message

Select "Don’t care" if you do not want to set conditionson L ogical Channel.

Flow
Three "radio buttons' are presented for [FLow: © 0 € 1 & Dontcar]
setting conditions based on Flow control:

« 0
e 1

e Don't care

Flow works in conjunction with the Logical Channel (L_CH) menu - you
select an option from the L_CH menu and then sel ect an option under Flow.

Select "Don’t care" if you do not want to set conditions on Flow control.

Length (in bytes)
Using both the drop down menu and the text box, you
can set conditions based on datafield length. The =T | - 7] |5'3
maximum length for asingle ot packet is29 bytes. The 5
maximum length for multi-slot packetsis 339 bytes.

The drop-down menu gives you options for selecting
operators such as "greater than" and "equal to." The text box to the right of
the drop-down menu lets you enter values.

The Length option works in conjunction with the Logical Channel (L_CH)
menu - you first select an option from the L_CH menu and then select an
option under Length.

Data Patterns
Clicking "Data Patterns" causes atext box to Data (8 bytes |
appear for entering patternsto be matchedinthe
raw payload data. Patterns of up to eight |
hexidecimal bytes can be entered. it
| |

Errors
Clicking "Errors" causes check boxes to appear for setting conditions for
triggering or filtering based on packet/signaling/protocol errors. You can
select one or a combination of errors.

» Select Errorsunder Event Groups.
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Y ou see the Errorswindow:

x
Eenera\l F‘\cnnetl Inqulryl HCI Everts IAchnnsl
— Event Group:
r Enma
[ 1Packet Headers ;I :
IPayload Headers I~ CRC Erar

[ ]Data Pattern I~ HEC Ermar

ME o

DExtamaI Input signals I” FEC Enr

™ FEC Thresheld Excesded

™ Inwalid Packet Type
™ Header Length Error
™ Payload Length Error
I Syne Lost

[

Uncheck &1 |

Select errors for tigaering

i~ Additional Timeslat Filtering
™ Filter Empty Timeslots
™ Filter Timeslats on Packet Filker

Save... | Save As Default | Load... |

Cancel |

Use any combination of the listed packet/signaling/protocol errors asa Trigger.

CRC Error
A CRC error in the packet data payload of the previous data packet.

HEC Error
An HEC (header error check) error in the packet header for the previous
Bluetooth data packet.

FEC Error
An uncorrectable FEC (Forward Error Correction) error in the packet
header for the previous Bluetooth data packet.

Threshold Exceeded
Indicates that the number of single-bit FEC errors detected since the current
recording started has exceeded the specified value.

Invalid Packet Type
Aninvalid value was detected in the 'packet type' field of the packet header
for the previous Bluetooth data packet.

Header Length Error
Indicates that areceived Bluetooth data packet was terminated before all
bits of the packet header were received.
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Payload L ength Error

Indicates that the payload of areceived Bluetooth data packet was either

longer than expected, or that a Bluetooth data packet terminated before the
expected end of the payload data.

Sync Loss

When set, indicates that aloss of piconet synchronization occurred during
the frequency dot prior to this slot.

External Input Sgnals

Selecting "External Input Signals' causes the analyzer to trigger on an
external signal received from the breakout board.

x
Generall F‘\conell Inquir}ll HCI Events |Act\ons|
r— Ewent Group:
CiPacket Heaters T Breakout Board [Edge Triggered)
[Payload Headers [~ TRIGIM
[1Data Pattern

[Errors
WEstermal Input signals

Uncheck Al

Set BMC on breakout board For triggering

Additional Timeslot Filtering

™ Filter Empty Timeslots
™ Filter Timeslats on Packet Filter

Save.. | Save As Default | Load... |

Cancel |
Breakout Board (Edge Trigger ed)

Thefollowing namesare derived from pinson the CATC-provided breakout
board.

* TRIGIN - Selectable Edgetriggered inputs. Will trigger on any
edge it detects.
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6.8 Recording Options - Actions

The Actions screen allows you to specify the type of action that Merlin 11
should perform when it encounters the events specified in the Events

window.
x
Generall F'ic:u:unetl Inquir_l,ll HCI I Events Actiohs |

(=]

©  Hdrd[ MULL |

Court1 [BES535)

(=]

Trigger

Filter Out

Restart

Save. . | Save Az Default | Load... |

Cancel |

Action Buttons - Their Functions
The Action buttonsin the right side of the window provide the means of
setting triggers, filters, and restarts. To set an action, you simply drag your
mouse from an Event to an Action. Asdescribed further on, this movement
will link the two viaan arrow.

Trigger
The Trigger button enables event triggering.

Filter In/Out
The Filter In/Out button allows events to be filtered in or out of the
recording. Filtering provides a useful method of excluding datafrom the
trace so you can conserve recording memory.
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Restart
The Restart button causes the two counters Count1 and Count2 to be reset
to zero. It also causes the search for event sequencesto restart. Event
sequences are sequences of events that trigger the end of the recording.
Restart buttons provide you with away of saying "If you see a sequence of
A, B, C, and D, then trigger. However, if you see X anywhere during the
sequence, restart your search.”

Count1, Count2
Count1 and Count2 are countersfor specifying how many events must occur
before an event can cause atrigger. Counters alow conditions to be made
such as "Trigger after the 21st Poll packet" (see screenshot below).

The Actions window showing a condition based on a Poll packet and a
counter. This condition reads "Trigger after the 21st Poll packet."

@ RaPoly ] T

©  Courtd (21] —

Trigger

&
Filter Out

Restart

Connecting Events to Counters
To connect an event to acounter, click an Event button, then click one of the
two counter buttons. The Counter will reposition itself immediately below
the event. A line will the connect the counter to the Trigger button.

This latter connection between the Counter button and the Trigger button
occurs because counters alwayswork in association with triggers. Counters
act as assistants to triggers.

Setting Multiple Conditions with Counters
Y ou can create multiple event conditions by linking a counter to multiple
events or by linking two counters to two or more events.
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Linking Multiple Eventsto One Counter - When two or more Events are
strung together and then connected to a counter, the event button that is
touching the counter gets counted. The example below reads" Trigger after
you see a sequence of apacket with the specified payload followed by a21
null packets."

[ Payoad Hdr1
' Hdr1f POLL )

Count1 [21)]

=]

Trigger

&
Filter Out

Restart

Linking Two Eventsto Two or More Counters- If an Event islinked to
Countlandasecondeventislinkedto Count2, it createsan "or" statement.
This statement reads "Trigger when Count1 OR Count2 has reached their
specified values.”

Thisexample reads " Trigger when Countl has counted 5 Poll packets or
Count2 has counted 10 errors."

[ Hdr1[ POLL )
Cow ]

(5]

Trigger

]
Filter Qut

Restart
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Blue Dot Menus
Countl, Count2 and afew other buttonsin the Actions
1 = o
window have blue dots in their top left-hand corners that
indicate the presence of context-sensitive menus. These menus
let you set the button’ s values and/or operations. Click the left
mouse button on a dot to open the menu.

Counters Blue Dot Menu
The Count1 and Count2 blue dot menus allow the value of their counters
to be changed. The value you specify here tells Merlin II how many
instances of an event must take place before atrigger occurs. The counter
can be set between 1 and 65,535.

To set aCounter,

sep1  Click on the blue dot in the upper left corner of the Count
button.

Y ou see the Change Counter Value menu:

= Court (7]

- [t [ ]

™ Change Counter ¥alue

sep2 Click Change Counter Value

Y ou seethe Input Counter Value menu
Input Counter ¥alue E

|nput Counter YWalue [1..65535]; I1 5

s I Cancel |

step3  Enter aninput valueto tell the Analyzer how many timesthis
event must occur before triggering the end of arecording

step4a  Click OK.

Filter Out/In Blue Dot Menu
The Filter Out/In button toggles between "Filter Out” and "Filter In".

* Filter Inrecords ONLY those packets related to the specified
event.

* Filter Out recordsall packets EXCEPT those related to the
specified event.
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To filter an event in or out of arecording,

sep1  Click the bluedot on Filter Out. (Note: the button may say
Filter In depending on the last action specified.)

Y ou see the Filter Out/In menu:

|
i Fifter Ealarity

w Filer Out
Filter In

[

Use this menu to toggle the selection between Filter Out and Filter In.
Step2  Select "Filter In".
The button changes to read "Filter In".
Enabling High Pulse, Low Pulse or Pulse Toggle Sgnal Outputs

Once External Trigger Output has been enabled, you can configure the
output signal to one of three formats:

Pulse High - Thisisthe default format. The Pulse High setting causes the
Analyzer to transmit a 5 volt, 16.66 nanosecond signal.

Pulse Low - Thisformat causes the Analyzer to transmit a-5 volt, 16.66
nanosecond signal.

Toggle- Thisformat causes the Analyzer to transmit asignal that will
toggle with each trigger event between a continuous 5 volt signal and a
continuous -5 volt signal.

To configure the output signal,

step1  Click the blue dot on an Event button that has a small arrow
attached to it like the one shown above.

A Blue Dot Menu will open. "External Trigger Form" should be a
choice available. If itisnot, you will need to choose "Enable Exter nal
Trigger" and then reopen the menu.
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Step 2

Step 3

Step 4

Elastic Arrow

Choose "External Trigger Form"

A menu will appear with choices for "Pulse Low", "Pulse High", and

) "TQggIe_".

jeee

| Enable External General Purpose Qutput
i Enable External General Purpose Cutput Only
Extermal Gubput Form k
v Pulze Low
Pulze High
Toagle

g
=]

Choose an option not currently selected.
The menu closes.
Reopen the menu.

Note that your new selection is now checked.

Elastic arrows allow you to associate Events, Counters, and Actions. To
make an association,

Step 1

Step 2

Click theleft mouse button on an Event button such asHdr 1

or Errors.

The elastic arrow appears.

. Trigger

&
Filter Out

Drag the arrow to the desired Action button.

sep 3 With the pointer over an Actions button, click again the left

mouse button again.

The arrow is replaced with a black line connecting the Event button to

the Action button.
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Event Sequencing
If you drag your mouse from one event button to another, you will create a
compound condition known as an Event Sequence. An event sequenceisa
condition that says "Trigger when you see the following sequence of
packets." The example below may help to clarify.

©  Hdr1[ NULL ]

Trigger

&
Filter Ourt

Restart

This example means "Trigger when you see a packet with an Null Header
followed by a packet with a Poll Header."

To create an event sequence, perform the following steps:
step1  Select two events from the Events window

sep2  Open the Actionswindow and click on one of the two Event
buttons.

An élastic arrow should appear.

[” Hor1 UL )
i

&]

Trigger

&
Filter Out

Mave mouse ta new output icon for this event
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step3  Click on the other event.

The arrow should connect to the second button and the second button
should instantly change locations to the center section of the window.

Hdr1[ HULL ) © Count 1

&

Trigger

&
Filter Out

Restart

6.9 Saving Recording Options

To complete your Recording Options settings, use the features at the bottom
of the Recor ding Optionsscreen. Thesefeaturesremain the same no matter
which of the three Recording Options screens you are working in.

» Click Saveto savethe currently specified Recording Options for
use in future recording sessions. Any file name can be specified,
though use of the .rec is recommended; if no extension is
specified, .rec is added by default.

» Click Load toload apreviously saved *.recfile, thusrestoring a
previous set of Recording Options. Y ou can also load the
recording options from trace files.

» The Save as Default function is equivaent to the Save function,
specifying the file name default.rec. Whenever you start up the
Analyzer, it automatically loads the default.rec fileif one exists.

» Click OK to apply any changes and close this dialog box.

» Click Cancd to cancel any immediate changes you have made
and exit the Recording Options menu.

6.10 Recording Bluetooth Traffic

To start arecording once the appropriate Recording Options have been set,

step1  Select Start under Record on the Menu Bar

96



CATC

Merlin Il Protocol Analyzer User’s Manual SW Version 2.50

OR
Click REL Record:Ficoret ~| on the Tool Bar.

Y our recording session can continue until it has finished naturally or
manually by clicking @l on the Tool Bar, depending on how you set the
Recording Options.

To manually stop recording,
sep2  Select Stop under Record on the Menu Bar

OR
Click @ onthe Tool Bar.

Note The manua Stop Recording featureis primarily of use when recording
low-volume traffic, which can take along time to fill the recording buffer.

When the recording is finished, the bus traffic is saved to the hard drive as
afile named data.tfb or whatever name you assign as the default filename.

If you have enabled the recording is serial HCI traffic from IUT, then a
second trace fileis created called data_hci.tfb.

To save a current recording for future reference,

sep3  Select Save As under File on the Menu Bar.
OR
Click JEI on the Tool Bar.
Y ou see the standard Save As screen.

sep4  Give the recording a unique name and save it to the
appropriate directory.

6.11 Taking "Snapshots' during aLong Recording

The Snapshot button SE| allows brief "snapshots’ to be taken of traffic as
it is being captured into along recording. Thisfeature provides away of
looking at part of the recording without having to wait for the entire
recording to complete. Thistype of snapshot isdifferent from the onelisted
on the General page of the Recording Options dialog - that Snapshot refers
to arecording of a pre-determined length.

Clicking the Snapshot button during arecording causesthe analyzer to open
anew, temporary window and display all data from the beginning of the
recording to the point at which the Snapshot button was clicked.
Subsequent Snapshots will open their own new windows and cause the
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analyzer to upload traffic from the end of the previous snapshot to the point
at which the Snapshot button was clicked. Snapshot traffic displaysin a
temporary window. When the recording ends, the entire trace will display
in a separate window.
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/. Display Options

Usethe Display Optionsmenu to specify theway CATC Traceinformation
isdisplayed.

From the Setup menu, select Display Options.

Display Dptions x|

General | Color / Farmat / Hiding | Level Hiding |

— Trace Wiewing Lewvel

] : : IV Packet

[¥ Enable Tips [ Right click cell context menu I Hol

v “wiap [~ LMP Message
[~ L2CAP Message
[~ 5DPmzg ltem
[ SDP Tranzaction

Fields: |ara =] B| | | TCSHtem

™ RFCOMM ltem

Data: |Couer New =] B|r| | I OBEX

[~ OBEX Transaction
Dizplay Configuration Mame : [T AT command
CATE defaul I” HDLC frame

[~ PRP

[ HECRF Transaction
[~ BNEP

[~ &vCTP

[~ &vDTP

[~ HID

[~ IP protocol

[~ UDP protocal

[ TCP protocol

Zoom Level:

Fiestore Factory Presets Save... | Save As Default | Load... |

Qg I Cancel | Spply |
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7.1 General Display Options

Use the General Display Optionsto specify the basic appearance of aTrace

view.

Zoom Level: Adjustable in discrete increments from 10% to 200%
percent.

Enable Tips: Select to enable Tool Tips with explanation text to
pop up when you position your cursor over various fieldsin the
Trace View.

Wrap: Causes packets to wrap within the window if their length
exceeds the width of the window.

Right click cell context menu: Activates the right mouse button
for opening cell context menus.

Trace Viewing Level: Allowsyou to select the hierarchical level at
which traffic is displayed.

Fields. Configures the appearance of field text within the trace.
Data: Configures the appearance of data within the trace.

Display Configuration Name: Comment field associated with the
*.opt file containing the current Display Options values. Y ou can
also create and store your unique Display Options for future use.

To create anew Display Optionsfile, follow these steps:

Step 1

Step 2
Step 3

Step 4

Enter a comment for the new file in the Display
Configuration Name field.

Click Save...
Specify afilename (*.opt).
Click Save.
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7.2 Setting Color, Formatting, and Hiding Options

Click the Color/Format/Hiding tab on the Display Options screen.

x|
General Colar / Format £ Hiding | Level Hidingl
- - —Data=*
Bit Order | Hidden = Farmat — Bit Order
W = Hexadesimal ﬁ MSB to LB
= Decimal LSE ta MSE
; " Binary —Hiding
.. Other 1 AT W
B Device
" L2CAF = Cofor,
B LMP
B+l RFCOMM
& TCS
- 5DF
& DBEX
B+ HDLC/PPP
- HCI
[#- Baseband state
= HCRP [ ealors available far selected item
Evpand &l | Collapse 41l |
Restore Factony Presets | Sawve... | Sawe Az Default | Load... |
0K I Cancel | Lpnly |

Use this window to customize the colors and formats associated with each
field in the Trace view. Y ou can also use this window to hide fields within
the trace.

Setting Color Display Options
To change the colors of elementsin the trace, select an item in the Group
and Color column and use the color pallet screen on the right to make the
desired changes.

Note  The color of an Invalid Data (packet error) field cannot be
changed; it is permanently set to red.

Use this window to customize the colors associated with each field in the

trace. You can experiment with these options to achieve the color
combination best suited to a particular graphic system.
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Y ou can aso customize the colors by using the options in the Custom tab.

Changing Field Formats
To changefield formats, select an item under the Group and Color column.
This action will enable the formats radio buttons on the right. The format
types change with respect to the item selected under the Group and Color

column. For ex

& CRC Ll
-- Data Ol
-- Device ]
- HCI

- HCRP

(- HOLC/PPP L]
- L2CAR L]
o .
Dec  MSEtLSE |
2CID 4SO MSBtolSE | |
B L2CAR calar

- LMP O]
- OBEX L]
- Other L]
-- Packets
- RFCOMM L]
- SDP L]
- TS Ll
- Time O

The following formats are available:

Note

Not every format is available for every item.

102

ample, if L2CAP is selected, the following displays:



CATC Merlin Il Protocol Analyzer User’s Manual SW Version 2.50

Hiding Display Options
To hide one or more fields in the trace, select the
appropriate item from the Group and color column, click
the checkbox marked Hidden, and click the Save button.

Y ou can also hide Sequences from atrace by selecting the desired options
from the checkboxes.

7.3 Level Hiding Options

The Level Hiding page allows you to hide various types of traffic. To hide
traffic, select one or more items, then click Save.

Display Options |

General | Color / Fomat / Hiding ~ Level Hiding |

— Devices Ta Hide — Levelz To Hide
LT Add: 01 23 456 7 Al [ Paches
Master CCCCCCCT T [ HOl
Slave T TS I LMP
Gi memeeees = L

SOP msg
[~ sDP
— Traffic Ta Hide I 1cs
[~ Hide Channel 1 I” RFecomm
) [ DBEX
™ Hide Channel 2 I OBEX TRA
" Hide Duplicated Traffic rar
: [~ HOLC
I™ Hide HOPs I FFP
I~ Hide POLL/MULLs [~ HCRP
I Hide ID' Packets
[~ Hide SCO [Voics)
™ Hide Unassociated Traffic

Restore Factony Presets Save.. | Save Az Default | Load... |

QK. I Cancel | Apply |

Level Hiding Parameters
Use the Hiding window to hide various fields, packets, messages, and
protocolsfrom the Trace View screen. Y ou can modify these settings at will
to display a specific area of aTrace.

Hiding Fields

The"Hide Fields' checkboxes allow individual fields to be hidden within a
trace. Click the checkbox(es) of your choice to hide one or more fields.
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Hiding Packets, Messages, and Protocols
The "Hide Packets and Transactions' box containstwo grids of checkboxes
for hiding whole packets, messages, protocols, and traffic from individua
devices. Thegrids are labeled "Devicesto Hide" and "Levelsto Hide".

Devicesto Hide o | e i ser m
The "Devicesto Hide" grid letsyou hide traffic | waster Coocoorr o
according to device address. Thegrid dividesinto | *** r

columns which represent different devices. Fety CCOCCCCONE

Columns labeled "0" through " 7" and "All" represent the Active M ember
Address of adevice. By checking one of the boxesin acolumn, you hide
the traffic of the selected device (or traffic from all devicesif you have
selected All.)

The row in which you place your checkmark determines whether you are
hiding traffic going to or from a device.

« Master - Hide traffic from a Master to selected Slaves
* Save- Hidetraffic from sdected Saves to the Master
* Both - Hide al traffic between the Master and selected Slave

Example: to hideal traffic from aMaster to aSlave device _
with an address of six, click the checkbox under column 6 [ bvels Ta Hide

on the row marked M aster . [T Packets
Please note that you can aso use the drop-down menu on F [Ih?F.
the "Hide Devices" button to hide or expose devices. [ Locep
. [T 5DF msg
Levelsto Hide I~ sDP

The"LevelstoHide" griddividesintorowswhichrepresent | I™ TCS
the different packet, message, and protocol levels. Clicking | I RFcomm

a checkbox will cause Merlin 11 to hide al traffic of a ? EEEX

selected level. ™ HDLC
I~ PPP
[~ HCRP
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Traffic To Hide
At the bottom of the Hiding tab of the Display Options window are check
boxes for hiding HOPs, POLLs, NULLSs, and other kinds of traffic.

r— Traffic To Hide

™ Hide Channel 1
[~ Hide Channel 2
" Hide Duplicated Traffic

[~ Hide HOPs

[~ Hide POLL/MULLs

" Hide ID Packets

[~ Hide 5CO [Waice)

[~ Hide Unassociated Traffic

7.4 Saving Display Options

To complete your display options settings, use the features at the bottom of
the Display Options window. These features remain the same no matter
which of the four Display Options windows you are working in.

Click Save to save the currently specified display optionsfor usein
future sessions. Any file name can be specified, but you must use
the .opt extension. If no extension is specified, .opt is added by
default.

Click Load to load a previously saved *.opt file, thusrestoring a
previous set of display options.

The Save as Default function is equivalent to the Save function,
specifying the file name default.opt. Whenever you start up the
Analyzer, it automatically loads the default.opt file if one exists.

Click OK to apply any changes you have made to Display Options
and close this dialog box.

Click Cancel to cancel any immediate changes you have made and
exit the Display Options menu.

Click Apply to apply your changes while keeping the Display
Options window open.
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8. Readinga CATC Trace

Packet " Hop Freg
10 2416 1.280 ms 00000.014 4436
Packet " Hop Freg
1 2418 224,500 ps 00000.015 6936
Packet " Freg FOSEE Flow Argn Seqn HEC
12 2418 01 01 1 a 1 |0x7F || 273.400 ps 00000.015 9181
Packet " Hop Freg
13 243 224,400 ps 00000.016 3175
Packet " Freg
14 5| 243 274700 ps 00000.016 5415
| Packet

8.1 TraceView Features

The Merlin 1l

packet view display makes extensive use of color and graphics

to fully document the captured traffic.

Packets are shown on separate rows, with their individual fields both labeled
and color coded.

Packets are numbered (sequentially, as recorded), time-stamped, and
highlighted to show the device status (master or slave).

Display formats can be named and saved for later use.

Pop-up Tool Tips annotate packet fields with detailed information about their

contents.

Datafields can be collapsed to occupy minimal spaceinthedisplay (which can
in turn be zoomed in and out to optimize screen utilization).

The display software can operate independent of the hardware and so can
function as a stand-alone Trace Viewer that may be freely distributed.

8.2 Interpreting the Displayed Information

2452

[] omt e = [L_cH] L2F L [Len =5
[ 0xB00012488AC3AT4C | OxA LM | 1 1] &6

P - T
0=0ZES 1.458 ms 00006.135 9625

The following table describes some of the abbreviations used in the
BT Tracer display. Packet #0 is described from left to right:

Packet:# Packet/Event Number

ClUM, C2/S M =Master Device Transmitting; S = Slave Device Transmitting
C1 = Channel 1; C2 = Channel 2

Freq Current Hop Freguency (in MHz)

Pre Preamble of the Sync word
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Packet:# Packet/Event Number

CAC Channel Access Code

Trail Access Code Trailer of the Sync word

Addr Active Member Address

DM1 DM1 Packet Type

Flow ACL Link Flow Control

Argn Acknowledgment Indication Flag

Segn Sequential Numbering

HEC Header Error Correction Code

L_CH LMP Message

L2FL L2CAP Flow Control Flag

Len Message Length in Bytes including Opcode

TID LMP Transition initiated by Master

Opcode LMP-host_connection_req

CRC Cyclic Redundancy Check

Ack'd Packet A cknowledgment based on subsequent packet’sARQN with
sameLT_ADDR

Idle Idle Time in nanoseconds

Time Stamp Decimal in Seconds.Milliseconds.Microseconds* 10

Thisisthe analyzer internal clock as areference with resolution of
100 ns.

8.3 Timing Analysis

In addition to recording and analyzing the structure and content of packets,
Merlin 11 analyzes time-sensitve operations such as Master-Slave switch,
park, sniff, hold, AFH, SCO and ESCO. These eventsare expected to occur
at specific timesin thetrace. The Merlin Il software watches for these
events and notestheir appearance or absence through the addition of special
timing cells to packets within the trace.

i 500 s i mae 0007 665 9995
SCO reserved slot

Eoan maEll 7o Aran Seqn |HEC

ldle Time Stamp

Packet
a4613

30 bytes 242 700 ps 00007 663 0155
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8.4 Tooltips

Y ou can get additional information about each field in atrace by holding
your mouse pointer over afield. A tooltip will appear with details about the
field.

MR LMP Len || TID | Opcode | AFH instant | AFH mode __AFH Channel Map
a 01 16 M | set AFH |2175094 slots | enabled |FF b§ FF FF FF FF FF FF FF 7F |[3.336s
Packet " Freg 2/3]4] 516/ 819
3375 2457 01 0:3
78 76 30 21 00 01 FF FF FF FF FF FF FF FF FF

43.600 ps 00003.336 0996
BZEEMN [ e
| AT AR MR AN ne Annn= 23R /N7

8.5 Seat Marker

Y ou can insert amarker whilerecording using the Il nsert Marker button or
caninsert amarker after the recording has completed using the Set Marker
command.

=
=Y

< |=<[=[=]|=[=<[=

|
< |=[=[=|<]|=[=<]=

A handhs
A handhs
A handhs
A handhs
A handhs
A handhs
A handhs
A hand

e B R R TR R —]
< |=[=[=|<]|=[=<]=

To set aMarker on a packet in a completed trace,
sep1  Left-click on Packet # for the packet you wish to mark.
Step 2 Select Set Marker.

0x5 | 0xBO0010EDDE728F19 | Oxa |00 0wl | oxa J|uamn] 1 |82 |

Set marker
o0 0% EF 6D 7E FF 7D 23 C0O 21 7D 24 7D Z2Z 7D
30 96 5F C1 8A 7D Bl 7D ZB 7D Z0 20 7D Z6 66 Cl E

Farmat 4
Calor 202 ms 00022.818 73587 =

e i |

Time From Marker

-

Y ou see the Edit Marker Comment window where you can enter a
unique comment about this packet.:
Edit Marker for Packet # 1 x|

Press <Ctrl - Enter: to inzert a line break.

;8 I Cancel |
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Step3  Enter your comment.
step4a  Click OK.

A marked packet isindicated by avertical red bar along the left edge of the
packet # block:

Facket# EEEE ULl Flow [Argn||Seqn [HES
1661 |8] 13 || =5 0xB00010EDDE728F18 | OxaA [[Ox1 [ 0x0 | 1 [ 1 1 |ox0B|| 00060128 5315

8.6 Edit or Clear Marker

To clear or edit the comments associated with a packet marker,

sep1  Left-click on Packet # for the chosen packet.

Y ou see the Packet menu:

Packet 7

Sek marker

Time From Marker

Format k
Colaor 3
Hide

To edit the Marker Comment,

step2  Select Edit marker.

Y ou see the Edit marker comment window:

Packet # 1660 [ %]
IHeference Packet for Marker E dit Function]
()8 I Cancel |

step 3 Edit the comment as desired.
step4a  Click OK.
To clear aMarker,
step5 Click Clear marker.
The vertical red Marker bar disappears.
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8.7 Setting Markers While Recording

Markers can be inserted into arecording in real time asaway of noting the
passage of events such as the powering on or off of adevice. By entering
Markers during arecording, it becomes easy afterwards to |ocate events of
interest. Thisisespecially useful with large recordings.

To set amarker during a recording,

Step 1

Step 2

Step 3

Step 4

Wait for some key event of interest to occur - like powering off
adevice.

Click the Add Marker button "'_El to open the Marker

dialog box.

x|
=
[ -

Prezz <Chl - Enters to insert a line break.

Ok I Lancel |

Enter text into the dialog.

The Marker is added to the trace near the time of the event.
Afterwards, the marker can be located by selecting Sear ch > Go
to Markersin the menu.

8.8 Adding Commentsto aTrace File

Y ou can create, view, or edit the 100-character comment field associated
with each Tracefile.

Step 1

Step 2

Step 3

Sdlect Edit Comment under File on the Menu Bar.

Y ou see the Edit comment for trace file window:

Edit Trace File Comment Dialog [ %]

IThis is a recording of a piconet consisting of two laptops]

()8 I Cancel |

Create, view, or edit the comment.
Click OK.
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8.9 Expanded and Collapsed Data Formats

The data field can be expanded to display greater detail or collapsed to a
compact view. The Expand/Collapse Data feature operates as a toggle.
There are three ways to toggle between the two views.

Double-Clicking
Y ou can expand or collapse aDatafield by double-clicking anywherein the
Datafield of a packet.

Left-clicking a Field Arrow
Many fields have small arrowsin the top left corner. If you left-click this
arrow, thefield will toggle back and forth between collapsed and expanded

views.
h:lféf:r(r::)r\]/v : Right-facing > IE
will collapse 09 00 00 09 00 04 00 arrow will
thefield Expanded Data expand data CO(']', :toased

If you click and hold down the left mouse button on one of these arrows, you
can collapse or expand the field for ALL packets, messages or protocols.

Using the Shortcut Menu
If you left-click on a Data field, amenu will open for expanding or
collapsing data fields.

sep1  Left-click on Data in the Data packet you want to expand or
collapse.

If your Data Trace View is currently expanded, you see the Collapse
Data menu:

Drata Field

‘Wiews Diaka Block

Collapse Data
Expand All Data Fields

Collapse All Data Fields

Forrnak L4
Colar »

Hide
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If your DataTrace View iscurrently collapsed, you seethe Expand Data

menu:
Craka Field ]

Wiews Data Block,

Expand Data
Expand &ll Data Fields

Collapse All Data Fields

Farrmak k
Zolar *
Hide

Note that you can choose to expand or collapse

® Only the Datain the selected Data packet
OR

® All DataFieldsinthe Trace View.

sep2  Select the desired Expand Data or Collapse Data menu item.

The Trace View is repositioned with the selected packet(s) adjusted in
the format you have specified.

8.10 Hide Frequency Hops

Y ou can hide Frequency Hops (Hops) from atrace by pressing the Hide
Hops button on the Tool Bar:

From the Tool Bar
e Click 39| to hide all Hop packets.

8.11 Hide Nullsand Polls

Y ou can hide Nulls and Polls from atrace by pressing the Hide Nulls and
Polls button on the Tool Bar.

From the Tool Bar
e Click ™ tohideall Nullsand Polls.
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8.12 Menusin Clicked Fields

Y ou can display the following menu when you click in afield in atrace.

Time Skamp
Formak k
Color J
Hide

8.13 Hide Unassociated Traffic

Y ou can hide all traffic that is not associated with the current decode level
by pressing the Hide Unassociated Traffic button on the Tool Bar.

From the Tool Bar

* First, click one or more decode buttons such asthe View L2CAP L2
Messages. Thisbuttonwill cause Merlin Il to decodethetrace CAE
and display selected level of decode.

e Next, click £¥| to hide all unassociated traffic.

The Hide Unassociated Traffic button will cause Merlin 11 to hide all
traffic except for the selected decode messages or protocols. Inthe example
above, all packets would be hidden and only L2CAP messages would

display.

8.14 Hide Channel

Y ou can hide all traffic recorded by the channel by pressing El E' .on
the toolbar.

8.15 Hide Duplicated Traffic

On two-channel recordings some packets may be recorded by both :l
channels. Y ou can hide duplicated packets by pressing on thetoolbar.
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9. Searching Traces

Merlin Il has several search commands that enable you to navigate atrace
in search of key events such as errors and triggers. These commands are
launched from the search menu.

9.1 Search Menu

The Search menu provides several options for searching through recorded
traffic, allowing you to find specific packets based on triggering status,
packet number, marking, or content.

* (Click Search in the Menu bar.

Y ou see the Search drop-down menu:
Search Miew Window Help

G ko Trigger
Go ko Packet/Message/Protocal. .
G0 ko Marker 3

Go ko k

Find. ..

R

Find Mexk F3

Search Direckion Faorward

Goto Trigger
To display atriggering event, select Goto Trigger under Sear ch on the
Menu bar. The Trace Viewer display will reposition the trace to show the
triggering event at the top of the screen.

Go to Packet/M essage/Pr otocol
To display a specific packet, Message or Protocol

sep1  Select Goto Packet/M essage/Pr otocol under Sear ch onthe
Menu Bar.
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Y ou see the Go to Packet/M essage/Pr otocol window:

o o PacketMessage/Protocol
Goto: IF‘acket j Iﬁ

Cancel |

sep2  Enter the number of the packet, message or protocol you want to
display.
step3  Click OK.

The Trace View repositions to show the packet at the top of your screen.
GotoMarker
To instruct the analyzer to display a marked packet,

step1  Select Goto Marker under Search on the Menu Bar.

Y ou see a drop-down menu listing the marked packetsin that Trace View:

Search Wiew ‘window Help

| o ko Trigger

=¥ % |Be

Go ko Packet/MessageProtocal. .
[ Go ko Marker Packet # 2 (Marker 1)
i i50 ko ¢ Packet # 7 (Marker 2)

all Markers. ..
S Eind...
i
Qb Find Mext F3 0x6F41 || 210852 ms| ¢
| Seatch Direction Forward

sep2  Select the desired packet from the displayed list.

The Trace View repositions to show the packet at the top of your screen.

Note TheGotoMarker featurefunctionsin conjunction with the Set M arker feature.
The comments within the parentheses following each marked packet are added or
edited with the Set Marker feature.

Goto
The Go To feature takes you directly to an event in a Trace.

step1  Select Go To under Search on the Menu Bar.
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Y ou see the Go To drop-down menu:

o ko Trigger E|W%%|ﬁ|$ Q}

i 2o ko Packet/MessageProtocal, ..

: Go ko Marker 9
Gh o Packet Tvpe »
]
Find... Header AM_addr
| Q'} Find Mext = Datalength b
Lrip Opcode 9

- Search Direction Forward i i
‘ L2Cap Signalling Cormand »
15.500 HE 00037 959 4751 L2Cap CID ¥

TClock

Errar L4

sep2  Select the event you want to go to and enter the necessary
information.

Packet Types

30 ko Trigger E|W%%|ﬁ|% Q} “@{D.

o to PacketiMessage/Protocal, ..

Go ko Marker »
I
» : .
$ Find... Header LT_Addr 1; POLL Shift+P
% ) s F3 Datal ength k 3: DM1 Shift-+
Lmp Cpcode 4 9 ALkl Shift+a
Search Direction Forward

LziZap Signalling Command g Hop Freq Shift+R.

15.500 ps| 00037 968 4751 L 2ap CID N
TClock [ it m Error AUX1

Select the type of packet you want to go to.

-
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Header L_T_Aer

G0 to Trigger E|W%%|%|Q} % “@

Go ko Packet/Message/Protocal. .

Go ko Marker 3
Q} Find Header LT_Addr
»
% Find Mext F3 LetalEmzlin
Lrp Opoode 3
Search Direckion Faorward i i
L2Cap Signalling Command 3

15500 ps| 00037969 4751 L2Cap CID b
TClock - ap Pre Error AU

Select an Logical _Trénsport Address from thellist.

Datal_ength
Allows searching based on data length in bytes from the recording.

G0 bo Trigger E|W%%|%|% Q‘} “@{D

G0 ko Packet/Message/Protocol...

G0 ko Marker *
%' . Header LT_addr 3 LA/ 1
Eind...
% Find Nest - Datal ength 25
Lrp Opoode L 26
Search Direckion Faorward i i
L2Cap Signalling Command r Z8
[ I I e e e I B B e R B e R B
LaCap CID L4 a0
m Errar L4 3l
00024136 8528
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Lmp Opcode
=i (Y v Do Gw
o ko PacketMessage/Protocal. . .
Go ko Marker k
G0 ko » Packet Type ¥ L CH|LZFL|Len
Laar 1 46
o Find... Header LT_Addr 3
S Find Mext F3 DataLength
Lmp Cpcode 3 accepk
Search Direction Forward i ]
LziZap Signalling Command g 5 clk_req
| S I e e o e B R e R
L2Cap CID k & clk_res
E k :
00024.136 8525 = 7 detach
39: feat_req
40: fFeat
Ox4 |0xBOD010DEDDE72EF19 | OxA =

49: setup_comp

Jata
S

40 00 0% EF 4B 7E FD 80 01 00 =21 45 00 Of

01 00 00 80 01 31 33 C0O A8 37 02 EO 0O QO =9 sup_timeout
NN w0 e OO O MO nn wm« ~7%F 7w d4dn

Select the Link Management Protocol Operational Code (Lmp Opcode) that you
want to go to.

L2Cap Sgnalling Command

Go ko Trigger E|W%%|%|Q} g;_,__”‘@@‘

i Gno ko PacketMessagef/Protacal. ..

(

. Go ko Marker k

| Go to v Packet Type v L CH[L2FL]Ler

LA 1 A5
% Find... Header LT_Addr 3

I (} Find pext . Datalenagth » Ak

iy Gpedls , ID}{SDAD fes
Search Direction Farward N ._

L2 ap Signalling Command Z: Conn req

L1 S I e R o L B L e L R W R W

LZ2Cap CID 31 Conn resp

00024, 136 8528 Error "I 4; Config reg

i 5 Config resp

6: Discon req

Ox4 [0xBOO0TOEDDEY2GF19 | OxA 0x1 OxA

71 Discan resp

Select the type of L2Cap Signalling Command that you want to go to.
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L2Cap CID
Go to Trigger E|W%%|%|$ Q;_,__|“®€D'
o ko Packet/Message/Protocal. .
i Go ko Marker r
LA 1 4F
% Fird... Header LT_Addr 3
% Find Next E3 Datalength Ak
Lmp Opcode :
Search Direction Forward L2Cap Signaling 4
ap Signalling Comman

Error 64

‘| CAC &l [C_=TT ...J Le
Oxd4 |0xBODDIOEDDEZEF19 | OxA Ox1 |U.-"3'«.I'IU| 1 4

Select the L2Cap Channel ID (L2 Cap CID) that you want togoto.

O 00 Fo FF OO0 OO0 OO0
m m :
00024, 136 5528

Error
Moves trace view to next uncorrected error.

Soft Bit Error

Moves trace view to next soft (corrected) error.
Loss of Sync

Moves trace viewer to the next loss of sync.

Find
Find isauutility that allows you to conduct searches of one or more events
withinatrace. Find alowsyou to search different hierarchical levelswithin
the trace - packets, LMP Messages, L2CAP messages etc.

To start find,
e Select Find... under Sear ch on the Menu Bar

OR
Click R | inthe Tool Bar.
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Y ou see the User -Defined Find Events screen:

Search for:

HCls
LMFP Mezzages
L2CAP Messages
SDPmsg ltems
SDP Transactions
TCS ltems
RFCOMM Items
OBEX=s

AT commands
PPPs=

HCRP Tlansactiun;I

— Direction

&+ Forward
" Backward

— Origin

¢ Topof the screen
" Last match

7 Stark of the file
£ End o the file

[ Find &l
[ Search In Hidden

— Packetz To Search For

— Ewent Groups

BWLT Address

[k asterdSlave

[1Packet Type

[ lacknowledge

[1Dvata Lenagth

[1Dvata Pattern

[IMade e

Uncheck Al

Combining specified
Ewvent Groups:

" Union - Packets
that match AMY of the specified
events

% |ntersection - Packets
that match ALL of the specified
events

[ Exclusion - Packets
that DO MOT match [opposite
to the intersechion ar union]

LT Addreszes:

LT_Addr=0
LT Addr =1
LT_Addr=2
LT Addr=3
LT Addr=4
LT_Addr=5
LT Addr =6
LT Addr=7

]

Cancel

The Find window divides into three areas;

Left area-- Controlsthe search level, search direction and search origin.

Find All - Extracts the results and place them in a separate trace.

Search In Hidden - Searches all packets including packets that have
been hidden.

Center area -- Controlsthe event groupsto be searched. The selection you
make will display further choices on the right side of the Find window. At
the bottom are three options called Union, Intersection, and Exclusion that
are used with multi-criteria searches. These options are explained below.

Right area -- Controls the specific events to be searched within the trace.
The box inthisright section displays eventsfrom the selected Event Group.

Theright areais context sensitive -- the Event Group selected in the Center
areawill determine what events will display on theright. For example, if
you select Packet Type, the Right areawill show you alist of packet types.
Bold entriesin the list represent items that actually occurred in the trace.
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In the screenshot shown above, for example, LT Addressisselected. Onthe
right, you seethat only Address 1isinbold. Thisindicatesthat only asingle
device was transmitting traffic in the displayed trace.

Event Groups
Event Groups are categories of eventsthat can occur inatrace. Clicking on
an Event Group will display alist of Event typeson theright side of the Find
window that occur within each Event Group.

LT Address
Containsalist of seven Logical Transport addresses. Bold entries represent
devicesthat occur in the trace.

Master/Save
Contains two options labeled M aster and Slave. Selecting an option will
cause Merlin |1 to search for traffic based on the selected role.

Packet Type
Contains alist of al Bluetooth packet types. If a packet type occursin the
trace, it will appear in bold.

Acknowledge
Contains alist of three Acknowledge types. Explicit NACK, Implicit
NACK, and ACK. The three Acknowledge types are responses a device
can issue to attempts to transmit packets to it.

A device can send an Acknowledgment in two ways. through setting the
AROQON field to 0 (= explicitly not acknowledged), to 1 (explicitly
acknowledged) or by sending an empty packet that does not have an ARQN
field (= implicitly not acknowledged).

Explicit NACK - Explicitly not acknowledged. An Explicit NACK isan
explicit response by a device that it did not receive a data packet. The
Explicit NACK istransmitted in the ARQN field (=Acknowledgment
Request Negotiation field). ARQN=0 means’Explicit NACK.’

Implicit NACK - Implicitly not acknowledged. AnImplicit NACK isa
NACK that isimplied rather than explicitly stated. If adeviceresponds
to a data packet by sending an empty packet, the NACK isimplied.

ACK - Acknowledged. If adata packet is successfully transmitted to a

target device, the target device acknowledges the received packet by
setting the ARQN field to 1.
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Acknowledgmentsare easily seenin Merlin 1 traces because Merlin 11 adds
an Ack’d field on data packets of the transmitting device. This means that
you do not have to hunt through the trace to see if the packet was
acknowledged.

The following screenshot shows two examples of Acknowledgments.
| T e > | e T R R T NN o e

[ooog: 05 o0 40 o0]
Hop Freg
2458 |[625.000 ps| 00009.195 6818
= Hop Freg
14579 2445 || 15400 ys| 00008.185 3068
Freq | BTClock [ [ oM [L_cH[LzFL]Len A k'd
2446 | 5948592 [021] ox3 |[uara] 1 [12 [0000: 0§ 00 01 00 02 24 04 00|0xF963 303.700 ps

DDDB 05 00 40 00

n < Fm_mm
0 424 200 ps 00009.196 0467

Implicit NACK - Packet 14577 is a data packet sent by the piconet Master
device. Packet 14579 should have been a data packet with an
acknowledgment. Instead, itisan empty packet. ThisMaster interpretsthis
empty packet asan Implicit NACK (i.e., implicitly not acknowledged).
Merlin I summarizesthis packet exchange by adding an Ack’d field to the
Master’s data packet and setting the Ack’d field to Imp Nak.

ACK - Packet 14580 is the Master’ s retransmission of the data sent in
packet 14577. Packet 14582 isthe reply by the Slave device. Thisreply
contains an ARQN field with avalue of (= Acknowledge). Merlin I
summarizes this packet exchange by setting the Ack’d field on packet
14580 to Ack.
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— Packetz To Search Far

— Event Groups

Data Length
Contains alist of al datalengths that occur in the trace.

ncheck Al

Combining zpecified
Ewvent Groupsz:

£~ Union - Packets

that match AMY of the specified
events

¥ |ntersection - Packets
that match ALL of the zpecified
events

[ Excluzion - Packets
that DO MOT match [oppozite
to the intersection or union]

E xizting Data Lengths:

0 bytes

3 bytes

10 bytes
11 bytes
12 bytes
14 bytes
15 bytes
16 bytes
19 bytes
47 hytes
51 bytes
A3 bytes
54 bytes
59 bytes
62 bytes
B3 bytes
67 bytes
71 bytes
78 bytes
79 bytes

Data Pattern

Searches for the next packet that has a specified data pattern.

— Packets To Search For

— Ewent Groups

&M Address A
[k aster/Slave

Uncheck Al

Combining specified
Event Groups:

* Union - Packets

that match AMNY of the zpecified
events

" Intersection - Packets
that match ALL of the specified
events

[ Exclusion - Packets
that DO MOT match [opposite
to the interzection or union]

Bitrnagh

EXXXXXXX

EEEEEEXX

EEEXXXII

EEEEXEXE

EEEXXEXE

EEEEEXXX

EXEEEXTE

1]
1
2
3
4 | EEEEXEXE
]
B
7
2

EEEEEEXX

9 [EEEIXEXY

10 |EXEIXINL
11| EEEIXEXY
12 |EEEINENE
13 |EEEEXEXY
14 |EHEINELE
15 |EEEEXEXY

sk b atch
[hex]  [hex]
mm
00| [og
oo] [00]
o0 oo
oo] [00]
i
oo [og
o0 [oo
00| [og
oo] [00]
00| [og
oo] [00]
o0 oo
oo] [00]
i
oo [og
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Searching for Bit Patterns
Y ou search for abit pattern by using the box labeled Bitmask. Enter one of
the three following values:

e X ='Don't care,
e 0='Matcha 0,
e 1='Matcha 1.

Example -- xxxxxx01 means 'Look for a data pattern where the first 6 bits
can be any value but the last two bits must be 01.'

Searching for Long Patterns
Y ou can search for long pattern sequences by entering patternsinto multiple
rowswithintheeditor. Entering apattern on onerow and skipping several
rows before entering the second pattern tells Merlin 11 to search for the
entire pattern between the two specified rows.

Example - Enter xxxxxx01 in row 1 and 11xxxxxx in row 2. This pattern
means 'L ook for the pattern Xxxxxx011IXXXxXXXx."

Example - If you enter xxxxxx01 into row 0 and Bitmask Mask Match
11xxxxxx intorow 4, it means'L ook for the pattern [hex]  [hex)
XXXXXXOL XXXXXXXX XXXXXXXX XXXXXXXX 0 [EXXXZX01
LIXXXXXX. 2 XXX XX{RI00
2 [EuuExy
3 [EEENEXHX
s [rzezeay]

Sear ching for Hexadecimal Patterns
The columns marked Match and Mask allow you Bitmask Mazk Match
to specify a pattern in hex. Y ou enter the pattern thex] Thex]
you want to match in the column marked Match, °
and enter the mask in the column marked Mask. The Mask column allows
you to specify which bits you are searching for.

Example - A Match of 03 and a Mask of 'OF tells Merlin 11 that you are
looking for the hex pattern of 03 occurringinthelast four bitsof the pattern.
If you enter these values in the Match and Mask columns, the Bitmask
section will automatically display the equivalent bit values: XXXX0011.

Union, I ntersection, and Exclusion
If you select multiple events, you will need to use the options Union or
I ntersection to conduct the search.

Union is used to search for any selected event: "Find x ory." Union lets
youtell the analyzer to search thetracefor any of any of the selected items.
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I nter section is used to search for all selected events: "Find x and y."
Intersection lets you tell the analyzer to search the trace for any packet
having all of the selected events.

Exclusion is used to exclude selected traffic from the trace. Exclusionis
used with Union and I ntersection --i.e., you select Exclusion with Union or
I ntersection.

* Exclusion + Union -- tells Merlin |1 to exclude packets with any of the
specified events.

* Exclusion + Intersection -- tells Merlin 1l to exclude packets with all of the
specified events.

Using Find

sep1  Select the display level to be searched from the Sear ch For
box on the left side of the window.

For exampl e, to search through L2CAP messages, select L2CAP. The display
level that you select will affect options presented in the Events Group box.

sep2  Select asearch direction and origin.
sep3  Select one or more events from the Events Group box.

Y our choices will affect options presented in the box on the right side of the
screen.

sep4 I you have selected two or more criteria, then select either :
® Union: Find all packetsthat match ANY of the specified events. An

example would be to find packets with either X or Y.

® Intersection: Find all packets that match ALL of the specified
events. An example would beto find all packetswith X and Y.

If you want to selected events from the trace, then select:

® Exclusion: Exclude al packets that match any of the specified
events. Thisoptionworksin conjunctionwith Union and I ntersection.
Select an exclusion plus one of the other two options. If you select
Exclusion and Union, it means Exclude packetsin any of the
following events. An example would be to exclude packets with

either X or Y.
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Step 5

Click OK.

The search will then occur. Afterwards, the packets meeting the search criteria
will display.

Some Find Examples
Search for all DM1 and Poll packets with an Active Member Address of 7.

Step 1
Step 2
Step 3
Step 4

Step 5

Step 6

From the Event Group, select Packet Types.
From the box on the right, select DM 1 and Poll.
From the Event Group, select Header LT_Addr.
From the box on theright, select LT_Addr=7.

From the Center area, select | nter section.

Selecting Intersection tells Merlin 11 to find packets with ALL of the selected
traits.

PressOK.

The trace should reposition to the first DM 1 or Poll packet that has an Active
Member address of 7.

Exclude all DM1 and Poll Packets with Logical Transport Addresses of 7.

Step 1
Step 2
Step 3
Step 4
Step 5

Step 6

Select Packet Types from the From the Event Group
Select DM 1 and Poll from the box on the right.

Select Header LT_Addr from the Event Group.

Select LT_Addr=7 from the box on the right.

From the Center area, select I ntersection and Exclusion
Press OK.

The trace will re-display so that it excludes DM1 packetswith LT _Addr=7 and
Poll packetswith LT _Addr=7.

Exclude all packets with ANY of the following attributes. DM1, Poll, or
LT _Addr=7.

Step 1
Step 2
Step 3
Step 4

Step 5

Select Packet Types from the Event Groups.
Select DM 1 and Poll from the box on the right.
Select Header LT_Addr from Event Group.
Select LT_Addr=7 from the box on the right
Select Union and Exclusion.

Selecting Union causes the analyzer to search for any of the selected events.
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Step6  Press OK.

The trace will re-display so that it excludes DM1s, Polls, or any packet with
LT_Addr=7.
Find Next
To apply the previous Find parameters to the next search,
¢ Select Find Next under Sear ch on the Menu Bar
OR

Click il on the Tool Bar.
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10. Decoding Protocols

|A SOPmsg || | POUID |Trans ID|F‘arLength|SewSearchF’at|MaxAttrElyteCount|AttrlD L\st‘Contmuat\on|
| 0 [[ 0w [SwarchattReq| 0w0001 | 13 | SerialPort | oxo004 | end  |[B1.402s

| Packets ‘ | 2Len |
07 B H 18 |Dyn: Uxumu|s\ 18 bytes|[61.402s

0x7 D}ui Dx23 AU

10.1 Introduction

Merlin 1l can decode HCI, LMP and L2CAP messages, and RFCOMM,
SDP, TCS, HDLC, PPP, OBEX, HCRP, BNEP, HID, IP, TCP, and UDP
protocols. Thedefault ispacket level decoding, which meansthat baseband
packets will be displayed when you first view atrace. If these packets are
carrying LMP, L2CAP or other protocols, the protocols will display as
undecoded fields such as the L2CAP packet below.

~gUndecoded L2CAP fields-p»

Facket Freg [ [ B |[L_eH[LzFL]Len
1318 2420 [ox1 ] o3 JJussu| 1 [17 |17 bytes|[0x7E83|| ves |[242.200 us|  00008.314 4708

By issuing adecode command, Merlin Il can decode these LMP and higher
fields and display the data in summary statements called LMP/L2CAP
Messages, Protocols Messages, and Protocol Transactions.

10.2 LMP and L2CAP Messages

LMP and L2CAP Messages are linesin a trace that summarize LMP and
L2CAP actions such as an LMP connection request. LMP and L2CAP

M essages summarize the type of action, the number of packetsinvolvedin
the action, and the device performing the action. If the messageiscarrying
higher protocol data such as RFCOMM, TCS, OBEX or SDP data, the
message displaysthis datain an undecoded format that can be decoded | ater.

‘ ‘F‘ackets||L2Len|
[ o[8[ 1 [ 13 [oym DKDDAD\5| 07 00 02 00 08 00 05 19 00 03 08 01 00][61.540s

Undecoded higher/protocol data
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10.3 Decoding and Viewing Higher Protocol Data

Higher protocol data can be decoded two ways: by clicking adecode button
on the toolbar or by selecting a decode command from a pull down menu.

Decoding Viathe
Decoding Toolbar

L2 | SDP SDP qcq RE | OB OBX HD HC |AY AV BN
“P]rtHCI|H\'IPm|MSg mmsm|n L AT| I, ppp UG AV 2V, BN, w19 'rcpmxn‘

The Decoding Toolbar has ten buttonsfor decoding packets, messages, and
protocols:

For example, to display LMP messages, click IMP|,

Pkt (Display Packets)

HCI (Display HCI Protocol)

LMP (Display LMP Messages)

L2CAP (Display L2CAP M essages)

SDP Msg (Display SDP Protocol Messages)
SDP Tra (Display SDP Transactions)

TCS (Display TCS Protocol messages)
RFCOMM (Display RFCOMM Protocol)
OBEX (Display OBEX Protocol)

OBEX Tra (Display OBEX Protocol Transactions)
AT (Display AT Commands Protocol)

HDL C (Display HDL C Protocol)

PPP (Display PPP)

HCRP (Display HCRP)

AVCTP (Display AVCTP)

AVDTP (Display AVDTP)

BNEP (Display Bluetooth Network Encapsulation Protocol)
HID (Display HID Protocol)

IP (Display IP)

TCP (Display TCP)

UDP (Display UDP)

Note Onceadecode hasbeen performed, it will probably be necessary to scroll through
the display to find the decoded messages or protocols. Y ou can shorten your
search by first clicking the Hide Unassociated Traffic button ‘_ll .
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Decoding Viathe Display Options Dialog Box
The Display Options dialog box has three options for issuing decode
commands. To issue acommand,

sep1  From the menu bar, select Setup>Decoding Options

Display Options x|

General | Calar / Format / Hiding | Level Hiding |

— Trace Wiewing Lewvel

: : : ¥ Packet

¥ Enable Tips " Right click cell contest menu [ Hel

¥ wiap [ LMP Message
[~ L2CAP Message
[~ SDPmsg ltem
[ SDP Tranzaction

Fields: |l > B| 1] | T TCShem

[~ RFCOMM Item

0\ SHE 1 |CourierNew | Bl Il [~ DEEX

" OBEX Transaction
Display Configuration Mame ; " AT command
CATC default [ HDLE frame

[ PPP

[~ HCRP Tranzaction
[~ BMEP

[~ AWCTP

[~ &WDTP

[~ HID

[~ IP pratocal

[~ UDP protocol

[~ TCF protocol

Zoom Lewvel:

Restore Factony Presets | Save... | Sawve Az Default | Load... |

0K I Cancel | Aoply |

sep2  Select the option for the desired level of decoding.

sep3  Click OK or Apply.
10.4 Tooltips

Additional information about fields can be attained by positioning your
mouse pointer over afield of interest. A tooltip will appear that will provide
details about the field. In some cases, there can be a considerable amount
of information available.

D stnicIiD SrcZID Fesult

ConviFes Ox03 g D004 Q0040 Q0000

|I2|:|n.necti|:|n Request 3ignalling Command Code 0x3
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10.5 Viewing Packetsin LMP and L2CAP Messages

LMP and L2CAP Messages can be "opened” toreveal g
their constituent packets by double-clicking the first
cell in of the message or clicking once on the small

arrow on that same cell. The packetswill then display below the message.
The following screenshot shows an example of a message and its packets.

Packets | [L2Ls mw ¢
0x7 HI acaeSH QBQH}Dyn nxnmn\s\ 28 bytes |[61.425s Message
Sl Freo | PR v Sleqn atd
oA Packets
making up
the
message

10.6 Typesof LMP and L2CAP Messages

If you scroll through a trace, you will see three kinds of message:
¢ LMP Signalling Message
e L2CAPsignalling Message
e L2CAP Data Transfer Message
Each message has the same basic message header but differsin its payload.

LMP Signalling M essage
<&-Header »|¢—— Payload 4>‘

T LMF [ |[CmP Len|[TD[Cpeade] reasan |
T | | i3] || 2 || M | detach |Dx13- user ended connection| 458105

L 2CAP Signalling M essage
--— Header—>|<—Payload >‘

| ||Packets||L2Len

Code de SigLe =1 SrcCID
NI Sig Conn Req Ox15 4 RF GO M 00040 7.008s

L2CAP Data Transfer M essage
4———Header — g ‘ < Payload > ‘

Fackets||LZLen
01 1 13 Cyn: 00044 (S| 0000: 02 Ad BE 00 08 35 03 19|(8.314s

000d: 11 01 00 08 DD|

LMP and L2CAP Signalling messages have payloads of commands for
establishing LMP and L2CAP channels. L2CAP Data-Transfer messages
have a payload that may include RFCOMM, SDP, or TCSdata. Inorder to
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view higher protocol data, you will need to decode the messages (shownin
the next section). The decoded datawill appear as new linesin the trace
called "Protocol Messages."

10.7 Viewing L2CAP Channel Connections

Once L2CAP messages have been decoded and displayed, you can check or
changetheir L2CAP channel connections by opening the L2CAP Decoding
Connections dialog box.

To view or change an L2CAP channel connection,

Step1  Select from the menu bar
View>Decoding Assignments
The following dialog box will open.

L2CAP channel Decoding Assignments |

L2CAP channel transmizzions in the trace found by protocol decoding. You can change the
protocol azzsignment for manually azsigned channels.

Manual channel assignments:

From meszage 14 AmAddr =7 master  CID = 0x0041 - 777 - Agsign to RFCOMM |
From message 15 Amdddr=7  slave CID = 00041 - 7797 -

Azsign to SDP |

Assign to TCS |

Azzign to UNDEFIMED |

File Baze Assignments:

EE——

Aszzignment info
’7There iz no azzignment for this channel ‘

Do not apply changes |

step2  Click on achannel assignment and then look at the Connect
and Disconnect buttons on the far right of the dialog box.

If the Connect and Disconnect buttons are grayed-out, it means that
Merlin Il made the channel assignments using datain thetrace. You can
verify that Merlin |1 performed the assignments by looking at the text in
the "Slave Channel" box in the lower left corner of the dialog box. If
you see "Connection Recorded"” it meansthat Merlin Il performed the
channel assignments.

If Merlin Il was not able to make these channel assignments, then the
Connect and Disconnect buttons on the right side of the dialog box will
be active. You can then assign and edit channel connections.

sep3  Open the drop-down menu labeled LT_Addr (Active
Member Address). If possible, select an address other than
the currently displayed address.

The connections for the " new’ device should now display.
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10.8 Viewing Protocol Messages and Transactions

By pressing a button such as itz or %l, you can cause Merlin |1 to decode
the higher level protocol data contained within L2CAP messages and
display them as packet-like rows called Protocol Messages. Protocol

M essages have headers marked "protocol” and fields that vary in
appearance and content depending on the type of protocol.

Some Protocol Messages can be grouped into a higher level entity called a
Protocol Transaction. A Protocol Transaction isarow in atrace that
summarizes the higher level protocol datathat is transmitted between a
Master and Slave device when one sends arequest and the other sends back
aresponse. For example, if you press %, Merlin I will locate SDP
requests and responses between a Master and Slave device summarize their
data.

Viewing L2CAP Messagesin Protocol M essages
If the protocol heading is double-clicked, the L2CAP data-transfer
messages that make up the protocol will display below the protocol. You
can also expand the protocol by left-clicking the small downward pointing
arrow on the protocol header.

|[Fackets|[LzLen Ident  Siglen DestnCID Flags * Data
ot || 1 |[ 12 | sig ConfReq 014 E 0044 0:x0000 |01 02 00 [

[ Packet Freq | [ [ om1 ][ _cH[LzFL]Len
[ 7748 2476 | [ox1 ]| ox3 |Jussa| 1 |16 [0000: OC 00 01 00 04 19 03 00[0<EFAS

000&: 41 00 00 00 01 02 00 oz

How to Decode
Decoding Protocol messages is the same process as decoding LMP and
L2CAP messages.

Using the Toolbar - To decode using the Toolbar, press one of the protocol

decode buttons such as: EI EI %I.

Using the Menu - To decode using the menu, select:
Setup>Display Options

Then select one of the decode checkboxes.

Once a decode command has been issued, Merlin |1 will create Protocol
Messagesin thetrace. You will probably have to hide hops, polls, and null
packets and then scroll through the trace in order to find Protocol messages.

Expanding Protocol M essages

Protocol messages can be expanded to reveal their constituent packetsusing
any of the following methods:
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¢ Left-click the small downward pointing arrow in
the message/protocol header

* Double-click a message/protocol header

¢ Left-click the message/protocol header and choose" Expand Transaction”
from the short-cut menu

10.9 Decoding viathe Profiles Toolbar

The Profiles toolbar presents buttons that represent profiles. The Profiles
buttons do not represent an additional set of decodes; rather, they represent
shortcuts for the existing decodes. By clicking a Profiles button, the
analyzer software will automatically depress the protocol buttons needed to
decode al of the protocols associated with the selected Profile - for
example, RFCOMM, PPP, or IP.

To display the Profilestoolbar, select View > Toolbars > Profiles.

5D GAY HC OB 57 A2
“GBP| p CIP 55p CTP INT RPPD])UDIIPPB’JI\I|SFPHP]]JNF&(IANHIPH§PSIM 7 OFF WF FIP NCE‘P|BIP Dp VP §

10.10 Changing Protocol Assignments

If a sequence of messages is assigned the wrong protocol, errors will
display. To change or remove a protocol assignment, you will need to
access the Assignment menu and issue an Add Assignment command.

step1  Click %‘iﬂplto display L2CAP messages.

Note You needtoview L2CAP Messagesin order to have accessto the "A" field that
permits reassigning protocols.

step2  Scroll through the trace until you have located an L2CAP
message with afield marked "A."
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Step3  Left-click thefield marked "A."
Left-click

L2CAF LZLen
2 Pkts ||S] 0=7 4 |oxoo40 (Dvma|[R|{09 53 Ol Dof[154.711s

An Assignment menu will open for assigning, re-assigning, or
un-assigning protocolsto messages. This menu is context-sensitive and
will vary in content depending on the protocolsin the trace.

The Assignment Menu

Current assignment Assigned to SDP
Select another assi gnment : : Add azzignment to BFCOk b

to Change assignment from v Add aszignment to SOP

. . Add azsignment to TCS
this point downward Add assigrment to LINKND'wHN

through the trace
. R thiz assi t
Will let one or all protocol—ge | oo s e AEEERmEn
. Remowve All User assignments
assignments be removed

step 4 From the menu, select one of the "Add Assignment” options
not already selected.

At this point, the protocol assignment will change to your selection.
Using the Decoding Assignments Dialog Box

Y ou can get acomplete list of all protocol assignments by opening the

Decoding Assignments dialog box. This dialog box will tell you which

protocol assignmentswere made by Merlin 11 and which are user-assigned.
User-assigned protocols can be reassigned if need be using this dialog box.

To open the Decoding Assignments dialog box and reassign a protocol,

Step1  Select from the menu
View>Decoding assignments
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The Decoding Assignments dialog box will open. A status messagein

L2CAP channel Decoding Assignments [ %]

L2CAP channel transmizzions in the trace found by protocol decoding. You can change the
protocol azzignment for manually azzsigned channels.

Manual channel assignments:

From meszage 9 Améddr=7  master CID =0<0040 5SDP Aszszign to RFCOMM |
| From message 10 Amdddr =7 slave CID = 0x0040  SDF

iFrom meszage 17 Amaddr =7 master  ClD = C0040  TCS :

From message Ambddi= 7 master  CID = 00041 RFCOMM it S0P |
From message 20 Amdddr=7  slave CID = 0«0041  RFCORMM

From message 34 Amdddr=7  slave CID = 00041  end of azzsignment Aszign to TCS |
From message 36 Amdddr=7  slave CID = 0«0040  end of azzsignment

Azsign to UNDEFIMED |

Aszzighment info
(Manual azzignment ‘

QK I Do not apply changes |

the bottom left corner of the dialog box will indicate who assigned the
protocol.

step2 Click on one of the displayed assignments.

If the protocol was assigned by Merlin |1, the Assign buttons on theright
will be grayed out and unavailable. If you want to change these
assignments, you will have to use the pop-up menus described in the
previous section. If aprotocol has been manually assigned by auser, the
Assign buttons will become active and allow you to make achangein
assignment.

sep3 If possible, click the appropriate Assign button.

Removing User-Assigned Protocol Assignments
Asyou practice assigning and reassigning protocols, you will find that one
of the more useful commandsis "Remove All User Assignments.” This
command allows you to undo all of your assignments.

To remove some or all user-assigned protocol assignments,

step1  Double-click any Protocol Message header to open view
L2CAP messages.

sep2 Locate amessage with afield marked "A."
sep3  Left-click onthe"A" field to open the Assignment menu.

sep4  Select "Remove All User assignments' or "Remove this
assignment.”
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Manually Assigning Protocols

If arecording does not capture the beginning of a dialog between a Master
and Slave devices, Merlin 11 may not have the L2CAP messagesit needs to
determine the correct protocol assignments. In this case, L2CAP messages
will display an "N" in the Assignment field that means "Not Assigned.”

L2CAP LZLen
4 Phkts (| S| 07 14 Crhr: Cc0040 (R 0000: 03 00 01 00 09 00 01 Q00| 26.971s

N=Protocol not assigned

An L2CAP message without a protocol assignment for the higher protocol data.

* 000&: 01 00 01 00 00 o0

If you know what the protocol assignment should be for the missing
assignments, you can manually add them by right-clicking your mouse over
the A field shown above and selecting from the pop-up Assignment menu
shown on the previous page.

Other Assignments: OBEX Client/Server Status
OBEX messages carry a status that indicates whether the transmitting
deviceisan OBEX client or OBEX server.

To view an OBEX message’s client/server status,

sep1 Open an OBEX trace file such as the samplefile
"OBEXsample.tfb" in C:\Program filess\CATC\Merlin 1I.

sep2  Press B®|. %], and ¢ to hide Hops, NAKs, and unassociated

traffic.

sep3  Press %] to decode OBEX.

step4  Left-click your mouse over the field marked Type.

A pop-up menu will appear indicating whether the message was
produced by an OBEX client or server. If the menu items appear

=L

req

| [addr]

B E Bt
v B E= Semver

YTV T T L
Left-click over the Type field to open the OBEX Client/Server Assign menu.

grayed-out (asthey do in this example) it meansthat Merlin |1 assigned
the client or server status based on dataiit found in the trace. If the menu
items appear in black, it means that the user assigned the status and is
therefore free to change the assignment.
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Changing an OBEX Client or Server Status
If the beginning sequence of traffic is not recorded in atrace, the
client/server status of the transmitting devices will not be preserved in the
trace. Inthiscase, the OBEX Client/Server pop-up menu will become
active and you will be able to change the assignment.

Decoding BNEP
BNEP (Bluetooth Network Encapsulation Protocol) isaprotocol that allows
devicesto encapsulate network protocolssuch asIP. Since BNEP can carry
different typesof network protocols, you need to tell Merlin 11 what protocol
the BNEP is going to be carrying. You do thisviaascript file called
bnep.dec that isread during theinitialization of the Merlin Il software. This
file tells Merlin Il how to decode BNEP fields. Once read, BNEP can be
correctly decoded by pressing the BI,| button on the toolbar. If the decode
fileisnot read at initialization, Merlin 11 will display the dataiin an
undecoded format.

For more information on BNEP decoding, see a supplemental document on
BNEP in the support directory on the CATC web site:

http://www.catc.com/products/support/sup_Merlin I1/bluetooth.html

Decoding HID
HID (Human Interface Device) is a profile associated with traffic from
devices such as amouse or akeyboard. To decode HID traffic, you will
need to tell Merlin 11 what types of HID traffic it will berecording. You do
thisby editing ascript file called hid.dec. Merlin I readsthisfile during the
initialization of the Merlin Il software. Thisfiletells Merlin Il how to
decode the HID fields. Onceread, HID can be correctly decoded by
prngtheﬂl button. If thedecodefileisnot read at initialization, Merlin
I1 will display the datain an undecoded format.

Other Decoding Options
Other decoding options include the following:

. IP
. TCP
- UDP
- AVCTP
- AVDTP

« HCRP
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10.11 Encryption

Bluetooth encryption is a multi-staged process that provides devices with
secure, encrypted communications. The process begins with a device
prompting the user for a Personal Identification Number (PIN). When the
right PIN isentered, the Slave begins an encryption setup dialogue with the
Master. At the beginning of this dialogue, the Slave and the Master agree
onalink Key. A Link Key isa 128-bit value that the two devices use for
authentication. When the Slave and Master agree on aLink Key, the Slave
then negotiates for the transfer of the Encryption Key from the Master
device. The Encryption Key isused to encrypt and decrypt messages. Once
the Encryption Key is transferred, both devices use it to encrypt all
subsequent communications.

In order for Merlin Il to decode encrypted traffic, it needs the Link Key for
each Master-Slave connection for which encryption will be used. If you
know the Link Key, you can enter the Key into the Encryption Options
dialog box. If you do not know it, you give Merlin 11 the PIN for adevice
and allow Merlin 1l to discover theLink Key onitsown. Once Merlin |l has
the Link Key, it can capture the rest of what it needs by listening to the
Master and Slave devices as they negotiate for the Encryption Key.

Note - The encryption settings here are for the Merlin 11 only. The
BTTrainer hasits own encryption settings.

Note - Thereisno need to configure Encryption settingsif Merlin |1 isused
to record BT Trainer traffic.

Configuring Merlin Il for Encryption
For Merlin |l to successfully decrypt traffic, two stepsneed to be performed:
1) Merlin Il needs to be given the PIN or Link Key for each Master-Slave
connection; and 2) Recording needs to be begun before the Slave connects
to the Master. If recording is begun prior to the creating the Master-Slave
connection, Merlin I will be able to obtain the encryption key and decode
encrypted traffic.

The following steps show how to configure Merlin 11 for encrypted traffic.
step1  Select View >Device List

The Device List appears.

Device Info

Hasg ba|hsxg

- A9 iflDevices .| r.] ¥ | B0_spoR | alias | class | clockF... | 5.] Last update | user
@ Inrangs O M & 008037163767 Ox000000  3200Hz .. 02/25/04 16:34:111
B achive 5 "L osnarazzrDe 000000 3200Hz .. 02/25[04 183411
O & 867766554433 22272227227 Mx0DODO0 3200Hz &Y 02/24/04 10:44:53
o R o O & 7reessa4aaze DA00000  3200Hz .. 02/20004 08:14:31
O & O00E0POe0R0F OxS20204  3264Hz .. 02/02/04 13:57:33
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step2 Click in the row for the device of interest.

step3  Click the Edit Devices button H

The following dialog box opens.
X

BD Address:

Alias:
LAR Dew #1

User Motes:
Joe's device. -

— Encryption

Some secuiity settings for this device exist. You
can view and modify them thraugh "Setup’. Setup... |

— Device Data
Class of Device: * 0000000

Clock Frequency:®  unknown

[*IThese values are retieved durning inquiries.

oK I Cancel

sep4  Click the Setup ... button.

The following dialog box opens:

E ncryphion optionz for slave 00803716548 4

Master BD_ADDR | Alias | PinCode | Link Key |

[elete Edit... Mew... Cancel | Q. I

P
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step5 Click the button marked New.

The following dialog box appears.

x
Master BD_ADDR: | =l
Plin Codec™ Cancel

| [ASCI)

| [Hex]
[*]Up ta 16 ASCI characters or 32 Hex digits
Link Fep:=

[*] 32 Hew digits

sep6  Enter the appropriate Personal |dentification Number (PIN)
for the selected device to the box marked PIN Code. This
PIN allows Merlin Il to learn the Link Key. 1f you do not
have the PIN, skip to Step 5.

Note The PIN you provide should be the same used by the Slave. For example, if your
Slave devicerequiresaPIN of "1234", then enter the same PIN in the dialog box
shown above.

sep7 If you do not have the PIN, or if the Master and Slave have already
agreed upon the Link Key, manually enter aLink Key asa 128 bit
(sixteen byte) hex valueinto the box marked Current Link Key. If
you have the PIN, you can skip this step.

sep1 If theMaster and Slave were previously connected, they may
already agreeontheLink Key. Inthiscase, you will need to
provide Merlin Il with the Link Key and not ssimply the PIN.

step2 Click OK

The changes you have made are applied and the information is displayed in the
Slave Encryption Setup dialog box as shown previoudly.

step3  Click OK.

The Slave Encryption Setup dialog box closes. Within the Device List, you
should seea"Yes' in the Security field for the selected device.

10.12 Re-applying Encryption Settings

If you record a trace with the wrong encryption settings, the trace will not
decrypt properly. Merlin 1l letsyou correct the problem by re-applying
encryption settings after arecording is finished.
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To correct an improperly decrypted trace file, perform the following steps.

sep1  With the trace open, open the Device List by selecting View
> Device List from the menu.

The Device List opens.

Device Info
FEEIEENEEEEY
- g #lDevices o.|r.| | B0 _sDDR | alias | class | clockF... | 5.1 Last update | User e
. f&g In range O w “& 008057163767 0x000000  3200Hz .. 02/25/04 16:34:11
1B archive s ML nognaTazzroe 0x000000  3200Hz .. 02/25/04 163411
: O & GETTEESS4433  ZTIFIZIIEET MxO00000  3200Hz &y 0Zj24/04 10:44:53
- H, ouTs O & F76655443322 0x000000  3200Hz .. 02/20/04 0&:14:31
O & 000EQ7OS0B0F 0x520204  3264Hz .. 02/02/04 13:57:33

step2  Follow the directions outlined above in Section 10.11,
“Encryption” on page 140 for adding/editing encryption
settings.

sep3  Oncethe new encryption settings have been applied, run the
command File > Re-apply Encryption Settings...

A Save Asdialog box opens.

20 x|
Save in: | ‘3 Sample Fies ] - Bk

524 EscotFH.Hb @TCIFUrFHSSampIe.th
5Pk handrree. tfh E’ﬂtcp_ip.tfb

EA HCL b % TcPIPsamplet tb
2% Inquiry.tFb E(VCard.th

2% Msswitch.tfb

E24 MultiPaintAut hentication tb

File name:

L ard(01 ).t Save I
Save as type: | Bluetooth Trace Files (= tfh) ﬂ Cancel |

Manual encryption setting:

LT addr I E ncrpphion Kep I
7

Edit |

&

sep4  Enter afile name (or use the default) and click OK.

Thefileis saved and the new settings are automatically applied. The new file
opens automatically.

The file should now be decrypted properly.
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Re-applying Encryption On Incomplete Traces
If your trace does not capture the authentication procedure, there will be no
way for the analyzer to determine the BD Address of the Slave device.
Accordingly, the software will not be able to decrypt the trace file.

If you are using adevelopment kit and already know the BD Address of the
Slave device and the Encryption Key, you can enter it manually in the Save
Asdialog box shown above.

Note LMP_start encryption_req still hasto be present in the trace in order to manually

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

correct the settings.

Select File> Re-apply Encryption Settings.
The Save As dialog opens (shown on preceding page.)

Select the LT Address for the device whose traffic you are

trying to decrypt.
Click the Edit button.
The Set Encryption Options dialog box opens.

x
Master BD_ADDR: | ]
Fin Code:” Cancel |

| (&SN

| [Hex)
[*] Up to 16 ASCH characters or 32 Hex digitz
E ncrpption key:™

[#*] 32 Hex digits

Enter the BD Address and Encryption Key.
Click OK.

The dialog box closes.

Click Save.

The dialog box closes and the traffic is decrypted according to your settings.
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11.

Reports & Exporting Data

Merlin Il has severa utilities for producing statistics and graphs and for
exporting data to files.

Reports include Device Ligt, File Information, Error Summary, Bus
Utilization, Timing and Bus Usage Calculation, Traffic Summary and Real
Time Statistics.

Trace data can be exported to three formats: text, .csv (aformat suitable for
spreadsheets and database applications), and, if audio datais present,
various audio formats.

11.1 Combining Report Windows

A convenient feature of all report windows :
istheir ability to be combined into asingle,
multi-page window. When windows are combined, tabs will appear at the
bottom of the report window allowing you to switch between pages.

Real-Time Statistics I Device Info I Real-time Log |

To combine report windows,

sep1  Open areport window such as Real Time Statistics or
Real-Time Log by clicking on the appropriate buttons on the
toolbar.

step2  Anchor the report window (if not already anchored) by
double-clicking on the report title bar. When anchored, the
right and left edges of the report window will be formed by
the edges of the Merlin 11 application window.

step3  Open additional report windows. The new windows will
automatically mergeinto thefirst window. At the bottom of
the window will appear tabs (shown above) for navigating
between the report pages.

Bag 2o | x

-4 Bl Devices: .| .| [ B0_ADDR | [class [ clackF... [5.] Last
....... 1 @ In range
------- gﬁ Archive @
- g DUTs %
(=]
=4 | |

Device Info I Real-time Log I
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11.2 DeviceList

Device List describes devices discovered in a previous inquiry or devices
entered by the user.

Y ou open Device List by selecting View > Device List.

Thelist is stored in afile that is updated from one session to the next.

Ha&|bm b x s

= & Al Devices; D‘I R.| © | BD_ADDR | Alias I Class | Clock F... I S.I Last update User Notes |

B Inrange O M %% 008037163767 D:O00000  3200He .. OZ/25(04 16:34:11

b JB) Archive § ' 008037322F05 DXO00000  200He .. 032504 185:34:11

O &9 557766554433 ZZEPZEZIZEY DxOODO00  3200H: (B DZ/24/04 10:44:53

e B, ouTs O & 77eeosedaszs 0x000000  3200Hz .., 02/20/0408:1+:31

O &9 DO0EQPOR0BOF 0x520204  3264Hz .. 02/02/04 13:57:33

O &9 000405000006  SLAVE from A2 0xD00000  unknown ., DZ/11/04 10:0%:57

O & 008037163156 0x000000  3200Hz .. 02/02/04 13:57:34

23 O0B0E7EZZFDN 0x200404  3200Hz .. 02/24/04 11:42:53

o O &5 D0DAD9E49570 0x520204  3264Hz .. 02/02/04 13:57:35

80 &5 D0D3EELOZDO Ox140680  3200Hz .. 01/29/04 14:56:24

0 & O0E09EAELZLT 0x300104  3200Hz .. 02/09/0409:45:53

SO & 0090sTLEsE 0x100000  unknown ., OL/26/04 15:5%:57
e 1 A NNNFNZNATANA. NE2070d. S2EdHz B, n1raind Nde1 0l LI
Ready [ I Mo Sync y

By default, Device List appears at the bottom of the Merlin Il window.

Importing Device Lists
Y ou can import information about devices that already exist in the Device
List or are not listed through the Import Device List command.

To import a Device List, run the command
File >Import > DeviceList, then select aDeviceList file from the dialog.

Device Lists can be imported from any PC running a CATC Bluetooth
analyzer. While in the Import Device List dialog box, you can browse to
any PC on your network. If the PC has a CATC Bluetooth analyzer
attached, the Device List can be loaded.

Device Listsare created automatically by Merlin Il during its operation and
stored in the CATC\Shared directory (for example, C:\Program
Files\CATC\Shared).

Fieldsin the Device List

* DUT -- Device(s) Under Test. Presents checkboxes for identifying
devices you want to appear in aseparate Device List window. This
option is useful if the Device List has large numbers of entries and
you only wish to work with a sub-set of thelist. To see how it
works, select afew DUT boxes, then click on the the DUT branch
on the left side of the window. A copy of the Device List window
will open showing only the selected devices.

* RO -- Identifies the Master and Slave devices selected in the
Recording Options dialog box. Selected entries appear as M
(Master) or S (Slave).
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e State-- Device State
e BD ADDR -- Bluetooth Device Address

* Alias-- Whatever alias you entered for the device in the Add New
Devicediaog

* Class-- Thedevice classfor each listed device
» Clock Freq -- Shows the device's Clock Frequency

* Security -- If Encryption is enabled, then thisfield will be marked
witha"Yes." You enter Encryption by clicking the Add Devices
button, and then clicking Options

» Last Update -- Shows when device information was last updated

* User Notes-- User comments. Y ou add notes by clicking Add
Devices and entering text into the dialog box

Buttons

H Edit Device -- Opens adialog box for editing the device settingsin the
Device List.

Add New Device -- Opensadialog box for adding new devicesto thelist.

Iél (You can aso enter devices by performing an Inquiry.) Thisdialog box
lets you enter information that will appear in the devicelist: device
names, addresses, aliases, and comments.

i| Remove Device -- Removes the selected device from the Device List.

Double-clicking
Double-click any device list entry to get detailed property information.
Double-clicking on the Security column of a specific device accesses the
encryption settings of that device.

Pop-Up Menu
Right-click in the Device List to open the following pop-up menu:

EC_ACDR Alias Class Clock F...

unkniown

Sync & Record
Passive Sync & Record
v Page Sync & Record

kFLEn:n:-r'n:Iiru; Opkions  »

et a5 Master

v Allow paging From 'any' Master
Sel as Page Target
Swap Master/Paged Target

OpEn, ..
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Edit - Allows Device List entry to be edited
Delete - Deletes Device List entry

Recording Options - Opens sub-menu with options for setting the
synchronization method and for setting the Master/Slave addresses for the
selected Device List entry:

Sync & Record

Allow paging from "any’ Master

Set as Page Target

Swap Master/Paged Tar get

For descriptions of these recording modes, see “Synchronization
Method” on page 71.

11.3 Traffic Summary

TheTraffic Summary dialog box displaysatext summary of traffic captured
in the current trace.

E Type ¢ I Tokal I Arnaddr 7
------- Frequency distribution Hops 10991 a
P]{t Biasehand Packets Baseband Packets 10939 10939
: LMP 10 10
- IMP LMP
- (D Errors

-] Packets in Range (0 to 21979)

H Go b [0 2 of it - Packet Hif#

[ Pht Baseband Packets

To open the Traffic Summary window, press ﬂ

Theleft pane displays atree of the different protocol levels. Click the plus
symbol (+) to expand the tree. The example aboveisfully expanded. The
right pane displays a summary of the traffic for the selected level.

11.4 Error Summary

The Error Summary command opensthe Traffic Summary dialog box and
displays an error summary of the current trace file. The dialog box allows
you to go to a specific packet, and save the error file to a uniquely named

file. Seethe discussion below on Traffic Summary for more information.
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11.5 Bus Utilization

The Bus Utilization window displays a graph of bandwidth use within a
displayed trace.

To open the Bus Utilization window, select Report >Bus Utilization or
click the button marked |yij| . A window will open with graphs of Link
Utilization, Data Throughput, and Packet Counts:

2
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Packetlength o : 2®

a0 | | i | 2
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T
-4 5
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Bus Utilization Buttons
The Bus Utilization window hasarow of buttonsfor changing the format of
the displayed data and for exporting data:

The buttons have the following functions:

Save As - Saves the graphs
as abitmap file (* .bmp) I@ll Vertical zoomin

Email - Creates an email

with a*.bmp file attachment I'Ell Vertical zoom out
of the graphs

i B

Click and Drag zoom - Click diagondly to
+ I select and zoom in on part of the graph

= | Print

m| i

= Full Screen Select Range
View Settings - opens a Sync and Graph areas - If two or more

@;EI sub-menu with options for $><$I graphs are displayed, this button will
formatting the display. See synchronize the graphsto one another. Once
“View Settings Menu” synchronized, the positioning dlider of one
below. graph will move the other graphs
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Graph Areas - Presents options for
C;ll Horizonta zoom in I'Hll displaying additional graphs of datalengths,
packet lengths, and percentage of bus
utilized.
%I Horizontal zoom out
View Settings Menu

Clicking the View settings button &} causes amenu

to open with options for formatting the display. @ [

Crient horizontally

Orient Horizontally - changesthe
orientation of bus usage to horizontal. Tile wertically
After se]ecﬂ ng thls option, the menu will IT N
say "Orient Verticaly."

Show Plurnb Line

Tile Vertically - tiles the two graphs Status »
verticaly (i.e., side by side).

Grid Lines r
Show M arker s- Places"tick" marksalong Gt o

the x axis of each graph.

Fonts & Colors, ..

Show Plumb Line- Displaysavertical line
that connects your cursor to the horizontal
axis. Asthe mouse is moved, the status bar will show the packet
and time frame to which the cursor is pointing.

Status - Opens a sub-menu with the following options:
— Bar - Displays a status bar at bottom of graph.

— Tooltip- Causesatooltipto appear if you position your mouse
pointer over part of the graph and leaveit therefor acouple of
seconds.

— None - Turns off tooltips and the status bar.

Grid Lines - Opens a sub-menu with the following options:
— Both - Displays both X and Y axis gridlines.

— X Axis- Displays X axis gridlines.

— Y Axis- Display Y axisgridlines.

— None - Turns off gridlines.

Grid on Top - Moves the grid lines above the graph.
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» Fontsand Colors- Opensadialog box for setting the colorsand
fonts used in the graphs:

x
— Fonts
Fitle:
ITimes Mew Roman j I'I'I j I?IT
A
| rial s =l B 1]
— Calors
Title: Backaround:
E R (N [ —
Agig: (Grid:
Ok I Cancel |

Graph Areas Menu
The Graph Areas menu allows you to view different information in the Bus

Utilization window.

sep1 Clickthe ] button.
The Graph Areas menu opens.

Mew, ..

Packet lenath on Rx & Packet length on Tx
IT Limk. Ukilization on Rx & Link Ukilization on Tx
IT Data Throughput on Rx & Data Throughput on Tx
IT Packet Counk on Rix & Packet Count on Tx
Packet length on R
Packet length on Tx
sep2  Select the data you want to appear in the Graph Areas window.
To change the properties in the Bus Utilizations graph, follow these steps:
sep1  Inthe Graph Areas menu, select the type of datato be displayed.
step2 Click OK.

Or
To make anew graph, click New.
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The following dialog box will open. It will display options for setting the title,
data, color, and line type for the graph.

Graph area properties g 5[

[i4ew oraph Title: Appearance:;
| El
Type: LColar:

Percent of link used on Rx 7 | =————=

r Filter out

I™ Hide Link Packets
[~ Hide Training Sequence One
™ Hide Training Sequence Two

Setall Clear &l

Mew | Delete | ok I Cancel Apply

11.6 Real-TimeLog

The Real-Time Log is a text-based event logger displaying notifications
about system status and Bluetooth traffic events. In order to get the
Bluetooth traffic events, the analyzer has to be synchronized to a piconet.

TheReal-Time L ogwindow presentsthefollowinginformationinreal time:

* System

» Baseband

* LMP Notfications
 L2CAP

e SDPData

« RFCOMM

To open the Real-Time Log, select View > Real-time log from the menu.

Real-time Log i

CEIDE=IRE

¥ [11:01:Z1]1Recording started(Master:002037163180, Paged/Slawve:0030371637E3)

» [11:01:321LT_1 M+ LMP_features_reqg ( FF FBE 01 00 00 00 00 00 ) [00003.361 S3838).

» [11:01:321LT_1 2+ LMP_features_res ( FF FBE 01 00 00 00 00 00 y [00003.363 7140].

> [11:01:39]1LT_1 M» LMP_ wersion req (wer = Bluetooth ILMP 1.1, company = Ericsson) [0000&6.451
83E53].

> [11:01:38]LT_1 2= LMP_wersion res (wer = EBluetooth LMP 1.1, company = Ericsson) [0000&.483
7l1le].

* [11l:01:4&]Recording stopped.
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Thewindow presents six buttonsfor saving, printing, stopping, starting and
customizing the log.

Save As - Saveslog to afile.
| = | il Stop log.

Print - Prints the open log

%l file E Customize Log. Customizes the types of
information being displayed in the log.
Insert Marker in trace during arecording.

-
» | Start log. e

Customize Log
Clicking the Customize Log button El opens a dialog box for selecting the
fields displayed in the log.

Customize Log Display ﬂ
Filtered-out E vents:

Filker

[ Spstem Cancel |
[[] Trace Matifications

[[] Bazeband

[[] LMP Connection Contral

[] LMP Pawer

[ LMP Secuirity

[ LMP Infarmational Requests
[ LMP Rale Switch

[] LMP Dperational Modes

[ LMP Logical Transports

[ LMP Test Mode

[ L2car

[ L2CAP Signalling

[]sDP

[] RFCOMM

11.7 Red-Time Statistics

The Real- Time Statistics window displaysagraph of real-timelink activity.

Real Time Statistics displays a summary of the traffic currently being
recorded by the analyzer.

To display the Real-Time Statistics window, click gl in the Tool Bar.
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The Real Time Statistics window opens:

FEC I T D
Packets Occurrence (Rate) PE =
- = - ‘ i, Monitoring piconet with master device (M 1 - Masterl]
B =
o g !
E o : - Accumulators F53| By Device————————
e : _ Total Packets dBm =
E : =] 100,000,485,270 el =
H 595 547 598 590 S50 551 863 Time (5) ) =
s 4 el €0 =
Ervors Occurrence (Ratz) DE 20 _m_0_
5. = M1234567
£8 LT_Addr
E & r—Frequency Hop Distribution
£ = | 100z
g 545 547 545 548 S50 551 =63 Time 10% . N N N N
= s A L TN
Retransmissions (Rate) e® o 1L TR TR AL
& ~ [ Channet 53, Frequency: 2461MHz
R o =
58
)
3
H —
% M v
& 595 547 548 548 540 551 & Time ()
i1 |

In order to see a graph of traffic, you will need to start recording. After
starting piconet activity, press| p | to start the Real-Time statisticsmonitor.
Merlin 11 will then synchronizeTo the piconet and stream datain rea time
to this window and presented in aformat of your choice.

To stop the monitor, press ﬂ
The Real-Time Statistics window is divided into two main areas:
L eft-side - Displays time-domain graphs.

Right-side - Displays general statistics and additional information
including a bar graph that displays the averaged RSSI readings per device
(LT_Addr). Thisgraph is updated periodically only when the analyzer is
synced to a piconet.

The General Statistics area presents the following information:

» Status of the system (whether the analyzer is synched, and what
device is monitored).

» ‘Total Packets counter that counts the total number of captured
packets from the point the RTS started running.

* ‘RSSI measurements — bar graph that shows the averaged RSSI
measurements per device in the piconet that is monitored.

* ‘Fregquency Hop Distribution’ — An histogram bar that shows the
distribution of actual hops by the frequency channel. Note that
this graph islogarithmic.

Asin the case of the time-domain graphs, the General Statistics display can
be reset through the ‘ Reset graphs’ button.
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Real-Time Statistics Buttons
The Real-Time Statistics toolbar has buttons for changing the format of the
displayed data and for exporting data:

Hosg mjil @ Q@@+ |eadl| » m X

The buttons have the following functions:

=]

o e

Unda Zoom

Save As - Saves Real-Time

graphsas bitmap files EI Vertical zoomin
(*.bmp)
Email - Creates an email

with a*.bmp file attachment I'Ell Vertical zoom out

of the graphs

Click and Drag zoom - Click diagondly to
Print + I select and zoom in on part of the graph
Full Screen Select Range

View Settings - opens a Sync and Graph areas - If two or more
sub-menu with options for graphs are displayed, this button will
formatting the display. synchronize the graphsto one another. Once
synchronized, the positioning dlider of one
graph will move the other graphs
Graph Areas - Presents options for
ﬁl displaying additional graphs of datalengths,
packet lengths, and percentage of bus
utilized.

Start. Starts the Real-Time Monitor.

Horizontal zoomin

Horizontal zoom out ﬂ

Stop Real-Time Monitoring.

Reset. Resets the graphs.

Real-Time Satistical Monitor Pop-up Menu
If you right-click agraph in the Real-Time window, a

Fit to Graph Area pop-up menu will appear with options for changing the

¥ Scale Type k

format of the display.

Hide

Remove

Undo Zoom - If you have zoomed in, this command will
undo the zoom.

Fit to Graph Area - Redisplays graph so that the entire

Properties

trace fitsinside graph area.

Y Scale Type -

Linear - Converts display to linear format.
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Logarithmic - Converts display to logarithmic format.

Hide - Hides the selected graph.

Properties- Opensadialog box with optionsfor changing the colors, titles
and other features of the graphs.

Displaying Multiple Graphs
The Real Time Statistics window gives you the ability to create up to three
separate graphing windows so that you can create separate graphs of traffic
and tile them vertically. Within these windows, you can format the graphs

in a number of ways.
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Toview two or three graphs simultaneously, click the Graph Ar eas button.

it

A menu opens with the following graph options:

General Statistics - Shows/hides stats on right side of window.
Packet Occurrence (Rate)

Packet Occurrence (Accumulation)

ErrorsOccurrence (Rate)

Retransmissions - This graph shows the rate of retransmitted
packets. Inthe Real-Time Statistics, a packet is evaluated as
'retransmitted' if at least one non-FHS segn bit has already been
received and if the previous sequence bit is the same as the
current sequence hit. As the sequence bit toggles on data
payloads carrying CRC, the Real-Time Statistics tracks the segn
bitsin DM, DV, DH payload, and checksfor correctnessonly if
the payload was correctly decoded without errors.

11.8 File Information

The File Information report provides valuable information about how the
recording was made, what the buffer settings were, what the trigger options
were, and what version of all the analyzer hardware was used to make the

recording.

To display a File Information report,

Select File Information under Report in the Menu Bar
OR

Click inthe Tool Bar.

Y ou see the File Information screen:
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File Information

File name : data2 blt
Trace ocourred : Monday, Movember 17, 2003 16:12:58
Mumber of packets: 33

Eecorded with Tlerindl' analyzer, version 2.40 { Buld 317
Eecorded using Automation APT
Analyrer Senal Mumber: 00002
Motherboard: 0x% Version: 0z0
Firmware version: 091 {EOXL 1015
BusEngine version: 0.15
BusEngine type: 1
TTPAS Zlot 1 - Part Mumber: |, Plugln IT: 0x04, Version: Oxl

Mumber of markers - 0

Eecording Options
Crptions Mame  Default
Eecording Wode : Manual tngger
Buffer Size : 8.000 MEB
Post-trigger position © 50%
Basze filename & path | C\Program Files\CATCW erlindata? blt

ID: 26621

| v

11.9 Timing Calculations

Starts the modeless calculator dialog for calculating various timing and

bandwidth parametersin the recording file.

To display aFile Information report,

» Select Timing Calculations under Report in the Menu Bar

OR
Click QD in the Tool Bar.
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Y ou see the Timing and Bus Usage Calculator screen:

Timing Calculator |
From beginning of; ﬂl
IF'ac:ket j IU ar IPacket # 0 (Trigger) j
Ta beginning of:
IF'ac:ket j ID ar IPacket # 0 [Trigger) j
Total Time: I nanoseconds j

Air traffic calculations
Ak Address: Throughput; Bit Error Rate:
ALL -
| LCalculate I

To calculate bus usage and bit rate errors,

sep1  Enter the range of packets to be examined in the text boxes

marked "From packet" and "To packet."

step2 If you wish to limit your calculations to asingle device,
select the device’' s address from the LT Address drop-down

menu.
step3  Click the "Calculate" button.
At this point, bus usage will be calculated.

11.10 Exporting Trace Data

Merlin Il has export commandsthat enable you to extract trace datato CSV,
text and other file formats. This chapter describes the export process.

Export commands are accessible through the menu: File> Export. The

Export menu has five options:
» Packetsto Text (Packets View Format) ...
» Packetsto CSV Text ...

e Audio Streams ...
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11.11 Exporting To Text Format

To export trace datato atext file,

sep1  Select File> Export > Packetsto Text (Packet View
Format) ...

The following dialog box opens.

Export Packets /Messages,;Protocols to kext il
Fram : IF'acket j IEI or IMarkers j
Ta: IF'ac:ket j |48315 ar IMarkers j

Rezet Range to Whole Trace | 0k I Cancel |

sep2  Select the type and range of traffic to be searched from the

From and To menus
step3  Click OK.
A Save Asdialog box opens.
step4  Enter aname for the file and click OK .

Thefileisthen saved. Exported text fileslook like this:
RI=TE

Flle Edit Format Help

| File C:WProgram Files\CATCHETTraceri\Sample FileshEncryptionsample. tfb. -
From Facket #0 to Packet #453215.

Facket#
Filtered

Traffic
Packet(0) C1 Hop Freq(2427) Time Stamp(0000&.929 4815)

Packet(1l) C1(M] Freq(2427) CAC HOR Addr{oxz) POLL(Ox1) Flow(l] Arqgn(d)
| seqnrl) HEC(O%7C) Time Stamp(00005.934 1105)

Packet(2) C1 Hop Freq(240%) Time Stamp(0000&.934 S161)

Packet(3) C1(5) Freq(2408) CAC HOR Addr{omxz) MULL(O0x0) Flow(l] Arqgnid)
| seqn(d) HEC(Ox4F) Time Stamp(00005.3924 7372)

Packet(4) <1 Hop Freg(2458%) Time Stamp(0000&. 235 14117

Packet(5) <1 Hop Freg(2457) Time Stamp(0000&. 235 5997

Packet(&) <1 Hop Freg(2466) Time Stamp(0000&. 236 2247

Packet(7) <1 Hop Freg(2465) Time Stamp(0000&.23& 5497

=

11.12 Exporting Trace Datato a.CSV Format

CATC' sMerlin 11 generates over a dozen performance metrics

automatically for every trace and measures them in the Traffic Summary,
Bus Utilization, and Timing Calculations dialogs. Merlin 11 also hasthe
ability, however, to extract afar wider range of performance datato a
Comma Separated Value (.csv) format where it can be analyzed and

measured with a spreadsheet, database or other application.
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The command that extracts performance datato .csv format iscalled Export
to CSV Text and isfound under the File menu. This section describes the
export process.

Step 1

Step 2

Step 3

Step 4

In Merlin I1, open atrace.

From the SATracer menu, select File> Export > CSV Text.
The CSV Export dialog box opens.

Select arange using the From and T o boxes.

Select afolder where you want to export the file, and click

OK. A .csv filewill then be created. Below isan example
of a.csv file opened in Microsoft Excel.

@Eﬂe Edit Wiew Insert Format Tools Dats ‘Window Help

W EIE YA SR e O -
arial -0 - BIU|=E==E%%, B8 =E _-d-A-
E11 | =]

& m B 0 | _E | F | @& H | 1 [ g | kK | L | ™
1 |Packet M/s Freqg BTClock |Preamble |SyncWord Trailer LT ADDR TYPE FLOW ARON SEQN HEC
Z 0
Ell 1M 2437 02 FOLL 1 0 107G
4 2
5 33 2408 0x2 MULL 1 i 0/0x4F
£ 4
ES 5
8 B
9 7
a0 8
1" 3 M 2462 [ ] 0x2 DM1 1 0 110x1B
12 10
3] 153 2410 0x2 HULL 1 1 0/0x08
14 12
5] 13 M 2470 0x2 POLL 1 0 110575
1B | 14
17 153 2418 02 MULL 1 1 0/0x08

11.13 Exporting Audio Data

Merlin 1l has an Export Audio Streams command that alows you to
extract audio data from atrace and export it into afile. The command lets
you narrow your selection to a particular stream direction (master to dave
or slave to master), and to set the output file format and output sampling.

sep1  Select File > Export > Audio Streams from the menu.
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The dialog box shown right opens. x|

Step 2

Step 3

Sour ce Audio Format - Select the
Source format.

Output File Format - Select an
output format: WAVE or raw.

Stream Direction - Select stream
direction that you wish to capture:
Master to Slave, Slaveto Master, or
both ("Combine M/S").

Output Sampling - Select a
sampling rate for the exported audio.

Set the parameters, then click Save.
A Save Asdialog opens.

Select the name of the fileto be

Available Streams

Stream #1 - LT ADDR: 2 Pa

 Stream Information

Stream Handle: 1

Stream Format: C¥SD

Packet Type: HW3 [0x07]

LT 4DDR: 2

Packet Range: 29021 - 48313
D ata Direction: M->5 + 5-+M
M-»5 Packets: 2325

S-»M Packets: 2293

Mizzing or bad M->5 packets: 9
Mizzing or bad 5->M packets: 41

LMPF configuration matching this stream was found.

Source Audio Format Stream Direction

Jovsn = |Combine M/5 x|

Output File Format Output Sampling

IWave j IS khz j
Save... I Cloze |

created and its location, then click OK.
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Appendix A:Merlin Il Clock Calibration

The Merlin |1 system comes with a factory-tuned oscillator used to
generated the internal clock. Thisclock isused for tracking the Bluetooth
traffic and has to be kept calibrated.

The following is a detailed procedure for measuring and calibrating the
oscillator.

Please do not try to do this calibration without the proper tools. Tempering
with the clock calibration might void the warranty on Merlin 1.

Tools needed for the calibration:
* TheMerlin |l system that you want to calibrate.

* Breskout board

¢ Mini DIN cable to connect the breakout board to the Merlin 11
* Frequency counter

* BNC cable to connect the counter to the breakout board.

Sepsprior tothe procedure
sep1  Make sure the breakout board is connected to the analyzer.

sep2 Connect afrequency counter you want to use for the frequency
measurement to the 'EXT OUT' BNC connector on the breakout
board through a BNC cable. The frequency counter must be able to
count frequencies up to 30MHz.

sep3 Verify that the analyzer is powered and connected to the host
machine.

1.1 Procedure:

To be able to access the clock calibration functionality in the
application, you should run the Merlin Il application from a
command line with a-CLK argument:

sep1  Select Sart > Run.
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Sep 2

Sep 3

Sep 4

Sep 5

Sep 6

Sep 7

Sep 8

Sep 9

Enter Merlinll.exe -CLK
Run 2lx

Tvpe the name of a program, folder, document, or
Internet resource, and Windows will open it For you,

Qpen: atlindl, exe -CLE

The application appears on the screen.

Select Setup > Recor ding Options to open the Recording Options
dialog box.

Set Inquiry Timeout to O.

Press the Start Recording button run inquiry for at least 5 minutes.
Thiswill bring the analyzer to its operating temperature.

Press Stop to stop the inquiry.

Select Setup >Connector s from the menu.

The following window appears:

x|
— External Connectors Configuration
oK I

" Default Canfiguration
‘TRIG OUT' [BMC on Breakout Board) Cancel

" ‘Output Clock for Calibration
CTRIG QLT BN an Breakout Board

Clock Cal... |

Select the option Output Clock for Calibration.

At this point the clock signal should be directed to the TRIG OUT"
BNC connector. Thefrequency counter should start showing avalue
around 26 MHz now.

Click onthe Clock Cal... button. Please note that this button is
visible only when the Merlin 11 application is run with the -CLK
argument.
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Step 10

Sep 11

Step 12

Step 13

Sep 14

The 'Calibrate Clock' window appears:

Clock Calibration W alue

II\'IIIIIII
1]

The clock calibration word iz in the range of 0x00 to 0=7F.

Thiz calibration should be perfomed anly according to the documentation.

0=5F

()4 I Cancel |

Set frequency counter to use integration time of at least 1 second.

Use the dlider to adjust the clock only according to the following

steps:

A.Adjust the frequency to 26 MHz (+/- 1ppm), i.e. to avalue

between 25.99998 MHz and 26.00002 MHz

B.Wait 5 minutes and verify that frequency is still within the range

specified in step A.

When finished, Click the OK button to confirm the setting.

If the calibration value has changed, a pop-up message appears.

Select OK to causethe application to writethe new calibration value

to the Merlin 1l flash memory.

In the Setup Connector swindow select the 'Default Configuration'
option and then click on the OK' button.

The Setup Connector s window closes.

At this point you can continue with normal operation.
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Appendix B: HCI Probe Description

The HCI Probeis used to connect the HCl Tracer software to an IUT. If
more IUTs are to be monitored, additional HCI Probes should be used.
HClTracer will support up to three HCI probes. It isalso possibleto forego
the probe and connect an IUT to several ports on the host PC. A direct
connection between the lUT and the host PC is useful when the PC hashigh
speed serial ports.

The HCI probe can be used in several configurations.

The HCI probe consists of three cables, an RS232 to USB converter, and a
TTL to RS232 converter. These components are shown in the photo below.
Depending on your test environment, you may need to use all of the
components or just some of them.

To monitor RS232 signalling, you use al of the components. To monitor
UART signalling, you omit the TLL to RS232 converter ("c" in the photo).
The stepsfor connecting the probe components are listed after thefollowing
descriptions.

The five probe components consist of:

[a] HCITrace Probe Cable- Thiscable connects directly to the
IUT. Thiscable hasthree leads:

¢ Gnd — Connects to the reference/ground wire

* Host — Connects to the wire that carries the down-link
traffic from the host to the controller.

¢ BTC- Connectsto the wire that carries the up-link traffic
from the controller to the host.
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[ b] HCITrace RS232 Cable - Has three DB-9 connectors:

e RS-232/Probe - Connectsto the HCI Trace Probe Cable or to the
TTL to RS232 converter (depending whether the signal voltagein
thelUT isTTL or RS-232).

¢ COM A - Connectsto one of the serial inputs of the 2-port RS232 to
USB converter.

¢ COM B - Connects to one of the other serial input of the 2-port
RS232 to USB converter.

[c] TTL toRS232 converter - Usethisconverter for monitoring
TTL signalling. If the signalling is RS-232, omit this converter.

The DB-9 connector on this converter has two markings:

e TTL - Connectsto the HCI Trace Probe Cable.

e RS-232 - Connects to the 'RS-232'/Probe connector of the
HCITrace RS232 Cable.

[d] 2-port RS232to USB converter - Thisconverter isused so
the serial signals can be delivered to the host machine through a
USB input.

[ e] USB cable - Connectsthe 2-port RS232 to USB
converter [d] to the USB port on the host PC.

1.2 Connecting the HCI Probe

The HCI probe can be set up to monitor different types of signalling:

* For monitoring UART level signals
¢ For monitoring RS232 level signals

Monitoring UART Level Sgnals
To monitor RS232 level signals, you usethe TTL to RS-232 converter. If
you plan to connect the probe to a USB port on your PC, you will need to
also use the RS232 to USB Converter [d].

To assemble the HCI probe for this configuration, perform the following
steps. Refer to the photo and component list shown previously for
references to components [a] through [€].

Sepl

Sep 2

Connect the DB-9 connector of the HCI Trace Probe Cable
[a] to the connector marked with ‘' TTL’ inthe TTL to
RS-232 converter [c].

Connect the DB-9 connector marked with ‘RS-232" in the
TTL to RS-232 converter [c] to the connector marked with
""RS-232/Probe”’ in the HCI Trace RS-232 Cable [b].
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sep3 If you intend to connect the RS232 cable directly to a serial
port on your PC, do so now. You are now done.

If you are planning to link the probe to your PC viaa USB
connection, perform the remaining steps.

sep4 Attach’COM A’ inthe RS-232 Cable [b] to ‘Connector A’
on [d], the RS232 to USB converter.

sep5 Connect the connector marked with ‘COM B’ in the RS-232
Cable [b] to ‘ Connector B’ in the RS232 to USB converter [d].

sep6 Connect the USB cable to the RS232 to USB converter [€].
sep7 Connect the other end of the USB cable to your PC.

Monitoring RS232 level Sgnals

Legend for photo:
[a HCI Probe Cable
[b] HCI Trace RS-232 Cable

[c] Connectors A and B on the other end of the HCI Trace RS-232
Cable

[d] Two-Port RS-232 to USB Converter
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For monitoring RS232 level signals do not usethe TTL to RS-232
converter. To assemble the HCI probe for this configuration, perform the
following steps:

sep1 Connect the DB-9 connector of the HCl Trace Probe Cable
[a] to the connector marked with ‘*'RS-232/Probe” in the
HClITrace RS-232 Cable [b].

sep2 If you intend to connect the RS232 cable directly to a serial
port on your PC, do so now. You are now done.

If you are planning to link the probe to your PC viaa USB
connection, perform the remaining steps.

sep3 Connect ‘COM A’ inthe RS-232 Cable[c] to * Connector A’
in the RS232 to USB converter [d].

sep4 Connect ‘COM B’ inthe RS-232 Cable [b] to ‘ Connector B’ in
the RS232 to USB converter [d].

sep5 Connect the USB cable to the RS232 to USB converter [€].
sep6 Connect the other end of the USB cable to your PC.

2-port RS232 to USB converter

The 2-port RS232 to USB converter [d] alowsthe user to connect two serial
connectors to the host machine viaa single USB connection. When
connected to the host PC, the converter emul ates two separate virtual COM
ports that can be used as other real COM ports.

To connect the HCI probe to the host PC, you will need to install several
drivers. Thedriversare provided on the installation CD-ROM in the HCI
Probé\Drivers sub directory.

Once the converter is connected to a host machine the user is prompted to
provide the place where the system can install the drivers from.
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After installing the driverstwo new COM portsare going to be available, as
seen in the following snapshot of the Device Manager.

-
| acion wew ||« = @R ®

== rrckEvz
2 CATC Analyzers

= Disk drives

@) Display adapters USB Serial Pork (COM3) Properties ed |
DWDCD-ROM drives

&2 Floppy disk controllers General I Part Settingsl Driver |
= Floppy disk drives

524 IDE ATAJATAPI controllers (y LISE Serial Port [COM3)
Kevboards
Mice and other pointing devites
Monitors Device bups: Ports [COM & LPT)

HR network adapters
B % Ports (COM & LPT)
[ ﬂy COmMmUnICatons Fort [COML) Location: on USB High Speed Serial Converter
F Prinker Port (LPTL)

Manufactuer: FTOI

7 USB Serial Port (COM3) et
5 USE Serial Port(COM4) Thiz device is warking properly. =]
4]5 Sound, video and game controllers i o . ik TS
i : you are having problems with this device, click Troubleshooter to
== Svlstem dewc?s start the troubleshooter.
&= Universal Serial Bus controllers
=l
Troubleshooter...
Device uzage:
IUsa thiz device [enabls] j
Ok | Cancel I
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Appendix C: Export Audio Streams

The 'Export Audio Streams command exports audio streams from a trace
fileinto two different file formats. RAW and WAVE.

The WAVE file format is Windows native file format for storing digital
audio data. WAV E has become one of the most widely supported digital
audio file formats.

WAVE files use a standard structure called Resource Interchange File
Format (RIFF) that groups the files contents (sample format, digital audio
samples, etc.) into separate chunks, each containing it'sown header and data
bytes. The chunk header specifiesthe type and size of the chunk data bytes.

1.3 File Structure

There are three chunks used for CATC WAVE file generated by the CATC
Bluetooth analyzer applications:

RIFF Chunk Type
Wave file headers follow the standard RIFF file format structure. The
format of interest hereis"WAVE," which requires two sub-chunks® "fmt"
and "data."

Format Chunk - "fmt "
Describes the format of the sound info in data sub-chunk.

Data Chunk - " data"
The "data"' sub-chunk Indicates the size of the sound information and
contains the raw sound data.
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The following isthe WAVE file format that is used by the 'Export Audio
Streams' functionality to generate the audio files. The right-most column
describesthe data as being put by the CATC Bluetooth analyzer application.

Field Name

Endian

File
Offset

Field Size

Field Description

CATC Data

ChunkID

Big

0

4

Contains the letters
"RIFF" in ASCII form

(0x52494646 big-endian
form).

RIFF stands for
"Resource Interchange
File Format."

"RIFF"

ChunkSize

Little

36 + SubChunk2Size, or
more precisely:

4+ (8 + SubChunk1Size)
+ (8 + SubChunk2Size)

Thisisthe size of the
entire file in bytes minus
8 bytes for thetwo fields
not included in this
count; ChunkID and
ChunkSize.

Calculated when
fileis created.

Format

Big

Contains the letters
"WAVE" (0x57415645
big-endian form).

“WAVE"

Field Name

Endian

File
Offset

Field Size

Field Description

CATC Data

Subchunk1ID

Big

12

4

Containsthe letters "fmt"
(0x666d7420 big-endian
form).

xfy,xmy,xty,n

Subchunk1Size

Little

16

16 for PCM. Thisisthe
size of the rest of the
Subchunk, which follows
this number.

0x12

AudioFor mat

Little

20

PCM =1 (i.e Linear
quantization)

Values other than 1
indicate some form of
compression.

NumChannels

Little

22

Mono =1, Stereo = 2,
etc.

Num of actual
channels as
selected by the
user: 1or 2.
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Field Name

Endian

File
Offset

Field Size

Field Description

CATC Data

SampleRate

Little

24

4

The number of sample
dlices per second. This
valueisunaffected by the
number of channels:
8000, 44100, etc.

Sample Rate as
selected by the
user: 8K or 64K

ByteRate

Little

28

This value indicates how
many bytes of wave data
must be streamed to a
D/A converter per second
in order to play the wave
file. Thisinformation is
useful when determining
if data can be streamed
from the source fast
enough to keep up with
playback. This vaue can
be easily calculated with
the formula:

SamplesPerSec
* BlockAlign

BlockAlign

Little

32

The number of bytes for
one sampleincluding all
channels.

Channels *
(BitsPerSample/
8)

BitPer Sample

Little

This value specifies the
number of bits used to
define each sample. This
valueisusualy 8, 16, 24
or 32.

16

ExtraParamSize

Little

36

This value specifies how
many additional format
bytes follow. It does not
exist if the compression
codeis 0 (uncompressed
PCM file) but may exist
and have any vaue for
other compression types
depending on what
compression information
is need to decode the
wave data. If thisvalueis
not word aligned (a
multiple of 2), padding
should be added to the
end of this datato word
aignit, but the value
should remain
non-aligned.

ExtraParams
(Optional)

38

Space for extra
parameters

Thisfield is not
present in CATC
generated WAV
files.
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File
Field Name Endian |Offset |Field Size Field Description CATC Data
Subchunk2ID Big 36 4 Containsthe letters “data’
"data" (0x64617461
big-endian form).
Subchunk2Size Little 40 4 == NumSamples * Calculated when
NumChannels * fileis created
BitsPerSample/8
Thisisthe number of
bytesin the data. You can
also think of this asthe
size of theread of the
subchunk following this
number.
Data Little 44 Subchunk2Size | The actual sound data. Actual exported
audio data

1.4 Compatibility

In addition to the "canonical" standard of WAV E files format you might
find many other dialects and interpretations to the file format. While some
tools are capable of reading various WAVE file formats, some would not.

Most of the latest media player applications should be able to open and play
the WAVE files generated by CATC's "Export to Audio”. However, if you
encounter acase where an application was not capable of doing this, you can

try and do one of the following steps:

Try and open the WAVE file and re-save it through an intermediate
media application. For instance, try and use the 'Sound Recorder’
application that is bundled with Microsoft® Windows to open the
file and save it back. Such an operation might modify some of the
header parameters and make thefile suitable for your specific set of

tools.

Find a 3rd party audio file conversion tool that would again modify
the file's format and make it suitable for your tools. Such
applications can be found (many as freeware) over the Internet.
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How to Contact CATC

Typeof Service Contact
Call for technical support... US and Canada: 1(800) 909-2282
Worldwide: 1(408) 727-6600
Fax your questions... Worldwide: 1 (408) 727-6622
Write aletter... Computer Access Technology Corp.
Customer Support
3385 Scott Blvd
Santa Clara, CA 95054
Send e-mail... support@CATC.com
Visit CATC'sweb site... http://www.CAT C.com/

Limited Hardware Warranty

So long as you or your authorized representative

("you" or "your"), fully complete and return the

registration card provided with the applicable

hardware product or peripheral hardware

products (each a"Product™) within fifteen days of 7

the date of receipt from Computer Access \
Technology Corporation ("CATC") or one of its

authorized representatives, CATC warrants that AT

the Product will be free from defects in materials and workmanship for a
period of three years (the "Warranty Period"). You may aso complete your
registration form viathe internet by visiting
http://www.catc.com/support/register/. The Warranty Period commences
on the earlier of the date of delivery by CATC of a Product to a common
carrier for shipment to you or to CATC's authorized representative from
whom you purchase the Product.

What this Warranty Does Not Cover

Thiswarranty does not cover damage due to external causesincluding
accident, damage during shipment after delivery to acommon carrier by
CATC, abuse, misuse, problems with electrical power, including power
surges and outages, servicing not authorized by CATC, usage or operation
not in accordance with Product instructions, failure to perform required
preventive maintenance, software related problems (whether or not
provided by CATC), problems caused by use of accessories, parts or
components not supplied by CATC, Products that have been modified or
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altered by someone other than CATC, Products with missing or altered
service tags or serial numbers, and Products for which CATC has not
received payment in full.

Coverage During Warranty Period

During the Warranty Period, CATC or its authorized representatives will
repair or replace Products, at CATC's sole discretion, covered under this
limited warranty that are returned directly to CATC's facility or through
CATC's authorized representatives.

How to Obtain Warranty Service

To request warranty service, you must complete and return the registration
card or register viatheinternet within the fifteen day period described above
and report your covered warranty claim by contacting CATC Technical
Support or its authorized representative. CATC Technical Support can be
reached at 800-909-7112 or viaemail at support@catc.com. You may also
refer to CATC's website at http://www.catc.com for more information on
how to contact an authorized representative in your region. If warranty
serviceisrequired, CATC or its authorized representative will issue a
Return Material Authorization Number. You must ship the Product back to
CATC or its authorized representative, in itsoriginal or equivalent
packaging, prepay shipping charges, and insure the shipment or accept the
risk of loss or damage during shipment. CATC must receive the Product
prior to expiration of the Warranty Period for the repair(s) to be covered.
CATC or its authorized representative will thereafter ship the repaired or
replacement Product to you freight prepaid by CATC if you are located in
the continental United States. Shipments made outside the continental
United States will be sent freight collect.

Please remove any peripheral accessories or parts before you ship the
Product. CATC does not accept liability for lost or damaged peripheral
accessories, data or software.

CATC ownsall partsremoved from Productsit repairs. CATC may use new
and/or reconditioned parts, at its sole discretion, made by various
manufacturersin performing warranty repairs. If CATC repairs or replaces
a Product, the Warranty Period for the Product is not extended.

If CATC evaluates and determines there is "no trouble found" in any
Product returned or that the returned Product is not eligible for warranty
coverage, CATC will inform you of its determination. If you thereafter
request CATC to repair the Product, such labor and service shall be
performed under the terms and conditions of CATC's then current repair
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policy. If you chose not to have the Product repaired by CATC, you agree
to pay CATC for the cost to return the Product to you and that CATC may
require payment in advance of shipment.

General Provisions

THISLIMITED WARRANTY GIVESYOU SPECIFICLEGAL RIGHTS.
YOU MAY HAVE ADDITIONAL RIGHTS THAT VARY BY
JURISDICTION. CATC'SRESPONSIBILITY FOR DEFECTSIN
MATERIALS AND WORKMANSHIPISLIMITED TO REPAIR AND
REPLACEMENT AS SET FORTH IN THISLIMITED WARRANTY
STATEMENT. EXCEPT ASEXPRESSLY STATED IN THIS
WARRANTY STATEMENT, CATC DISCLAIMS ALL EXPRESS AND
IMPLIED WARRANTIES FOR ANY PRODUCT INCLUDING, BUT
NOT LIMITED TO, ANY IMPLIED WARRANTIES OF AND
CONDITIONS OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE, AND ANY WARRANTIES THAT MAY
ARISE FROM ANY COURSE OF DEALING, COURSE OF
PERFORMANCE OR TRADE USAGE. SOME JURISDICTIONS MAY
NOT ALLOW LIMITATIONS ON HOW LONG AN IMPLIED
WARRANTY LASTS, SO THE PRECEDING LIMITATION MAY NOT
APPLY TOYOU.

CATC DOES NOT ACCEPT LIABILITY BEYOND THE REMEDIES
SET FORTH IN THISLIMITED WARRANTY STATEMENT OR FOR
INCIDENTAL OR CONSEQUENTIAL DAMAGES INCLUDING
WITHOUT LIMITATION, ANY LIABILITY FOR THIRD PARTY
CLAIMS AGAINST YOU FOR DAMAGES, PRODUCTS NOT BEING
AVAILABLE FOR USE, OR FOR LOST DATA OR SOFTWARE.
CATCSLIABILITY TO YOU MAY NOT EXCEED THE AMOUNT
YOU PAID FOR THE PRODUCT THAT ISTHE SUBJECT OF A
CLAIM. SOME JURISDICTIONSDONOT ALLOW THE EXCLUSION
OR LIMITATION OF INCIDENTAL OR CONSEQUENTIAL
DAMAGES, SO THE PRECEDING EXCLUSION OR LIMITATION
MAY NOT APPLY TO YOU.

The limited warranty on a Product may be transferred for the remaining
term if the then current owner transfers ownership of the Product and
notifies CATC of the transfer. You may notify CATC of the transfer by
writing to:

Technica Support

Computer Access Technology Corporation
3385 Scott Blvd

Santa Clara, CA 95054-3115 USA
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or by email at: support@catc.com.

Please include the transferring owner's name and address, the name and
address of the new owner, the date of transfer, and the Product seridl
number.
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Symbols
IIXGEN_DONT_EDIT_THIS! 37
Numerics
1100 packet 84
1101 packet 84
A
Abort upload 34
Acknowledge 122
Action buttons 26, 89
Actionstab 89
Addr 108
Addresses
AM_ADDR 84
Bluetooth 53
slave device 44
target 54
Analyzer
describing Bluetooth 2
setup9
status 34
API 3
Application installation 10
Argn 108
AROQN condition 84
AT 130
Authentication 140
Automation Feature 3
AUX1 packet 84
B
Basic installation 9
Bit pattern, searching 125
Blue dot menus 92
Bluetooth
BusEngine 5
described 1
device address 53
first recording 13
limited search 81
recording traffic 96
search for device 50
searching for devices 40
target address 54
BNEP 130
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Bubble help 35
Buffer size 13, 68
Bus utilization 149
BusEngine
Bluetooth 5
Buttons
bus utilization 149
graph area 151
toolbar 26
C
CAC 108
Calculations, timing 158
CATC Technical Support 179
Channel connections, L2CAP 133
Clicked fields, menusin 114
Clock rate, match 78
Collapse data 112
Comments, editing 111
Components, physical 4
Configuring encryption 140
Connecting events 90
Correlation Value 78
Counters
connecting events 90
value 92
CRC 108
CRC error 87
D
Data
decoding 130
expand, collapse 112
filename 13
length 86
pattern 82, 86
searching by length 118
searching by pattern 124
transfer message 132
Debug file 69
Decoding 130
Description of Merlin 2
Device
Bluetooth address 53
general search 42
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search 40
search for Bluetooth 50
slave address 44
DH1, 2, 3 packet 84
Displaying information 107, 157
DM1 108
DM1, 2, 3 packet 84
Duration of search 50
DUT Recv/Xmit Freq 71
DV packet 84
E
Editing comments 111
Enable
debug file 69
Encryption 140
Environmental Conditions 7
Error summary 148
Errors
CRC 87
FEC 87
header length 87
HEC 87
invalid packet 87
payload length 88
Searching for 120
setting conditions for 87
sync loss 88
threshold exceeded 87
types of 82
Established Piconets 74
Events
conditions 84
connecting 90
sequencing 95
tab 82
trigger 13, 67
Exclusion search 125
Existing Piconet, recording 48
Expand data 112
Explicit NACK 122
External
input signals 82, 838
trigger form 94
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F
Features 3
FEC Error 87
FHS packet 84
File information, displaying 157
File menu 23
Filename and data 13
Filter In/Out button 89
Filter Out/In 92
Filtering 83, 84
Find feature, using 125
Finding 120
Finding devices 40
Flow 108
Fonts 151
Force resynchronization 77
Frequencies, DUT 71
Frequency hops, hiding 113
G
General description 2
General features 3
Genera inquiry 76, 81
General options
recording 65
General purpose output 94
Goto
Datal ength 118
error 120
Header AM_Addr 118
L2Cap CID 120
L mp Opcode 119
marker 116
packet types 117
packet/M essage/Protocol 115
Graphs
areas menu 151
bus utilization 149
buttons 151
Grid
lines 150
on Top 150
Groups, events 82
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H
HDLC 130
Headers
AM_Addr 118
length error 87
packets 83
payload 85
HEC 108
HEC Error 87
Help menu 25
Hexadecimal patterns, searching 125
HID 130
Hiding 113, 114
Higher protocols, decoding 129
High-pulse output 93
Hops
hiding 113
reduced mode 57
Hot keys 36
Humidity 6, 7
HV1, 2, 3 packet 84
I
Idle 108
Implicit NACK 122
Information, interpreting 107
Input signals 82, 88
Inquiry
genera 81
perform/skip 39
Installation
basic 9
Interpreting atrace 107
Intersection search 125
Introduction 1
Invalid packet type error 87
K
Keyboard shortcuts 36
L
L_CH (Logica Channel) 85, 108
L2CAP
channel connections 133
CID, searching 120
described 130
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messages 114, 129, 132
L2FL 108
Len 108
Length of data 86
License 179
Linking events 90
LMP
described 130
messages 129, 132
Opcode 119
Logical Channel 85
Long pattern, searching 125
Lossof sync
searching for 120
timeout 77
L ow-pulse output 93
M
Manual trigger 13, 67
Markers
editing and clearing 110
searching 116
setting 109
Master
and slave 122
switch 78
Master/address 53
Match clock rate 78
Menus
blue dotsin events 92
clicked fields 114
pulldown 23
veiw settings 150
Merlin
configure encryption 140
description of 2
Message
searching 115
Messages
LMP, L2CAP 129, 132
transfer 132
Modes
test, recording in 57
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N
NULL packet 84
Nulls, hiding 113
O
OBEX 130
Opcode 108
Operating temperature 6, 7
Options
general recording 65
name 13
search 55
Orient horizontally 150
Output signals, enabling 93
Overview 1, 23
P
Package dimensions 6
Packets
1100, 1101 84
AUX1 84
DM1, 2,384
DV 84
FHS 84
headers 82, 83
headersin 83
hiding 105
HV1, 2,384
invalid type error 87
NULL 84
POLL 84
searching 115, 117
types 84, 122
viewing 132
Page
sync and record 82
Paging traffic 77
Passive sync and record 74
Patterns, data 86
Payload
headers 82, 85
length error 88
Percentage of triggering 68
Phone numbers, Technical Support 179
Physical Components 4
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Piconet
established devices 74
master address 53
private device 75
recording 44, 48
recording traffic on 38
search options 55
slave address 44
sync and record 74
synchronizing 44
target address 54
Wizard 45
PIN 140
Pkt 130
Polls
hiding 113
POLL packet 84
Position of trigger 68
Post triggering, percentage 68
PPP 130
Pre-triggering 68
Private Device Piconets 75
Program
installation 10
Progress indicator, recording 32
Protocol
Analyzer 2
decoding 130
searching 115
Pull-down menus 23
Pulse low signal 93
Pulse toggle signal 93
R
Reading atrace 107
Real time statistics 159
Record inquiry 81
Record menu 23
Recording
Bluetooth traffic 13, 96
existing Piconet 48
Piconet 44
progress indicator 32
reduced hop mode 57
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session 14
type 67
Recording Options
events 82
general 13, 65, 67
in Wizard 45
saving 96
Recording type 48
Recv, DUT freq 71
Reduced hops 57
Reports
menu 23
Restart button 90
Resynchronization, forced 77
RFCOMM 130
S
Sample
recording 14
Saving
recording options 96
SDP Msg 130
Search 42
duration of 50
general 52
Search menu 23
Search options 55
Search type 40, 50
Searching
by data pattern 124
complex 120
datalength 118
for bit pattern 125
for bit patterns 125
for errors 120
Header AM_Addr 118
L2Cap CID 120
L mp Opcode 119
packet types 117
recorded traffic 115
Security 140
SEQN condition 84
Sequence

event 95
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Set marker 109
Setup

menu 23
Shortcuts, keyboard 36
Show markers 150
Show plumb Line 150
Signalling

message 132
Signals

input 82, 88

outputs, enabling 93
Size of buffer 68
Slave device, address 44
Slave switch 78
Snapshot 13, 67
Soft Bit Error, searching 120
Software

installation 10

overview 23
Specia Interest Groups (SIGs) 1
Specifications 6
Statistics

real-time 159
Status

status bar 150
Status of Analyzer 34
Storage temperature 6, 7
Summary

error 148

traffic 148
Support, technical 179
Switches 6, 7, 78
Sync

and record 73, 74

loss error 88

loss of, searching 120

timeout, loss of 77

window 79
Synchronization, forced 77
Synchronize Piconet 44
T
Tabs

recording events 82
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recording, general 13, 66
recording, options 65
Technica Support 179
Temperature tolerances 6, 7
Test debug 69
Test mode, recording in 57
Threshold Exceeded error 87
TID 108
Tile vertically 150
Time Stamp 108
Timeout
loss of sync 77
Timedlot filtering 83
Timing calculations 158
Tips, tool 35
Toggle signal 93
Toolbar 26
Tooltips 35, 109, 131
Trace
filename 13
reading 107
sample 14
Traffic
Bluetooth 96
hiding 114
on Piconet 48
paging 77
recording 55
recording on piconet 38
searching 115
summary 148
Trail 108
Transfer message, data 132
Trigger
event 67
external form 94
position 13, 68
post triggering 68
recording, manual 67
Type of recording 67
U
Unassociated traffic, hide 114
Union search 125
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Vv
Values, changing counters 92
View
menu 23
options 26
packets 132
settings menu 150
w
Warranty 179
Window menu 25
Wizard
Piconet 45
X
Xmit, DUT freq 71
Z
Zoom 35
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